Best Practices - Fedora Configuration

Question

What backend configuration should | use?

Best Practice 1

For production use, we recommend a MySQL or PostgreSQL backend. For development, testing and trial a simple file backend is adequate.

Question

Is there advice on best practices for customizing Fedora 4 configuration files?

Best Practice 1

One recommended practice is to store modified configuration files outside of the unpacked war file.

This is an example of production Fedora JAVA_OPTS:

JAVA _OPTS="-Dfil e. encodi ng=UTF-8 \
- Df cr epo. hore=/ mt / dat a/ f crepo \
- Df crepo. spring. configuration=file:/etc/fcrepol/fcrepo-config.xm \
- Df cr epo. nodeshape. configuration=file:/etc/fcrepo/repository.json \
-Df crepo. activenqg. configuration=file:/etc/fcrepo/activeng.xm \
- Df crepo. aut h. webac. aut hori zati on=/ et c/ f crepo/ root - aut hentication.ttl \
-Df crepo. spring.audit.configuration=file:/etc/fcrepo/audit.xm \
- Dl ogback. confi gurationFil e=/etc/fcrepo/l ogback. xn \
- Df cr epo. nbdeshape. i ndex. di rect or y=nbdeshape. i ndex \
- Df crepo. bi nary. directory=binary. store \
- Df crepo. activeny. directory=activenqg \
-Dcom arjuna. ats. arj una. conmon. Obj ect St or eEnvi r onnent Bean. def aul t. obj ect St or eDi r =ar j una. cormon. obj ect. store \
-Dcom arjuna. ats. arjuna. obj ect st ore. obj ect St oreDi r =arj una. obj ect. store \
- Dnet . sf. ehcache. ski pUpdat eCheck=t rue \
-Df crepo. audi t. contai ner=/audit \

# GC Configuration

- XX: +UseConcMar kSweepGC \ # for smaller (< 4 GB) heaps

- XX: +CMBC assUnl oadi ngEnabl ed \ # for use with UseConcMar kSweepGC

- XX: +UseGLGC \ # for larger (> 4 GB) heaps
- XX: ConcCCThr eads=5 \

- XX: MaxCGCPauseM | | i s=200

- XX: Par al | el GCThr eads=20 \

# Menory usage

- XX: MaxMet aspaceSi ze=512M \

- Xn81024m \ # m ni num heap size
- Xmx2048nt # maxi mum heap si ze

You will see that all of the configuration files are stored outside of the unpacked war file. In this case, thatis / et ¢/ f cr epo, but it could be any place that
makes sense for your system.

All of these configuration files may be customized, and by placing them in an administrator-controlled directory, any local changes are not overwritten when
re-deploying a war file.

At a minimum, it is recommended that production deployments of Fedora store at least the following configuration files separately, and if you customize
these at all, you should absolutely do this:


https://wiki.duraspace.org/display/FEDORA475/Configuring+JDBC+Object+Store

* fcrepo-config.xm (this is the central config for dependency-injected Fedora Spring beans)

* repository.json (this is the central config for Mdeshape, and you should control that)

* activenqg.xm (common update: turn the topic into a queue)

* root-authentication.ttl (if you are using webac)

* | ogback. xm (common update: direct logging to /var/log/fcrepo/fcrepo.log rather than catalina.out)

Question

How do | configure logging output?

Best practice 1

Logging can be configured with a | ogback. xni file. For example, if you would like output to go to / var /| og/ f cr epo/ f cr epo. | og while rotating that
log when it exceeds 20MB, this would be a possible configuration:



logback.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE confi guration>
<configuration>
<property name="FCREPO LOG PATH' val ue="/var/| og/fcrepo/fcrepo${l ogfile.extension:-.log}"/>
<appender nane="FILE" cl ass="ch. qos. | ogback. core.rolling.RollingFileAppender">
<fil e>${ FCREPO LOG PATH}</fil e>
<encoder >
<pat t er n>%d{ dd- MMM HH: nm ss. SSS} [ % hread] % 5l evel % ogger{35} - %sg %</ pattern>
</ encoder >

<rol l'ingPolicy class="ch. qos. | ogback. core.rolling.Fi xedW ndowRol | i ngPol i cy">
<max| ndex>5</ max| ndex>
<m nl ndex>1</ m nl ndex>
<fil eNamePat t er n>${ FCREPO_LOG PATH}. % . gz</fi | eNanePatt er n>
</rollingPolicy>

<triggeringPolicy class="ch.gos.|ogback.core.rolling.SizeBasedTriggeringPolicy">
<maxFi | eSi ze>20MB</ maxFi | eSi ze>
</triggeringPolicy>
</ appender >

<l ogger name="org.fcrepo.auth" additivity="false" |level ="${l og.fcrepo.auth:-null}">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger name="org.fcrepo.http.api" additivity="false" |evel ="${1o0g.fcrepo.http.api:-null}">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger nanme="org.fcrepo. http.comons" additivity="fal se" |evel ="${l og. fcrepo. http.commons:-null}">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger name="org.fcrepo.jns" additivity="false" |evel ="${log.fcrepo.jns:-null}">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger nanme="org.fcrepo. kernel" additivity="false" |evel ="${l og.fcrepo. kernel:-null}">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger name="org.fcrepo" additivity="false" |evel ="$%${log.fcrepo:-INC">
<appender-ref ref="FILE"/>
</ | ogger >

<l ogger nane="org. apache. activenqg" additivity="fal se" |evel ="WARN">
<appender-ref ref="FILE"/>
</l ogger >

<root additivity="false" |evel ="WARN'>
<appender-ref ref="FILE"/>
</ root >
</ configurati on>

If you customize this file, you should store it outside of the unpacked f cr epo. war directory by adding this to your JAVA_OPTS: "- Dl ogback.
configurationFil e=/etc/fcrepo/l ogback. xnl ". Otherwise, when the application is re-deployed, your customizations will be lost.



	Best Practices - Fedora Configuration

