Test - Repository Profile: Basic with authorization

Basic file-based repository, with basic access roles authorization enabled. Querying is OFF.

Copy the repository config file shown below to config/repository-basic-authn.json and the jettty-users.properties file shown below to config/.

Parameter Suggested Notes
values
Modeshape configuration minimal -Dfcrepo.modeshape.configuration=classpath:config/repository-basic-authn.json
Infinispan configuration basic
Is a federated component No
required?

Is a sequencing component No

required?
Is an authorization layer Yes Start up fcrepo-webapp with the following added system property: -Djetty.users.file=target/classes
required? /config/jetty-users.properties
Run the script createNodeWithRoles.sh (below) to provision a test node with ACLs. See testACL.
json (below) for test ACLs.
Is versioning required? No

repository-basic-authn.json

{
"nanme" : "fedora-secured-repo",
"jndi Nane" @ "",
"wor kspaces" : {
"predefined" : ["default"],
"default" : "default",
"al l owCreation" : true
H
"query" : {
"enabl ed" : fal se
H
"storage" : {
"cacheNane" : "FedoraRepository",
“cacheConfiguration" : "${fcrepo.infinispan.cache_configuration:config/infinispan/basic/infinispan.
xm }",
"bi narySt orage" : {
"type" : "cache",
"dat aCacheNanme" : "FedoraRepositoryBinaryData",
"met adat aCacheNane" : "Fedor aRepositoryMet aDat a"
}
.
"security" : {
"anonynous" : {
"roles" : ["readonly","readwite","adm n"],
"useOnFai |l edLogi n" : false
},
"providers" : [
{ "classnane" : "org.fcrepo. auth. Servl et Cont ai ner Aut henti cati onProvi der" }
]
I
"node-types" : ["fedora-node-types.cnd"]


http://classpathconfig
http://classpathconfig

repo.xml

<beans xm ns="http://ww. springframework. org/ schema/ beans" xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schera- i nst ance"
xm ns: cont ext ="http://ww. springframework. org/ schema/ cont ext "
xsi : schenmaLocati on="
ht t p: // waww. spri ngf ramewor k. or g/ schena/ beans http://ww. spri ngfranmewor k. or g/ schena/ beans/ spri ng- beans- 3. 0. xsd
http://ww. springfranmework. org/ schena/ context http://ww. springframework. org/ schena/ cont ext/ spri ng-cont ext -
3. 0. xsd">

<l-- Context that supports the actual MdeShape JCR itself -->

<cont ext : annot ati on-config />

<cont ext : conponent - scan base- package="org. f crepo. kernel . servi ces" />

<bean nane="nodeshapeRepof actory" class="org.fcrepo. kernel . spring. ModeShapeReposi t or yFact or yBean"
depends-on="aut henti cati onProvi der" >
<property name="repositoryConfiguration" val ue="${fcrepo. modeshape. confi guration:./repository-basic-authn.

json}" />

</ bean>

<bean name="aut henticati onProvider" class="org.fcrepo.auth. Servl et Cont ai ner Aut henti cati onProvi der">
<property name="pep" ref="pep"/>

</ bean>

<bean nane="pep" class="org.fcrepo.auth.roles. basic. Basi cRol esPEP"/ >

<bean cl ass="org. nodeshape. jcr.Jcr RepositoryFactory" />

</ beans>

jetty-users.properties

testuser: turnipl,fedoraUser
admi nuser: turnip2, fedoraUser
f edoraAdm n: turnip3, fedoraAdm n

testACL.json

{
"EVERYONE" : [ "reader" ],
"testuser" : [ "reader" ],
"adm nuser” : [ "adm n" ]
}

createNodeWithRoles.sh

#!'/ bi n/ bash -x
rooturl ="http://1ocal host: 8080/ rest"

curl -X DELETE "$rooturl/testparent” -u fedoraAdm n:turnip3

curl -X POST "$rooturl/testparent” -u fedoraAdm n:turnip3

curl -H "Content-Type: application/json" -X POST "$rooturl/testparent/fcr:accessRol es" -u fedoraAdm n:turnip3 -
d "@path/to/testACL.json"
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