RESTful HTTP API - Fixity

® HEAD Request the fixity checksum for a given digest algorithm
® GET Get the fixity report for an object
® Note: Default Fixity Algorithm

Request URI: /path/to/some/binary

Methods: HEAD, GET

HEAD Request the fixity checksum for a given digest algorithm
Checking fixity requires retrieving the content from the binary store and may take some time.

Request Headers:

WANT-DIGEST md5, sha, sha-256, sha-512, sha-512/256

Example:

curl -1 -H "Want-Digest: sha-256" "http://|ocal host: 8080/ rest/path/to/sonme/binary"

Response (fixity success):

Status: 200 K

Headers:

ETag: "51c5ed5fff4b6c79233cc7573a387902f 7d171e7"

Last-Modified: Fri, 04 May 2018 18:14:47 GMI

Cont ent - Type: inmge/|jpeg

Accept - Ranges: bytes

Content-Di sposition: attachnent; filename="1M5 4023.JPG jpg"; creation-date="Fri, 04 May 2018 18:14:47 GVI";
nmodi fication-date="Fri, 04 May 2018 18:14:47 GWI"; size=47021

Li nk: <http://ww. w3. or g/ ns/ | dp#Resour ce>; rel ="t ype"

Li nk: <http://ww. w3. or g/ ns/ | dp#NonRDFSour ce>; rel ="t ype"

Li nk: <http://local host: 8080/ rest/exanpl es/ binary/fcr:acl>; rel="acl"

Li nk: <http://1ocal host: 8080/ rest/exanpl es/ bi nary/fcr: netadata>; rel="describedby"
Li nk: <http://1ocal host:8080/static/constraints/NonRDFSourceConstraints.rdf>; rel="http://ww. w3. org/ns
/| dp#constrai nedBy"

Li nk: <http://1ocal host: 8080/ rest/exanpl es/ bi nary>; rel="tinegate"

Li nk: <http://1ocal host: 8080/ rest/exanpl es/ bi nary>; rel="original"

Li nk: <http://1ocal host: 8080/ rest/exanpl es/ binary/fcr:versions>, rel="ti memp"

Li nk: <http:// mement oweb. or g/ ns#Ori gi nal Resource>; rel ="type"

Li nk: <http://nenent oweb. or g/ ns#Ti neGate>; rel ="type"

Accept - Ext er nal - Cont ent - Handl i ng: copy, redi rect, proxy

Al |l ow. DELETE, HEAD, GET, PUT, OPTI ONS

Di gest: sha-256=08692ca74dc1e08c84f 90f eda5e64c72617be850a7c7adca88b03f 6ccd3db406
Content - Length: 47021

Status:

200 OK
400 Bad request (the 'Want-Digest' request-header algorithm type is either invalid or unsupported)

404 Resource not found



Request URI: /path/to/some/resource/fcr:fixity

Methods: GET

GET Get the fixity report for an object

Checking fixity requires retrieving the content from the binary store and may take some time.
The /fer:fixity endpoint is not part of the Fedora API Specification at this time.

Request Headers:

ACCEPT application/ld+json, application/n-triples, application/rdf+xml, application/x-turtle, text/html, text/n3, text/plain, text/rdf+n3, text/turtle

Example:

curl -H "Accept: text/turtle" "http://local host: 8080/ rest/path/to/sone/resource/fcr:fixity"

Response (fixity success):
Status: 200 K

Headers:
Content - Type: text/turtle

Body:

@refix prems: <http://ww.l| oc.gov/prem s/rdf/v1#> .
@refix rdf: <http://ww. w3. org/ 1999/ 02/ 22-rdf - synt ax- ns#> .

<http://1 ocal host: 8080/ rest/path/to/ some/ resource>
prem s: hasFixity <http://]ocal host: 8080/ rest/path/to/sone/resource#fixity/1494431303920> .

<http://local host: 8080/ rest/path/tol/ some/ resource#fixity/1494431303920>
rdf: type prems:Fixity ;
rdf: type prem s: Event Qut coneDet ai | ;
preni s: hasEvent Qut cone " SUCCESS" ;
prem s: hasMessageDi gest Al gorithm "SHA-1" ;
preni s: hasMessageDi gest  <urn: shal: ca3392593351ef 8e6554bdabf bd8bdc1002ech6f > ;
preni s: hasSi ze "1277811" A <ht t p: / / ww. w3. or g/ 2001/ XM_Schena#l ong> .

Response (fixity failure):



Status: 200 OK
Headers:
Content-Type: text/turtle

Body:

@refix prems: <http://ww.loc.gov/prems/rdf/vi#> .
@refix rdf: <http://ww. w3. org/ 1999/ 02/ 22-rdf - synt ax- ns#> .

<http://1ocal host: 8080/ rest/path/to/ sone/ resource>
prem s: hasFixity <http://local host:8080/rest/path/to/sone/resource#fixity/1494445619308> .

<http://1ocal host: 8080/ rest/path/to/ some/ resource#fixity/ 1494445619308>
rdf :type premis:Fixity ;
rdf: type prem s: Event Qut coneDet ai | ;
prem s: hasEvent Qut cone " BAD_CHECKSUM' ;
prem s: hasEvent Qut conme "BAD_SI ZE" ;
preni s: hasMessageDi gest Al gorithm "SHA-1" ;
prem s: hasMessageDi gest  <urn: shal: 1d3d03c656cf 0a944c393bf 9257c6cecdbab5263f > ;

prem s: hasSi ze "1287509" M <htt p: // www. W3. or g/ 2001/ XM_Schena#l ong> .
Status:
200 OK
404 Resource not found

Note: Default Fixity Algorithm

When ingesting a binary resource, one or more checksums may be provided, see API reference (POST example 4, POST example 4b, PUT example 3).
The supported algorithms are: SHA-1, SHA-256 and MD5.

By default, the algorithm used by the /fcr:fixity endpoint is SHA-1. However, that may be changed - per resource - to one of the other supported algorithms
by configuring the property: f edor aconf i g: def aul t Di gest Al gori t hm. See API reference (PATCH example 2).
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