How to Configure Servilet Container Authentication

Fedora relies on its servlet container to provide authentication. User credentials are configured in your web application container, usually in a properties file
or XML file. This document describes how to set up Fedora and either Tomcat or Jetty to enable HTTP Basic Authentication, using simple user files.
Consult your web application server documentation for other ways to configure and manage users. Fedora can handle any user principal passed to it by
the servlet container, as provisioned by any of the container's supported authentication mechanisms.
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Container Roles

Fedora uses two container roles to determine its authorization behavior. The superuser role is fedoraAdmin. Users with this role are not subject to any
further authorization checks, and thus can perform any operations on the repository. This is comparable to the fedoraAdmin superuser role in Fedora 3,
used for Fedora 3 API-M operations. The regular user role is fedoraUser. Users with this role are subject to authorization checks by the Web Access
Control system. The exact permissions any regular user has are determined per request by looking at the effective ACL of the requested resource, the
requesting user's security principals, and the nature of the request (HTTP method, content-type, etc.).

Configure your repo.xml file

See the sample Spring configuration for setting up a repo.xml to use servlet container authentication.

To specify a local repo.xml configuration, provide the system property as follows:

JAVA OPTS="... -Dfcrepo.spring.repo.configuration=file:/local/repo.xm"

Configure your repository.json file

Modify the security section to enable both authenticated (via authentication provider) and internal sessions between Fedora and ModeShape.

It should contain a "security" element that matches this block:

repository.json security

"security" : {
"anonynous" : {
"roles" : ["readonly","readwite","adm n"],
"useOnFai | edLogi n" : false
H
"providers" : [
{ "classnane" : "org.fcrepo.auth. conmon. Shi roAut henti cati onProvider" }
]
b,

To specify a local repository.json configuration, provide the system property as follows:

JAVA _OPTS="... -Dfcrepo.nodeshape. configuration=file:/local/repository.json"

Configure your web.xml

Configure your web.xml. Modify fcrepo-webapp/src/main/webapp/WEB-INF/web.xml by uncommenting the security configuration:


https://wiki.lyrasis.org/display/FEDORA51/Web+Access+Control
https://wiki.lyrasis.org/display/FEDORA51/Web+Access+Control
https://wiki.duraspace.org/display/FEDORA5x/Authentication+and+Authorization+Components#AuthenticationandAuthorizationComponents-Configuration
https://github.com/futures/fcrepo4/blob/master/fcrepo-webapp/src/main/webapp/WEB-INF/web.xml

<!--Uncomrent section below to enabl e Basi c-Aut henti cation-->
<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>Fedor a4</ web- r esour ce- nane>
<url-pattern>/*</url-pattern>
<ht t p- met hod>DELETE</ ht t p- net hod>
<ht t p- net hod>PUT</ ht t p- met hod>
<ht t p- net hod>HEAD</ ht t p- met hod>
<ht t p- met hod>0PTI ONS</ ht t p- net hod>
<ht t p- net hod>PATCH</ ht t p- net hod>
<ht t p- met hod>GET</ ht t p- met hod>
<ht t p- met hod>PCOST</ ht t p- met hod>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- nane>f edor aUser </ r ol e- nane>
<r ol e- nane>f edor aAdm n</ r ol e- nane>
</ aut h-constraint>
<user - dat a- constrai nt >
<t ransport - guar ant ee>NONE</ t r ansport - guar ant ee>
</ user - dat a- const rai nt >
</security-constraint>
<l ogi n-confi g>
<aut h- net hod>BASI C</ aut h- met hod>
<r eal m name>f cr epo</ r eal m nane>
</l ogi n-config>

The "auth-constraint" element must contain the roles defined as your users (see below for jetty and tomcat).

Configure your web application container

Jetty

® Create your jetty-users.properties file. This file contains entries in the format username: password [, role, ...], where
© username is the user's login id (the principal)
© password is the user's password
o role is the servlet role they are assigned upon login; jetty allows you to specify any number of roles (or no role at all).
® Sample jetty-users.properties file that contains three users, two of whom are regular users, and the third of whom (fedoraAdmin) is a Fedora
superuser:

jetty-users.properties

testuser: passwordl, f edoraUser
admi nuser: password2, f edoraUser
f edor aAdm n: secret 3, f edoraAdm n

® Configure your Jetty login realm.
o Standalone: Modify your jetty.xml file to configure the login realm and include the jetty-users.properties file:



jetty.xml login service

<Configure class="org.eclipse.jetty.webapp. WbAppCont ext ">

<l-- Set this to the webapp root of your Fedora 4 repository -->

<Set name="cont ext Pat h" >/ </ Set >

<l-- Set this to the path of of fcrepo4d WAR file -->

<Set nanme="war"><SystenProperty nane="jetty. honme" defaul t="."/>/ webapps/fcrepo4</ Set>

<Get nane="securityHandl er">
<Set nane="| ogi nService">
<New cl ass="org. eclipse.jetty.security.HashLogi nServi ce">
<Set nane="nane" >f cr epo4</ Set >

<l-- Set this to the path to your jetty-users.properties file -->
<Set nane="confi g"><SystenProperty name="jetty. honme" default="."/>/path/to/jetty-users.
properties</ Set >
</ New>
</ Set >
</ Get >

</ Confi gur e>

© Embedded in Maven: The fcrepo-webapp Maven project includes jetty-maven-plugin. The property jetty.users.file sets the location of
the jetty-users.properties file. Run the fcrepo-webapp server with the following system property:

-Djetty.users.file=/path/to/jetty-users. properties

® See the Jetty Authentication documentation for more details.

Tomcat
® Create or edit your $CATALI NA_HOME/ conf/t ontat - user s. xn file. It has entries of the form

<user nane="principal" password="password" roles="rolel, role2, ..." />

where:

© name is the user's login id (the principal)
o password is the user's password
© roles are the servlet roles they are assigned upon login; tomcat allows you to specify any number of roles (or no role at all).

Sample tomcat-users.xml file that contains three users, two of whom are regular users, and the third of whom (fedoraAdmin) is a Fedora
superuser:

tomcat-users.xml

<t ontat - user s>
<rol e rol enanme="fedoraUser" />
<rol e rol ename="fedor aAdnmi n" />
<user nane="testuser" password="passwordl" rol es="fedoraUser" />
<user nane="adm nuser" password="password2" rol es="fedoraUser" />
<user nane="fedoraAdm n" password="secret3" rol es="fedoraAdm n" />
</tontat-users>

® Configure your Tomcat login realm. Modify your file $CATALI NA_HOVE/ conf / server. xm file to configure the login realm with the Fedora
webapp context:


http://www.eclipse.org/jetty/documentation/current/configuring-security-authentication.html

server.xml

<Cont ext >
<Real m cl assName="or g. apache. cat al i na. real m User Dat abaseReal ni' r esour ceNane="User Dat abase" />

</ Cont ext >

® See the Tomcat Realms documentation for more details.


http://tomcat.apache.org/tomcat-7.0-doc/realm-howto.html
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