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Introduction

DSpace is an open source software platform that enables organisations to:

® capture and describe digital material using a submission workflow module, or a variety of programmatic ingest options
® distribute an organisation's digital assets over the web through a search and retrieval system
* preserve digital assets over the long term

This system documentation includes a functional overview of the system, which is a good introduction to the capabilities of the system, and should be
readable by non-technical folk. Everyone should read this section first because it introduces some terminology used throughout the rest of the
documentation.

For people actually running a DSpace service, there is an installation guide, and sections on configuration and the directory structure. Support options are
available in the DSpace Support Guide.

For those interested in the details of how DSpace works, and those potentially interested in modifying the code for their own purposes, there is a detailed ar
chitecture section.

Other good sources of information are:

® The DSpace Support Guide lists various places to ask for help, report bugs or security issues, etc.
® The DSpace REST API contract which documents the REST API behavior, etc. If you want source code docs, we also provide JavaDocs for the
Java API layer which can be built by running nvn j avadoc: j avadoc
® The DSpace Wiki contains stacks of useful information about the DSpace platform and the work people are doing with it. You are strongly
encouraged to visit this site and add information about your own work. Useful Wiki areas are:
o A list of DSpace resources (Web sites, mailing lists etc.)
© Technical FAQ
© Registry of projects using DSpace
o Guidelines for contributing back to DSpace
® www.dspace.org has announcements and contains useful information about bringing up an instance of DSpace at your organization.
® The DSpace Community List. Join DSpace-Community to ask questions or join discussions about non-technical aspects of building and running a
DSpace service. It is open to all DSpace users. Ask questions, share news, and spark discussion about DSpace with people managing other
DSpace sites. Watch DSpace-Community for news of software releases, user conferences, and announcements about DSpace.
® The DSpace Technical List. DSpace developers & fellow community members help answer installation and technology questions, share
information and help each other solve technical problems through the DSpace-Tech mailing list. Post questions or contribute your expertise to
other developers working with the system.
®* The DSpace Development List. Join Discussions among DSpace Developers. The DSpace-Dev listserv is for DSpace developers working on the
DSpace platform to share ideas and discuss code changes to the open source platform. Join other developers to shape the evolution of the
DSpace software. The DSpace community depends on its members to frame functional requirements and high-level architecture, and to facilitate
programming, testing, documentation and to the project.


https://wiki.lyrasis.org/display/DSPACE/Support
https://wiki.lyrasis.org/display/DSPACE/Support
https://github.com/DSpace/Rest7Contract/blob/main/README.md
http://wiki.dspace.org/
https://wiki.lyrasis.org/pages/createpage.action?spaceKey=DSPACE&title=DSpaceResources
https://wiki.lyrasis.org/pages/createpage.action?spaceKey=DSPACE&title=TechnicalFAQ
http://registry.duraspace.org/registry/dspace
https://wiki.lyrasis.org/display/DSPACE/Code+Contribution+Guidelines
http://www.dspace.org/
https://groups.google.com/d/forum/dspace-community
https://groups.google.com/d/forum/dspace-tech
https://groups.google.com/d/forum/dspace-devel

Technology Overview

DSpace open source software is free to use, and community supported.

DSpace consists of both a frontend (User Interface) and a backend (REST API & other machine interfaces). A brief overview of the technologies used for
each is provided below.

® DSpace Frontend (Ul) Technologies
® DSpace Backend (REST API) Technologies
® How the Frontend and Backend interact

DSpace Frontend (Ul) Technologies

The DSpace Frontend provides the User Interface which allows people to interact with DSpace. It requires a DSpace backend, and cannot be run
standalone.

The DSpace Frontend is built on the Angular platform, written in the Typescript language. It uses Bootstrap & HTMLS5 for theming/styling & strives
for WCAG 2.1 AA alignment. The frontend also uses Angular Universal for "server-side rendering", which allows it to function even when Javascript is
unavailable in the browser. For more information on Angular Universal, see the the Angular University guide.

More information on installing the DSpace Frontend can be found in the Installing DSpace guide.

DSpace Backend (REST API) Technologies

The DSpace Backend provides the REST API, which is required by the DSpace Frontend. It also provides additional machine interfaces for interacting with
data in DSpace, such as OAI-PMH, SWORDvV2 Server, SWORDvV1 Server and various command-line (CLI) tools. The DSpace backend can be run
standalone, but it doesn't provide a user friendly web interface (which is why the DSpace frontend is recommended).

The DSpace Backend is built on Spring Boot, written in Java. The REST API portion of the backend is built on Spring Technologies, including Spring
REST, Spring HATEOAS, and aligns with Spring Data REST. The REST API uses the Spring Data REST Hal Browser as a basic web interface for
exploring the REST API. All REST API responses are returned in JSON format.

The DSpace Backend requires a relational database (usually PostgreSQL), used to store all the metadata and relationships between objects. All files
uploaded into DSpace are stored on the filesystem (any operating system is supported). Apache Solr is also required, and is used to index all objects for
searching/browsing.

More information on installing the DSpace Backend can be found in the Installing DSpace guide. More information on the REST API specifically can be
found in our REST Contract.

How the Frontend and Backend interact
Here is a high level overview of what happens when a user interacts with DSpace when the user interface is running in production mode:

1. Initial static page via server-side rendering (SSR): When a user initially visits any page in the DSpace user interface (Ul), this triggers server-side
rendering (SSR) via Angular Universal. This means that the Ul (Javascript) application is run on the server by Node.js. The result is that a static
HTML page is generated, which will be sent back to the user.

a. This process of rendering the static HTML page will result in Node.js making requests to REST API to gather all the data necessary to
build the static HTML page.

2. Static page is dynamically replaced by Ul application: The user briefly sees the generated static HTML page while the Ul (Javascript) application
is downloading to their browser . This allows the user to immediately see the DSpace User Interface even before it becomes interactive. As soon
as the Ul application finishes downloading, it dynamically replaces that static HTML page, making the User Interface interactive to the user. (The
time between the Ul page appearing and becoming interactive is usually unnoticeable to a user.) This entire process is handled by Angular
Universal.

3. Interactions with the Ul application send requests to the REST API (client-side rendering): As soon as the Ul becomes interactive, it runs entirely
in the user's browser (as any other Javascript application). This means that when the user interacts with the application (by clicking links/buttons
or typing in fields, etc), this will send requests from the user's browser to the REST API (backend). This is called client-side rendering (CSR) as
all HTML is generated within the user's browser.

a. At this point, every action in the User Interface will generate one or more requests to the REST API to gather necessary data. These
requests are all visible in the user's browser (in the "Network" tab of the browser's "Developer tools").

Keep in mind, SSR can be potentially taxing for very large pages with a lot of objects or data display. This is because Node.js has to make requests to the
REST API to gather all the data for the page before rendering the static HTML. Because of this, we do also document some Performance Tuning
suggestions for the User Interface (e.g. there is an option to cache these SSR generated static pages in order to generate them less frequently).

Some bots and clients may use server-side rendering at all times

1
For bots or clients without the ability to run Javascript, every page request will trigger SSR (server-side rendering). This is because the static HTML page
can never be dynamically replaced by the User Interface application (in step 2 above). However, this behavior is necessary to support Search Engine
Optimization. Some search engine bots cannot run Javascript & therefore cannot index sites which do not generate static HTML pages.
Running the user interface in development mode disables SSR and may impact SEO

Ruming the user interface (frontend) in development mode will only utilize client-side rendering (CSR) (as described in step 3 above). This means server-

side rendering (SSR) will never occur, and all HTML will be generated in the user's browser. The result is that bots or clients without the ability to run
Javascript will be unable to interact with the site (which can negatively impact Search Engine Optimization)

6


https://angular.io/
https://www.typescriptlang.org/
https://getbootstrap.com/
https://angular.io/guide/universal
https://blog.angular-university.io/angular-universal/
https://spring.io/projects/spring-boot
https://spring.io/guides/tutorials/rest/
https://spring.io/guides/tutorials/rest/
https://spring.io/projects/spring-hateoas
https://spring.io/projects/spring-data-rest
https://docs.spring.io/spring-data/rest/docs/current/reference/html/#_the_hal_browser
https://www.postgresql.org/
https://solr.apache.org/
https://github.com/DSpace/RestContract/blob/main/README.md
https://angular.io/guide/universal
https://angular.io/guide/universal
https://angular.io/guide/universal
https://wiki.lyrasis.org/pages/viewpage.action?pageId=260899138
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Functional Overview

The following sections describe the various functional aspects of the DSpace system.

1 Online access to your digital assets
1.1 Full-text search
1.2 Navigation
1.3 Supported file types
1.4 Optimized for Google Indexing
1.5 OpenURL Support
1.6 Support for modern browsers
2 Metadata Management
2.1 Metadata
2.2 Choice Management and Authority Control
3 Licensing
3.1 Collection and Community Licenses
3.2 License granted by the submitter to the repository
3.3 Creative Commons Support for DSpace Items
4 Persistent URLs and Identifiers
4.1 Handles
4.2 Bitstream 'Persistent' Identifiers
5 Getting content into DSpace
5.1 The Manual DSpace Submission and Workflow System
5.1.1 Workflow Steps
5.1.2 Submission Workflow in DSpace
5.2 Command line import facilities
5.3 Registration for externally hosted files
5.4 SWORD Support
6 Getting content out of DSpace
6.1 OAIl Support
6.2 Signposting
6.3 Command Line Export Facilities
6.4 Packager Plugins
6.5 Crosswalk Plugins
6.6 Supervision and Collaboration
7 User Management
7.1 User Accounts (E-Person)
7.2 Subscriptions
7.3 Groups
8 Access Control
8.1 Authentication
8.2 Authorization
9 Usage Metrics
9.1 Item, Collection and Community Usage Statistics
9.2 System Statistics
10 Digital Preservation
10.1 Checksum Checker
11 System Design
11.1 Data Model
11.2 Amazon S3 Support

Online access to your digital assets

The online presentation of your content in an organized tree of Communities and Collections is a main feature of DSpace. Users can access pages for
individual items, these are metadata descriptions together with files available for download. The structure is summarised in this diagram (click to see the
image at full size).
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Full-text search

DSpace can process uploaded text based contents for full-text searching. This means that not only the metadata you provide for a given file will be
searchable, but all of its contents will be indexed as well. This allows users to search for specific keywords that only appear in the actual content and not in
the provided description.

Navigation
DSpace allows users to find their way to relevant content in a number of ways, including:

® Searching for one or more keywords in metadata or extracted full-text

® Faceted browsing through any field provided in the item description.

® Through external reference, such as a Handle

® By clicking on Community and Collection titles to explore their contents

Another important mechanism for discovery in DSpace is the browse. This is the process whereby the user views a particular index, such as the title index,
and navigates around it in search of interesting items. The browse subsystem provides a simple API for achieving this by allowing a caller to specify an
index, and a subsection of that index. The browse subsystem then discloses the portion of the index of interest. Indices that may be browsed are item title,
item issue date, item author, and subject terms. Additionally, the browse can be limited to items within a particular collection or community.

For more information on Search/Browse functionality in DSpace, see Discovery.

Supported file types

DSpace can accommodate any type of uploaded file. While DSpace is most known for hosting text based materials including scholarly communication and
electronic theses and dissertations (ETDs), there are many stakeholders in the community who use DSpace for multimedia, data and learning objects.
While some restrictions apply, DSpace can even serve as a store for HTML Archives.

Files that have been uploaded to DSpace are often referred to as "Bitstreams". The reason for this is mainly historic and tracks back to the technical
implementation. After ingestion, files in DSpace are stored on the file system as a stream of bits without the file extension.

By default, DSpace only recognizes specific file types, as defined in its Bitstream Format Registry. The default Bitstream Format Registry recognizes
many common file formats, but it can be enhanced at your local institution via the Admin User Interface.

Optimized for Google Indexing

The Duraspace community fosters a close relation with Google to ensure optimal indexing of DSpace content, primarily in the Google Search and Google
Scholar products. For the purpose of Google Scholar indexing, DSpace added specific metadata in the page head tags facilitating indexing in Scholar.
More information can be retrieved on the Google Scholar Metadata Mappings page. Popular DSpace repositories often generate over 60% of their visits
from Google pages.

OpenURL Support

DSpace supports the OpenURL protocol in a rather simple fashion. If your institution has an SFX server, DSpace will display an OpenURL link on every
item page, automatically using the Dublin Core metadata. Additionally, DSpace can respond to incoming OpenURLSs. Presently it simply passes the
information in the OpenURL to the search subsystem. A list of results is then displayed, which usually gives the relevant item (if it is in DSpace) at the top
of the list.

Support for modern browsers


https://en.wikipedia.org/wiki/OpenURL
http://www.exlibrisgroup.com/category/SFXOverview

The DSpace developer community aims to rely on modern web standards and well tested libraries where possible. As a rule of thumb, users can expect
that the DSpace web interfaces work on modern web browsers. DSpace developers routinely test new interface developments on recent versions of
Firefox, Safari, Chrome and Microsoft Edge. Because of fast moving, automatic, incremental updates to these browsers, support is no longer targeted at
specific versions of these browsers. (Please note that we do not recommend or support using Internet Explorer as it is considered "end of life" by
Microsoft.)

Metadata Management

Metadata

Broadly speaking, DSpace holds three sorts of metadata about archived content:

® Descriptive Metadata: DSpace can support multiple flat metadata schemas for describing an item. A qualified Dublin Core metadata schema
loosely based on the Library Application Profile set of elements and qualifiers is provided by default. This default schema is described in more
detail in Metadata and Bitstream Format Registries. However, you can configure multiple schemas and select metadata fields from a mix of
configured schemas to describe your items. Other descriptive metadata about items (e.g. metadata described in a hierarchical schema) may be
held in serialized bitstreams.

* Administrative Metadata: This includes preservation metadata, provenance and authorization policy data. Most of this is held within DSpace's
relational DBMS schema. Provenance metadata (prose) is stored in Dublin Core records. Additionally, some other administrative metadata (for
example, bitstream byte sizes and MIME types) is replicated in Dublin Core records so that it is easily accessible outside of DSpace.

® Structural Metadata: This includes information about how to present an item, or bitstreams within an item, to an end-user, and the relationships
between constituent parts of the item. As an example, consider a thesis consisting of a number of TIFF images, each depicting a single page of
the thesis. Structural metadata would include the fact that each image is a single page, and the ordering of the TIFF images/pages. Structural
metadata in DSpace is currently fairly basic; within an item, bitstreams can be arranged into separate bundles as described above. A bundle may
also optionally have a primary bitstream. This is currently used by the HTML support to indicate which bitstream in the bundle is the first HTML file
to send to a browser. In addition to some basic technical metadata, a bitstream also has a 'sequence ID' that uniquely identifies it within an item.
This is used to produce a 'persistent’ bitstream identifier for each bitstream. Additional structural metadata can be stored in serialized bitstreams,
but DSpace does not currently understand this natively.

Choice Management and Authority Control

This is a configurable framework that lets you define plug-in classes to control the choice of values for specified DSpace metadata fields. It also lets you
configure fields to include "authority" values along with the textual metadata value. The choice-control system includes a user interface in both the
Configurable Submission Ul and the Admin Ul (edit Item pages) that assists the user in choosing metadata values.

Introduction and Motivation
Definitions
Choice Management

This is a mechanism that generates a list of choices for a value to be entered in a given metadata field. Depending on your implementation, the exact
choice list might be determined by a proposed value or query, or it could be a fixed list that is the same for every query. It may also be closed (limited to
choices produced internally) or open, allowing the user-supplied query to be included as a choice.

Authority Control

This works in addition to choice management to supply an authority key along with the chosen value, which is also assigned to the Item's metadata field
entry. Any authority-controlled field is also inherently choice-controlled.

About Authority Control
The advantages we seek from an authority controlled metadata field are:

1. Thereis a simple and positive way to test whether two values are identical, by comparing authority keys.
® Comparing plain text values can give false positive results e.g. when two different people have a name that is written the same.
® |t can also give false negative results when the same name is written different ways, e.g. "J. Smith" vs. "John Smith".
2. Help in entering correct metadata values. The submission and admin Uls may call on the authority to check a proposed value and list possible
matches to help the user select one.
3. Improved interoperability. By sharing a name authority with another application, your DSpace can interoperate more cleanly with other
applications.
® For example, a DSpace institutional repository sharing a naming authority with the campus social network would let the social network
construct a list of all DSpace Items matching the shared author identifier, rather than by error-prone name matching.
® When the name authority is shared with a campus directory, DSpace can look up the email address of an author to send automatic email
about works of theirs submitted by a third party. That author does not have to be an EPerson.
4. Authority keys are normally invisible in the public web Uls. They are only seen by administrators editing metadata. The value of an authority key is
not expected to be meaningful to an end-user or site visitor.

Authority control is different from the controlled vocabulary of keywords already implemented in the submission Ul:

1. Authorities are external to DSpace. The source of authority control is typically an external database or network resource.
® Plug-in architecture makes it easy to integrate new authorities without modifying any core code.

2. This authority proposal impacts all phases of metadata management.
® The keyword vocabularies are only for the submission Ul.


http://www.dublincore.org/documents/library-application-profile/

® Authority control is asserted everywhere metadata values are changed, including unattended/batch submission, SWORD package
submission, and the administrative Ul.

Some Terminology

Authority An authority is a source of fixed values for a given domain, each unique value identified by a key.

For example, the OCLC LC Name Authority Service.

Authority The information associated with one of the values in an authority; may include alternate spellings and equivalent forms of the value,
Record etc.

Authority Key An opaque, hopefully persistent, identifier corresponding to exactly one record in the authority.
Licensing

DSpace offers support for licenses on different levels

Collection and Community Licenses

Each community and collection in the hierarchy of a DSpace repository can contain its own license terms. This allows an institution to use the repository
both for collections where certain rights are reserved and others from which the content may be accessed and distributed more freely.

License granted by the submitter to the repository

At the end of the manual submission process, the submitter is asked to grant the repository service an appropriate distribution license. This license can be
easily customized on a per collection basis. In its most common form, the submitter grants to the repository service a non-exclusive distribution license,
meaning that he officially gives the repository service the right to share his or her work with the world.

Creative Commons Support for DSpace Iltems

DSpace provides support for Creative Commons licenses to be attached to items in the repository. They represent an alternative to traditional copyright.
To learn more about Creative Commons, visit their website. Support for license selection is controlled by a site-wide configuration option, and since license
selection involves interaction with the Creative Commons website, additional parameters may be configured to work with a proxy server. If the option is
enabled, users may select a Creative Commons license during the submission process, or select to don't assign a Creative Commons license at all. If a
selection is made, metadata and a copy of the license in the RDF format is stored along with the item in the repository. There is also an indication - text
and a Creative Commons icon - in the item display page of the web user interface when an item is licensed under Creative Commons. The RDF license is
embedded in the html page of the item to allow machine understanding of the licensing terms. For specifics of how to configure and use Creative
Commons licenses, see the configuration section.

Persistent URLs and ldentifiers

Handles

Researchers require a stable point of reference for their works. The simple evolution from sharing of citations to emailing of URLs broke when Web users
learned that sites can disappear or be reconfigured without notice, and that their bookmark files containing critical links to research results couldn't be
trusted in the long term. To help solve this problem, a core DSpace feature is the creation of a persistent identifier for every item, collection and community
stored in DSpace. To persist identifiers, DSpace requires a storage- and location- independent mechanism for creating and maintaining identifiers. DSpace
uses the CNRI Handle System for creating these identifiers. The rest of this section assumes a basic familiarity with the Handle system.

DSpace uses Handles primarily as a means of assigning globally unique identifiers to objects. Each site running DSpace needs to obtain a unique Handle
‘prefix’ from CNRI, so we know that if we create identifiers with that prefix, they won't clash with identifiers created elsewhere.

Presently, Handles are assigned to communities, collections, and items. Bundles and bitstreams are not assigned Handles, since over time, the way in
which an item is encoded as bits may change, in order to allow access with future technologies and devices. Older versions may be moved to off-line
storage as a new standard becomes de facto. Since it's usually the item that is being preserved, rather than the particular bit encoding, it only makes
sense to persistently identify and allow access to the item, and allow users to access the appropriate bit encoding from there.

Of course, it may be that a particular bit encoding of a file is explicitly being preserved; in this case, the bitstream could be the only one in the item, and the
item's Handle would then essentially refer just to that bitstream. The same bitstream can also be included in other items, and thus would be citable as part
of a greater item, or individually.

The Handle system also features a global resolution infrastructure; that is, an end-user can enter a Handle into any service (e.g. Web page) that can
resolve Handles, and the end-user will be directed to the object (in the case of DSpace, community, collection or item) identified by that Handle. In order to
take advantage of this feature of the Handle system, a DSpace site must also run a 'Handle server' that can accept and resolve incoming resolution
requests. All the code for this is included in the DSpace source code bundle.

Handles can be written in two forms:

hdl : 1721. 123/ 4567
http://hdl.handl e. net/1721. 123/ 4567
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The above represent the same Handle. The first is possibly more convenient to use only as an identifier; however, by using the second form, any Web
browser becomes capable of resolving Handles. An end-user need only access this form of the Handle as they would any other URL. It is possible to
enable some browsers to resolve the first form of Handle as if they were standard URLs using CNRI's Handle Resolver plug-in, but since the first form can
always be simply derived from the second, DSpace displays Handles in the second form, so that it is more useful for end-users.

It is important to note that DSpace uses the CNRI Handle infrastructure only at the 'site’ level. For example, in the above example, the DSpace site has

been assigned the prefix '1721.123". It is still the responsibility of the DSpace site to maintain the association between a full Handle (including the '4567*
local part) and the community, collection or item in question.

Bitstream 'Persistent’ Identifiers

Similar to handles for DSpace items, bitstreams also have 'Persistent' identifiers. They are more volatile than Handles, since if the content is moved to a
different server or organization, they will no longer work (hence the quotes around 'persistent’). However, they are more easily persisted than the simple
URLSs based on database primary key previously used. This means that external systems can more reliably refer to specific bitstreams stored in a DSpace
instance.

Each bitstream has a sequence ID, unique within an item. This sequence ID is used to create a persistent ID, of the form:

dspace url/bitstream/handle/sequence ID/filename

For example:

https://dspace. myu. edu/ bi t streanl 123. 456/ 789/ 24/ f oo. ht m

The above refers to the bitstream with sequence ID 24 in the item with the Handle hdl:123.456/789. The foo.html is really just there as a hint to browsers:
Although DSpace will provide the appropriate MIME type, some browsers only function correctly if the file has an expected extension.

Getting content into DSpace

The Manual DSpace Submission and Workflow System

Rather than being a single subsystem, ingesting is a process that spans several. Below is a simple illustration of the current ingesting process in DSpace.

INGEST PROCESS

External SIP > Batch ltem
Importer
In Progress
Submission ———" Item Installer Archived Item
Web Submit
il ——

Workflow

DSpace Ingest Process

The batch item importer is an application, which turns an external SIP (an XML metadata document with some content files) into an "in progress
submission" object. The Web submission Ul is similarly used by an end-user to assemble an "in progress submission" object.

Depending on the policy of the collection to which the submission in targeted, a workflow process may be started. This typically allows one or more human
reviewers or 'gatekeepers' to check over the submission and ensure it is suitable for inclusion in the collection.

When the Batch Ingester or Submission Ul completes the InProgressSubmission object, and invokes the next stage of ingest (be that workflow or item
installation), a provenance message is added to the Dublin Core which includes the filenames and checksums of the content of the submission. Likewise,
each time a workflow changes state (e.g. a reviewer accepts the submission), a similar provenance statement is added. This allows us to track how the
item has changed since a user submitted it.

Once any workflow process is successfully and positively completed, the InProgressSubmission object is consumed by an "item installer”, that converts the
InProgressSubmission into a fully blown archived item in DSpace. The item installer:

® Assigns an accession date
® Adds a "date.available" value to the Dublin Core metadata record of the item
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Adds an issue date if none already present

Adds a provenance message (including bitstream checksums)

Assigns a Handle persistent identifier

Adds the item to the target collection, and adds appropriate authorization policies
Adds the new item to the search and browse index

Workflow Steps

By default, a collection's workflow may have up to three steps. Each collection may have an associated e-person group for performing each step; if no
group is associated with a certain step, that step is skipped. If a collection has no e-person groups associated with any step, submissions to that collection
are installed straight into the main archive. Keep in mind, however, that this is only the default behavior, and the workflow process can be configured
/customized easily, see Configurable Workflow.

In other words, the default sequence is this: The collection receives a submission. If the collection has a group assigned for workflow step 1, that step is
invoked, and the group is notified. Otherwise, workflow step 1 is skipped. Likewise, workflow steps 2 and 3 are performed if and only if the collection has a
group assigned to those steps.

When a step is invoked, the submission is put into the 'task pool' of the step's associated group. One member of that group takes the task from the pool,
and it is then removed from the task pool, to avoid the situation where several people in the group may be performing the same task without realizing it.

The member of the group who has taken the task from the pool may then perform one of three actions:

Workflow Possible actions
Step

review (step = Can accept submission for inclusion, or reject submission.
1)

edit (step 2) Can edit metadata provided by the user with the submission, but cannot change the submitted files. Can accept submission for
inclusion, or reject submission.

finaledit Can edit metadata provided by the user with the submission, but cannot change the submitted files. Must then commit to archive; may
(step 3) not reject submission.

Edit Metadata Edit Metadata

Submitter's | Submit Workflow | Accept Workflow | Accept | Warkflow | Commit | ltem Added
‘My DSpace” Step 1 Step 2 Step 3 to Archive

Reject Reject

Submission Workflow in DSpace

If a submission is rejected, the reason (entered by the workflow participant) is e-mailed to the submitter, and it is returned to the submitter's "My DSpace'
page. The submitter can then make any necessary modifications and re-submit, whereupon the process starts again.

If a submission is 'accepted', it is passed to the next step in the workflow. If there are no more workflow steps with associated groups, the submission is
installed in the main archive.

One last possibility is that a workflow can be 'aborted’ by a DSpace site administrator. This is accomplished using the Administration Ul.

Command line import facilities

DSpace includes batch tools to import items in a simple directory structure, where the Dublin Core metadata is stored in an XML file. This may be used as
the basis for moving content between DSpace and other systems. For more information see Item Importer and Exporter.

DSpace also includes various package importer tools, which support many common content packaging formats like METS. For more information see Packa
ge Importer and Exporter. Additionally, DSpace can import/export Archival Information Packages (AIPs), see AIP Backup and Restore.

Registration for externally hosted files
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Registration is an alternate means of incorporating items, their metadata, and their bitstreams into DSpace by taking advantage of the bitstreams already
being in accessible computer storage. An example might be that there is a repository for existing digital assets. Rather than using the normal interactive
ingest process or the batch import to furnish DSpace the metadata and to upload bitstreams, registration provides DSpace the metadata and the location
of the bitstreams. DSpace uses a variation of the import tool to accomplish registration.

SWORD Support

SWORD (Simple Web-service Offering Repository Deposit) is a protocol that allows the remote deposit of items into repositories. SWORD was further
developed in SWORD version 2 to add the ability to retrieve, update, or delete deposits. DSpace supports the SWORD protocol via the 'sword' web
application and SWord v2 via the swordv2 web application. The specification and further information can be found at http://swordapp.org. See also SWOR
Dv1 Server and SWORDvV2 Server.

Getting content out of DSpace

OAI Support

The Open Archives Initiative has developed a protocol for metadata harvesting. This allows sites to programmatically retrieve or ‘harvest' the metadata
from several sources, and offer services using that metadata, such as indexing or linking services. Such a service could allow users to access information
from a large number of sites from one place.

DSpace exposes the Dublin Core metadata for items that are publicly (anonymously) accessible. Additionally, the collection structure is also exposed via
the OAI protocol's 'sets' mechanism. OCLC's open source OAICat framework is used to provide this functionality.

You can also configure the OAI service to make use of any crosswalk plugin to offer additional metadata formats, such as MODS.

DSpace's OAl service does support the exposing of deletion information for withdrawn items, but not for items that are 'expunged' (see above). DSpace
also supports OAI-PMH resumption tokens. See OAI for more information.

Signposting
DSpace supports FAIR Signposting Profile at Level 2: By supporting the FAIR Signposting Profile at Level 2, your platform demonstrates a commitment to
improving the machine accessibility, interoperability, and reusability of scholarly resources. It ensures that the information you provide is standardized,

consistent, and easily navigable by both human users and machine agents, contributing to a more efficient and FAIR scholarly web ecosystem. For more
information see Signposting.

Command Line Export Facilities

DSpace includes batch tools to export items in a simple directory structure, where the Dublin Core metadata is stored in an XML file. This may be used as
the basis for moving content between DSpace and other systems. For more information see Item Importer and Exporter.

DSpace also includes various package exporter tools, which support many common content packaging formats like METS. For more information see Packa
ge Importer and Exporter. Additionally, DSpace can import/export Archival Information Packages (AIPs), see AIP Backup and Restore.

Packager Plugins

Packagers are software modules that translate between DSpace Item objects and a self-contained external representation, or "package". A Package
Ingester interprets, or ingests, the package and creates an Item. A Package Disseminator writes out the contents of an Item in the package format.

A package is typically an archive file such as a Zip or "tar" file, including a manifest document which contains metadata and a description of the package
contents. The IMS Content Package is a typical packaging standard. A package might also be a single document or media file that contains its own
metadata, such as a PDF document with embedded descriptive metadata.

Package ingesters and package disseminators are each a type of named plugin (see Plugin Manager), so it is easy to add new packagers specific to the
needs of your site. You do not have to supply both an ingester and disseminator for each format; it is perfectly acceptable to just implement one of them.

Most packager plugins call upon Crosswalk Plugins to translate the metadata between DSpace's object model and the package format.

More information about calling Packagers to ingest or disseminate content can be found in the Package Importer and Exporter section of the System
Administration documentation.

Crosswalk Plugins

Crosswalks are software modules that translate between DSpace object metadata and a specific external representation. An Ingestion Crosswalk interprets
the external format and crosswalks it to DSpace's internal data structure, while a Dissemination Crosswalk does the opposite.

For example, a MODS ingestion crosswalk translates descriptive metadata from the MODS format to the metadata fields on a DSpace Iltem. A MODS
dissemination crosswalk generates a MODS document from the metadata on a DSpace Item.

Crosswalk plugins are named plugins (see Plugin Manager), so it is easy to add new crosswalks. You do not have to supply both an ingester and
disseminator for each format; it is perfectly acceptable to just implement one of them.
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There is also a special pair of crosswalk plugins which use XSL stylesheets to translate the external metadata to or from an internal DSpace format. You
can add and modify XSLT crosswalks simply by editing the DSpace configuration and the stylesheets, which are stored in files in the DSpace installation
directory.

The Packager plugins and OAH-PMH server make use of crosswalk plugins.

Supervision and Collaboration

In order to facilitate, as a primary objective, the opportunity for thesis authors to be supervised in the preparation of their e-theses, a supervision order
system exists to bind groups of other users (thesis supervisors) to an item in someone's pre-submission workspace. The bound group can have system
policies associated with it that allow different levels of interaction with the student's item; a small set of default policy groups are provided:

® Full editorial control
® View item contents

Once the default set has been applied, a system administrator may modify them as they would any other policy set in DSpace

This functionality could also be used in situations where researchers wish to collaborate on a particular submission, although there is no particular
collaborative workspace functionality.

See Supervision Orders for more details.

User Management

Although many of DSpace's functions such as document discovery and retrieval can be used anonymously, some features (and perhaps some documents)
are only available to certain "privileged" users. E-People and Groups are the way DSpace identifies application users for the purpose of granting privileges.
This identity is bound to a session of a DSpace application such as the Web Ul or one of the command-line batch programs. Both E-People and Groups
are granted privileges by the authorization system described below.

User Accounts (E-Person)
DSpace holds the following information about each e-person:

E-mail address

First and last names

Whether the user is able to log in to the system via the Web Ul, and whether they must use an X509 certificate to do so;

A password (encrypted), if appropriate

A list of collections for which the e-person wishes to be notified of new items

Whether the e-person 'self-registered’ with the system; that is, whether the system created the e-person record automatically as a result of the
end-user independently registering with the system, as opposed to the e-person record being generated from the institution's personnel database,
for example.

® The network ID for the corresponding LDAP record, if LDAP authentication is used for this E-Person.

Subscriptions

Not yet been implemented. This listed in Tier 3 (see #6 in Tier 3): DSpace Release 7.0 Status#Tier3:MediumPriority
As noted above, end-users (e-people) may 'subscribe’ to collections in order to be alerted when new items appear in those collections. Each day, end-
users who are subscribed to one or more collections will receive an e-mail giving brief details of all new items that appeared in any of those collections the

previous day. If no new items appeared in any of the subscribed collections, no e-mail is sent. Users can unsubscribe themselves at any time. RSS feeds
of new items are also available for collections and communities.

Groups

Groups are another kind of entity that can be granted permissions in the authorization system. A group is usually an explicit list of E-People; anyone
identified as one of those E-People also gains the privileges granted to the group.

However, an application session can be assigned membership in a group without being identified as an E-Person. For example, some sites use this
feature to identify users of a local network so they can read restricted materials not open to the whole world. Sessions originating from the local network
are given membership in the "LocalUsers" group and gain the corresponding privileges.

Administrators can also use groups as "roles" to manage the granting of privileges more efficiently.

Access Control

Authentication
Authentication is when an application session positively identifies itself as belonging to an E-Person and/or Group. In DSpace, it is implemented by a

mechanism called Stackable Authentication: the DSpace configuration declares a "stack" of authentication methods. An application (like the Web Ul) calls
on the Authentication Manager, which tries each of these methods in turn to identify the E-Person to which the session belongs, as well as any extra
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Groups. The E-Person authentication methods are tried in turn until one succeeds. Every authenticator in the stack is given a chance to assign extra
Groups. This mechanism offers the following advantages:

® Separates authentication from the Web user interface so the same authentication methods are used for other applications such as non-interactive
Web Services

Improved modularity: The authentication methods are all independent of each other. Custom authentication methods can be "stacked" on top of
the default DSpace username/password method.

Cleaner support for "implicit" authentication where username is found in the environment of a Web request, e.g. in an X.509 client certificate.

For more information see Authentication Plugins

Authorization

DSpace's authorization system is based on associating actions with objects and the lists of EPeople who can perform them. The associations are called
Resource Policies, and the lists of EPeople are called Groups. There are two built-in groups: 'Administrators’, who can do anything in a site, and
'Anonymous', which is a list that contains all users. Assigning a policy for an action on an object to anonymous means giving everyone permission to do
that action. (For example, most objects in DSpace sites have a policy of 'anonymous' READ.) Permissions must be explicit - lack of an explicit permission
results in the default policy of 'deny'. Permissions also do not ‘commute’; for example, if an e-person has READ permission on an item, they might not
necessarily have READ permission on the bundles and bitstreams in that item. Currently Collections, Communities and Items are discoverable in the
browse and search systems regardless of READ authorization.

The following actions are possible:

Collection

ADD/REMOVE add or remove items (ADD = permission to submit items)

DEFAULT_ITEM_ inherited as READ by all submitted items
READ

DEFAULT_BITSTR | inherited as READ by Bitstreams of all submitted items. Note: only affects Bitstreams of an item at the time it is initially submitted.
EAM_READ If a Bitstream is added later, it does not get the same default read policy.

COLLECTION_AD  collection admins can edit items in a collection, withdraw items, map other items into this collection.
MIN

Item

ADD/REMOVE | add or remove bundles

READ can view item (item metadata is always viewable)
WRITE can modify item
Bundle

ADD/REMOVE = add or remove bitstreams to a bundle
Bitstream

READ | view bitstream

WRITE ' modify bitstream

Note that there is no 'DELETE' action. In order to 'delete’ an object (e.g. an item) from the archive, one must have REMOVE permission on all objects (in
this case, collection) that contain it. The 'orphaned' item is automatically deleted.

Policies can apply to individual e-people or groups of e-people.

Usage Metrics

DSpace is equipped with SOLR based infrastructure to log and display pageviews and file downloads.

Item, Collection and Community Usage Statistics
Usage statistics can be retrieved from individual item, collection and community pages. These Usage Statistics pages show:

Total page visits (all time)
Total Visits per Month

File Downloads (all time)*
Top Country Views (all time)
Top City Views (all time)
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*File Downloads information is only displayed for item-level statistics. Note that downloads from separate bitstreams are also recorded and represented
separately. DSpace is able to capture and store File Download information, even when the bitstream was downloaded from a direct link on an external
website.

Total Yisits

Views
DsSUG 2009 790

Total Visits Per Month

August September October November December  January February
2009 2009 2009 2009 2009 2010 2010

D3UG

2009 0 0 491 B2 13 59 7

System Statistics

Various statistical reports about the contents and use of your system can be automatically generated by the system. These are generated by analyzing
DSpace's log files. Statistics can be broken down monthly.

The report includes following sections

® A customizable general overview of activities in the archive, by default including:
© Number of items archived
Number of bitstream views
Number of item page views
Number of collection page views
Number of community page views
Number of user logins
Number of searches performed
Number of license rejections
© Number of OAI Requests
Customizable summary of archive contents
Broken-down list of item viewings
A full break-down of all performed actions
User logins
Most popular searches
Log Level Information
Processing information!stats_genrl_overview.png!
The results of statistical analysis can be presented on a by-month and an in-total report, and are available via the user interface. The reports can
also either be made public or restricted to administrator access only.

O O 0O O O 0 O

Digital Preservation

Checksum Checker

The purpose of the checker is to verify that the content in a DSpace repository has not become corrupted or been tampered with. The functionality can be
invoked on an ad-hoc basis from the command line, or configured via cron or similar. Options exist to support large repositories that cannot be entirely
checked in one run of the tool. The tool is extensible to new reporting and checking priority approaches.

System Design

Data Model
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Data Model Diagram

The way data is organized in DSpace is intended to reflect the structure of the organization using the DSpace system. Each DSpace site is divided into com
munities, which can be further divided into sub-communities reflecting the typical university structure of college, department, research center, or laboratory.

Communities contain collections, which are groupings of related content. A collection may only appear in one community at this time.

Each collection is composed of items, which are the basic archival elements of the archive. Each item is owned by one collection. Additionally, an item may
appear in additional collections; however every item has one and only one owning collection.

Items are further subdivided into named bundles of bitstreams. Bitstreams are, as the name suggests, streams of bits, usually ordinary computer files.
Bitstreams that are somehow closely related, for example HTML files and images that compose a single HTML document, are organized into bundles.

In practice, most items tend to have these named bundles:

ORIGINAL - the bundle with the original, deposited bitstreams

THUMBNAILS - thumbnails of any image bitstreams

TEXT — extracted full-text from bitstreams in ORIGINAL, for indexing

LICENSE - contains the deposit license that the submitter granted the host organization; in other words, specifies the rights that the hosting
organization have

® CC_LICENSE - contains the distribution license, if any (a icenommons license) associated with the item. This license specifies what end users
downloading the content can do with the content

Each bitstream is associated with one Bitstream Format. Because preservation services may be an important aspect of the DSpace service, it is important
to capture the specific formats of files that users submit. In DSpace, a bitstream format is a unique and consistent way to refer to a particular file format. An
integral part of a bitstream format is an either implicit or explicit notion of how material in that format can be interpreted. For example, the interpretation for
bitstreams encoded in the JPEG standard for still image compression is defined explicitly in the Standard ISO/IEC 10918-1. The interpretation of
bitstreams in Microsoft Word 2000 format is defined implicitly, through reference to the Microsoft Word 2000 application. Bitstream formats can be more
specific than MIME types or file suffixes. For example, application/ms-word and .doc span multiple versions of the Microsoft Word application, each of
which produces bitstreams with presumably different characteristics.
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Each bitstream format additionally has a support level, indicating how well the hosting institution is likely to be able to preserve content in the format in the
future. There are three possible support levels that bitstream formats may be assigned by the hosting institution. The host institution should determine the
exact meaning of each support level, after careful consideration of costs and requirements. MIT Libraries' interpretation is shown below:

Suppo | The format is recognized, and the hosting institution is confident it can make bitstreams of this format usable in the future, using whatever
rted combination of techniques (such as migration, emulation, etc.) is appropriate given the context of need.

Known = The format is recognized, and the hosting institution will promise to preserve the bitstream as-is, and allow it to be retrieved. The hosting
institution will attempt to obtain enough information to enable the format to be upgraded to the 'supported' level.

Unsup @ The format is unrecognized, but the hosting institution will undertake to preserve the bitstream as-is and allow it to be retrieved.
ported

Each item has one qualified Dublin Core metadata record. Other metadata might be stored in an item as a serialized bitstream, but we store Dublin Core
for every item for interoperability and ease of discovery. The Dublin Core may be entered by end-users as they submit content, or it might be derived from
other metadata as part of an ingest process.

Iltems can be removed from DSpace in one of two ways: They may be 'withdrawn', which means they remain in the archive but are completely hidden from
view. In this case, if an end-user attempts to access the withdrawn item, they are presented with a '‘tombstone," that indicates the item has been removed.
For whatever reason, an item may also be 'expunged' if necessary, in which case all traces of it are removed from the archive.

Object Example

Community Laboratory of Computer Science; Oceanographic Research Center

Collection LCS Technical Reports; ORC Statistical Data Sets

Item A technical report; a data set with accompanying description; a video recording of a lecture
Bundle A group of HTML and image bitstreams making up an HTML document

Bitstream A single HTML file; a single image file; a source code file

Bitstream Format = Microsoft Word version 6.0; JPEG encoded image format

Amazon S3 Support

DSpace offers two means for storing bitstreams. The first is in the file system on the server. The second is using Amazon S3. For more information, see St
orage Layer
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Release Notes

U%gér?ade from any past version of DSpace!

Instdlling DSpace provides an overview of the DSpace 8 installation process and all prerequisite software. You should review this before attempting an
upgrade, in order to ensure you are running the required versions of Java, Node, etc.

Upgrading DSpace provides a guide for upgrading from any old version of DSpace to v8. As in the past, your data migrates automatically, no matter which
older version you are running. However, as the old XMLUI and JSPUI user interfaces are no longer supported, you must switch to using the new User
Interface.

® 8.0 Release Notes
O Security Fixes
© New User Features
© Breaking Changes
© Major Updates and Improvements
© New/Updated Language support
® 8.0 Acknowledgments
© Frontend / User Interface Acknowledgments
o Backend / REST API Acknowledgments
© Additional Thanks

8.0 Release Notes
Ds(ieéce 8.0 was released on June 21, 2024

To
Site.

out DSpace 8 immediately, see Try out DSpace 8. This includes instructions for a quick-install via Docker, as well as information on our Sandbox

To test an upgrade to DSpace 8.0 from 7.x or any prior version, see Upgrading DSpace
® To upgrade to 8.0, you MUST upgrade both the backend and frontend (user interface).
To install DSpace 8.0, see Installing DSpace.

® Download DSpace 8.0 Backend: https://github.com/DSpace/DSpace/releases/tag/dspace-8.0
* Download DSpace 8.0 User Interface: https://github.com/DSpace/dspace-angular/releases/tag/dspace-8.0

DSpace 8.0 is a major release of the DSpace platform. It provides new features and improvements, along with bug fixes. You should be aware that all
major releases may provide some "breaking changes" (major changes that may impact your local customizations).

Security Fixes

® Fix CVE-2024-38364 (low severity) by disabling the ability to open HTML/XML bitstreams in a user's browser. See https://github.com/DSpace
/DSpace/pull/9638 (or mailing list announcements) for more details & configuration workaround.

New User Features

® OpenAlIRE Data Correction: this feature provides a basic integration with the OpenAIRE Content Provider Dashboard via the Notification Broker.
It allows repositories who have subscribed to the OpenAIRE Notification Broker to import JSON data from OpenAlIRE in order to enhance or
correct the metadata of Items in the repository. (Made possible thanks to the OpenAIRE Call Innovation funded project "Enrich local data via the
OpenAIRE Graph” awarded to 4Science.)

® OpenAlIRE Publication Claim: this feature provides a closer integration between DSpace and the OpenAIRE Publication REST API. It allows
DSpace to import possible publications from OpenAIRE for users having a Researcher Profile in DSpace. (Made possible thanks to the
OpenAlRE Call Innovation funded project "Enrich local data via the OpenAIRE Graph” awarded to 4Science.)

® COAR Notify Protocol: DSpace now supports the COAR Notify Protocol for sending & receiving Linked Data Notifications (LDN) messages from
external systems. DSpace is able to register external LDN services to send or receive messages from. This allows users to request review
/endorsement from an external service (supporting COAR Notify) during the Item submission process. It also allows these external services to
send event notifications into DSpace's Quality Assurance tool. (Donated by COAR & 4Science)

® Request Withdrawal or Reinstatement: Optionally, all logged-in users are able to request that a specific Item be withdrawn or reinstated using
the DSpace Quality Assurance tool (also used by Data Correction, Publication Claim and COAR Notify). These requests can be reviewed by an
Administrator where they can either accept or reject the request. The request may also be cancelled by the user who submitted it. (Backend
Donated by 4Science, funded by the University of California - California Digital Library; Frontend Donated by 4Science)

® Basic Duplicate Detection in submission and workflow: this feature introduces basic duplicate detection into DSpace submission and
workflow, using Solr's ability to search by levenshtein distance. When enabled, all new submissions or items in workflow will be checked against
similar items already in DSpace & the user will be notified of any possible duplicate items. (Developed by The Library Code with support of TU
Berlin, FHNW and ZHAW.)

® "Processes" page has been reorganized: To simplify process management through the Administrator Ul, the "Processes Overview" page has
been restructured to group processes into separate sections for "running”, "scheduled”, "completed" and "failed". These sections update
automatically. (Donated by Atmire)

®* Improved "Primary Bitstream" management: Submitters can now define if a bitstream is a "primary" bitstream directly on the submission page
after a file has been uploaded. On the Item page, the primary bitstream now has a badge. The primary bitstream is the file that will be listed first
in the download list, and its thumbnail will be displayed on the Item page. (Developed by 4Science, funded by the University of California -
California Digital Library)

® Search Tab on Community/Collection pages: All Community and Collection pages now include a "Search" tab which displays the Recent
Submissions by default. This tab also provides a search box allowing users to search within that Community or Collection. (Donated by Atmire)
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Search Facets on Homepage, Community/Collection pages: Optionally, search facets/filters can now be displayed on home page and all
Community, and Collection pages. By default, they are not displayed on the homepage (see "showDiscoverFilters" in Homepage settings), but
always displayed on Community/Collection pages (see "showSidebar" in Community and Collection settings). (Donated by DSquare Technologies
and Atmire)

Advanced Search options: Optionally, a new "Advanced Search" filter can be enabled on the Search page to provide advanced search
capabilities. This "Advanced Search" filter allows supports the searching within fields using the following operators by default: Contains, Not
Contains, Equals, and Not Equals. See the "advancedFilters" in the Search settings for more details. (Donated by DSquare Technologies)
Lookup via external sources from the Edit Item page (Relationship tab): When editing an Entity, on the "Relationships” tab you can now click
the "+Add" button to lookup and import related entities from supported external sources (e.g. CrossRef, ORCID, PubMed, etc). (Donated by
Atmire)

Import via DOI searches multiple sources at once (CrossRef, DataCite): a new external source has been added which can be configured to
query multiple existing sources simultaneously, returning results from either. By default, this external source is configured for a new "DOI" lookup
which will search CrossRef and DataCite simultaneously. (Donated by University of Bamberg)

Edit Metadata using Authority Control lookup: User are now able to edit metadata controlled by vocabularies in item's metadata edit form in
the same way that is done in submission form. (Donated by Toni Prieto)

Rioxx v3 OAI profile support: DSpace can now expose metadata in the OAI module in the Research Outputs Metadata Schema (RIOXX)
Application Metadata Profile Version 3. See Rioxx v3 schema compliance for details. (Donated by Agustina Martinez, Cambridge University)

OAIl now can expose embargo information & access rights: access rights for bitstreams is available in the OAI XOAI format and has been
added to the following OAI formats: OpenAIRE and UKETD/EthOS. (Donated by Agustina Martinez, Cambridge University)

Creative Commons licenses now appear on Item page. See https://github.com/DSpace/dspace-angular/pull/3010 (Donated by Alfeu U.
Tavares)

Research Organization Registry (ROR) Integration: When using Configurable Entities, ROR can be used as an Or gani zat i on Data
Provider. New "Organizational Unit" entities can be imported via the ROR API (from the existing MyDSpace import tool). When imported, the RO
R icon is displayed on the "Organization Unit" page, linking back to its entry in ROR (as suggested by the ROR-ID guidelines). ROR information is
also shareable via OAI-PMH and ORCID. (Donated by 4Science)

Item submission process can be configured at community level: In the "item-submission.xml" configuration, it is now possible to map a
submission form to a Community. This will cause all descendant collections to use the mapped item submission process. This can be useful for
repositories where top-level communities represent different document types or scopes and descendant collections should share the same
submission process. (Donated by Toni Prieto)

Administrator Reports (beta): The beta release of the Administrator Reports provides the ability to run the reports and display the results in the
User Interface (similar to the "DSpace REST Quality Control Reports" from version 6.x). Two reports are provided: Filtered Collection and
Metadata Query. It is not yet possible to export these reports. At this time, running large reports with many results may result in site performance
issues. Therefore, this feature is disabled by default and should be used with caution. (Donated by Université Laval)

Breaking Changes

The following major changings may negatively impact or "break” your local customizations to prior versions of DSpace. Please be aware of them before
upgrading.

Java 17 (or later) and Tomcat 10 (or later) is required for the backend. The DSpace 8 backend can no longer be run on Java 11 or Tomcat 9
as it has been updated to Spring 6 / Spring Boot v3 to support Jakarta Enterprise Edition 9+. You must upgrade these dependencies in order to
run DSpace 8. If you are using a different servlet engine, you must ensure it is compatible with Jakarta EE 9+ (e.g. Jetty must be version 11 or
later)

o If you have any custom Java code or custom plugins, they must all be migrated to use "jakarta.*" dependencies instead of "javax.*"

dependencies. It is not possible to use older "javax.*" dependencies in DSpace 8.

Node 18 or 20 is required for the frontend. The DSpace 8 User Interface has been upgraded to Angular 17, and Node 16 is no longer
supported. (Donated by 4Science)
The User Interface has been migrated to Angular standalone components. This means that a large number of Angular components were
refactored to use standalone components. This migration was mostly automated using the Angular process to migrate to standalone components.
If you have custom Angular components, you may need to migrate them as well. See also https://github.com/DSpace/dspace-angular/pull/2750
for more details on this migration process. (Donated by 4Science)
The deprecated REST API v6 ("dspace-rest” module) was removed. All custom code must be migrated to the new REST API (first released
in 7.x). Any custom code which depends on the older REST API v6 must be rewritten, as the new REST API is not backwards compatible. For
more information on the removed REST API v6, see the DSpace 7.x documentation.
"Type" field (dc.type) is now required by default. In all submission form configurations (in "submission-forms.xml" as described in Submission
User Interface), the "dc.type" field is now required. This was changed to better support integrations with DataCite and other systems that expect a
"type" for every resource. If you do not want this change, you can undo the changes in your local copy of "submission-forms.xml". (Donated by
The Library Code)
The "dc.date.available" field is no longer set by DSpace during submission. DSpace has had two fields which represented when an object
was added/available in DSpace: "dc.date.accessioned" and "dc.date.available". The Accessioned Date (dc.date.accessioned) has always
represented the date the object was deposited into DSpace, while the Available Date (dc.date.available) represented the date the object was first
available (which may be later than the accessioned date if the item had an embargo). Since Embargo information is now stored on the item's
authorization policy, the "dc.date.available" date is no longer useful or accurate. Therefore, DSpace no longer will automatically set a "dc.date.
available", as any embargo date can be retrieved via the item's policies. See #9103.

© If you have any custom code that relied on the "dc.date.available” metadata field, we recommend updating it to use "dc.date.

accessioned". Alternatively, you could use the REST API to obtain embargo information from an Item's resource policies.

In User Interface, the service which generates HTML "<meta>" tags in the "<head>" tag has been renamed from "MetadataService" to
"HeadTagService". If you have generated custom "<meta>" tags, then you will need to migrate them to the new "/src/app/core/metadata/head-
tag.service.ts" file.

Major Updates and Improvements

Apache Tomcat is now OPTIONAL for the backend. A new Runnable JAR exists for the DSpace backend which embeds the latest version of
Tomcat within it. This Runnable JAR can be used to run the DSpace Backend without installing Tomcat. See the Installing DSpace guide for
more details (Donated by 4Science)

© DSpace Docker images also now use this Runnable JAR instead of a Tomcat image.
Performance Improvements
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© Disabled Angular "inlineCriticalCSS" in all Server Side Rendering (SSR). This provides a performance improvement to all SSR
generated pages. See https://github.com/DSpace/dspace-angular/pull/2067 (Donated by 4Science)
Indexing script performance improvements when reindexing a large number of items (Donated by Toni Prieto)
Media filter performance improvements when filtering a large number of bitstreams (for thumbnail creation or full text indexing). (Donated
by 4Science)
Group/EPerson management User Interface performance improvements for Groups with many EPerson or SubGroup Members. Added
better pagination of group members.
Submission form performance improvements. The submission form has been updated to ensure it no longer loads all related objects. (D
onated by Atmire)
Workflow tasks page performance improvements (Donated by Atmire)
O Submission configuration reloading performance improvements. This also improves performance of creating a new Collection. (Donated
by Toni Prieto)
© Checksum checker performance improvements (Donated by 4Science)
© Sitemap generation performance improvements (Donated by 4Science)
O Updated robots.txt to stop crawlers from accessing search facets (Donated by Atmire)
® Accessibility improvements in User Interface
© Hidden "Skip to main content" button now exists on all pages. (Donated by Atmire)
Header / Navbar / Admin Sidebar accessibility fixes (Donated by 4Science)
Community list accessibility fixes (Donated by Hrafn Malmquist)
Color contrast fixes to "dspace" theme (Donated by Maciej Kleban)
Search results / MyDSpace / Item Edit / Browse by / Login menu accessibility fixes (Donated by Atmire)
Community/Collection Homepage accessibility fixes (Donated by Atmire)
Additional keyboard controls in Submission form (Donated by Atmire)
Browse by Author accessibility fixes (Donated by Neki-it)
"Loading" message accessibility improvements (Donated by Neki-it)
© Fixing issue with header menu being keyboard accessible on small screens (Donated by Eike Léhden)
® Google Analytics 4 updated to only count file downloads from ORIGINAL bundle. See https://github.com/DSpace/DSpace/pull/8944
(Donated by Atmire)
®* Header and navbar refactoring: change both header and footer structure to make easier to handle DSpace and base themes. These refactors
also improve accessibility. (See https://github.com/DSpace/dspace-angular/pull/2676) (Donated by 4Science)
® Submission form bug fixes / stability improvements. Fixed caching issues and instability of PATCH commands (Donated by 4Science)
® Update the DataCite metadata schema to version 4.5: When DSpace register DOIs via DataCite, it has to send metadata to the DOI registry.
The DataCite metadata schema used by DSpace was updated to version 4.5. (Donated by The Library Code)
® Option to disable "Forgot Password" link: When using Authentication by Password, it is now possible to disable the "Forgot Password" link via
the new "user.forgot-password" backend configuration. See "Authentication by Password" documentation. (Donated by 4Science)
® Alteration to index-discovery script to only (re-)index specific type of IndexableObject: A new "-t" flag is added to the "index-discovery"
script which allows you to only reindex specific object types (E.g. Iltem, Collection, Community). See Discovery#DiscoverySolrindexMaintenance
Add HTML support to System Wide Alert. See https://github.com/DSpace/dspace-angular/pull/3028 (Donated by Abel Gomez)
Item Counts (webui.strengths) are now updating automatically again.
Migrate from Joda-Time to java.time as required by Joda-Time website (Donated by Mark Wood)
Ul Translation (i18n) files are now hashed to ensure they reload when updated: See https://github.com/DSpace/dspace-angular/issues/2461
(Donated by Atmire)
® Ul Migration to Angular standalone components, directives, pipes: Having standalone components, directives and pipes makes it easier to
think about the dependencies of the components and are easier to refactor. See https://github.com/DSpace/dspace-angular/issues/2370 and https
:/langular.io/guide/standalone-migration (Donated by 4Science)
® Ul should have a ProcessPollingService for common polling activities (feature process polling): dspace- angul ar should have a Proce
ssPol | i ngSer vi ce which can be used to check if a specific activity has completed
®* Embedding data didn't work for REST API objects ending in "s": Standardized REST objects to use plural names. (see https://github.com
/DSpace/DSpace/issues/9240) (Donated by Atmire)
® Expose '‘creationTime' property on Process object and add it to ‘/search/byProperty’ sort options in REST API: As st art Ti me and endTi
me are nullable, processes with these properties set to nul | can't be sorted properly. Every process does have a cr eat i onTi me however,
making for a more reliable sorting mechanism. (Donated by Atmire)
® Consolidated spider detection: there is no longer a separate operation to check for spiders solely by IP address. Options to do this are
removed or replaced, and the configuration property sol r-stati stics. query.filter.spiderlpisremoved. (Donated by Mark Wood)
® Option to hide submitter details from dc.description.provenance metadata field. See the new "metadata.privacy.dc.description.provenance”
setting in dspace.cfg (Donated by PCG Academia)
®* New ESLint rules for User Interface codebase to enforce better coding practices & reduce merge conflicts. See https://github.com
/DSpace/dspace-angular/pull/2343 (Donated by Atmire)
® Fixed bug where Ul would often request "/api" root endpoint multiple times for every page (Donated by Atmire)
Fixed bug where Amazon S3 data store was always enabled. (Donated by 4Science)
Fixed bug where Amazon S3 data store would sometimes leave around temp files during download process. See https://github.com/DSpace
/DSpace/pull/9477 (Donated by 4Science)
Fixed bug where MathJAX code would be displayed twice on item page. (Donated by Atmire)
Fixed bug where subject was missing from system emails (Donated by Mark Wood)
Fixed bug where "git" was required as a build dependency of the backend (Donated by Hrafn Malmquist)
Fixed bug where some Item Edit pages could be viewable anonymously (but could not be interacted with). (Donated by 4Science)
Fixed bug where first hit to repository was often not counted in SOLR Statistics because of a CSRF token mismatch.
Fixed SEO bug where legacy bitstream URLs were redirecting with a 302 instead of a 301. See https://github.com/DSpace/dspace-angular/pull
/3062 (Donated by Atmire)
Fixed a large number of other small bugs. See Changes in 8.x for a list of all changes.
Major Dependency updates: Backend updated to Spring Boot 3, Spring 6, Spring Security 6, Hibernate 6, Flyway 10. Frontend updated to
Angular 17.

o O

o]

o]

o]

[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]

New/Updated Language support
® (NEW) Arabic () translation added by KnowledgeWare Technologies Est. and updated by Ahmad Mostafa (ahmadmostafal976)
® Czech (estina) translation updates donated by NTK
® Finnish (Suomi) translation updates donated by Reeta Kuukoski (reetagithub)
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French (Francais) language updates donated by Pierre Lasou (pilasou)

German (Deutsch) language updates donated by Mirko Scherf (mirkoscherf), Sascha Szott (saschaszott), and Janne Jensen (mugraph)
Italian (Italiano) language updates donated by 4Science

Polish (Polski) language updates donated by PCG Academia

Portuguese (Portugués) language updates donated by Ricardo Saraiva (rsaraivac) and José Carvalho (j-n-c)

Portuguese - Brazilian (Portugués do Brasil) updates donated by Marco Aurelio Cardoso (marcoaureliocardoso) and Thiago Rodrigues (t-
rodrigues)

Serbian Cyrillic () language updates donated by Milos lvanovic (imilos)

Serbian Latin (Srpski (lat)) language updates donated by Milos Ivanovic (imilos)

® Spanish (Espafiol) language updates donated by Arvo Consultores y Tecnologia. S.L

8.0 Acknowledgments

DSpace 8.0 had 312,960 lines of code changed and 94 unique individuals contributing to either the frontend or backend.

Frontend / User Interface Acknowledgments

The following 72 individuals have contributed directly to the new DSpace (Angular) User Interface in this release (ordered by number of GitHub commits):
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(paulo-graca), Ricardo Saraiva (rsaraivac), Stefano Maffei (steph-ieffam), Max Nuding (hutattedonmyarm), Hrafn Malmquist (J4bbi), Oscar Chacén, Pierre
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Kristof), Marie Verdonck (MarieVerdonck), Micha Dykas (michdyk), Nona Luypaert (nona-luypaert), Michael Spalti (mspalti), Mirko Scherf (mirkoscherf),
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Gantner (floriangantner), Milos Ivanovic (imilos), Hardy Pottinger (hardyoyo), Marco Aurelio Cardoso, Gaurav Patel (GauravD2t), Reeta Kuukoski
(reetagithub), Maciej Kleban (Dawnkai), Andrea Bollini (abollini), Andreas Mahnke (mahnkong), Bram Luyten (bram-atmire), IgorBaptist4, Janne Jensen
(mugraph), José Carvalho (josekarvalho), Mohamed Ali, NTK, Pascal-Nicolas Becker (pnbecker), Philipp Rumpf (philipprumpf), Nagy Akos (akoscomp),
Milan Majchrak (milanmajchrak), Ahmad Nasser.

The above contributor list was determined based on contributions to the "DSpace" project in GitHub between 7.6 (after June 23, 2023) and 8.0 using "git
shortlog" on the mai n branch and excluding all merge commits:
git shortlog -s -n -e --no-nerges --since 2023-06-23

Backend / REST APl Acknowledgments

The following 56 individuals have contributed directly to the DSpace backend (REST API, Java API, OAI-PMH, etc) in this release (ordered by number of
commits): Tim Donohue (tdonohue), Francesco Bacchelli (frabacche), Michele Boychuk (Micheleboychuk), Mohamed Eskander (eskander17), Mark Wood
(mwoodiupui), Kim Shepherd (kshepherd), Stefano Maffei (steph-ieffam), Agustina Martinez (amgciadev), Toni Prieto (toniprieto), Alexandre Vryghem
(alexandrevryghem), Andrea Bollini (abollini), Alan Orth (alanorth), Sascha Szott (saschaszott), Vincenzo Mecca (vins01-4science), Paulo Graca (paulo-
graca), Adan Roman Ruiz (aroman-arvo), Mattia Vianelli (Sondissimo), Koen Pauwels (KoenP), Yana De Pauw (YanaDePauw), Christian Bethge
(ChrisBethgster), Nicholas Woodward (nwoodward), Florian Gantner (floriangantner), Marie Verdonck (MarieVerdonck), Kristof De Langhe (Atmire-Kristof),
Pascal-Nicolas Becker (pnbecker), Andrei Alesik (AndrewAlesik), Michael Spalti (mspalti), Nona Luypaert (nona-luypaert), Damian Jozefowski (damian-
joz), Jean-Francois Morin (jeffmorin), Francesco Molinaro (FrancescoMolinaro), Jens Vannerum (jensvannerum), Philipp Rumpf (philipprumpf), Xiginger, R
oy Brushini (Bezkup), Thomas Misilo (misilot), Max Nuding (hutattedonmyarm), David Steelman, Eike Lohden (Leano1998), Hrafn Malmquist (J4bbi), Luca
Giamminonni (LucaGiamminonni), Martin Walk (MW3000), William Welling (wwelling), Marsa Haoua (marsaoua), wwuck, Christian Clauss (cclauss),
Damiano Fiorenza, John Abrahams (jabrah), Marie-Héléne Vézina (mhvezina), Mark Cooper (mark-cooper), Mirko Scherf (mirkoscherf), Sean Kalynuk
(uofmsean), Shankeerthan Kasilingam, Yannick Paulsen (YPaulsen-TLC), Corrado Lombardi (corrad82-4s), Milan Majchrak (milanmajchrak).

The above contributor list was determined based on contributions to the "DSpace" project in GitHub between 7.6 (after June 23, 2023) and 8.0 using "git

shortlog” on the mai n branch and excluding all merge commits:
git shortlog -s -n -e --no-nerges --since 2023-06-23

Additional Thanks

Additional thanks to our DSpace Leadership Group and DSpace Steering Group for their ongoing DSpace support and advice. Thanks also to Lyrasis for
your leadership, collaboration & support in helping to speed up the development process of DSpace 8.

Thanks also to the various developer & community Working Groups who have worked diligently to help make DSpace 8 a reality. These include:
® DSpace Developers Team - This volunteer-based team leads the development of new releases. Anyone is welcome to join the Developer
Meetings
® DSpace Community Advisory Team (DCAT) - This team helped organize/lead the DSpace 8.0 Testathon (to bang on the system to find any last
bugs), and they also provided us with advice on features, etc.

We apologize to any contributor accidentally left off this list. DSpace has such a large, active development community that we sometimes lose track of all
our contributors. Acknowledgments to those left off will be made in future releases.
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Installing DSpace

® [nstallation Overview
® |nstalling the Backend (Server API)
© Backend Requirements
© Backend Installation
® |[nstalling the Frontend (User Interface)
© Frontend Requirements
© Frontend Installation
® What Next?
® Common Installation Issues
© Troubleshoot an error or find detailed error messages
O User Interface never appears (no content appears) or "Proxy server received an invalid response”
© User Interface partially load but then spins (never fully loads or some content doesn't load)
© "500 Service Unavailable" from the User Interface
© "No _links section found at..." error from User Interface
© "RangeError: Maximum call stack size exceeded"
© "XMLHttpRequest.. has been blocked by CORS policy" or "CORS error" or "Invalid CORS request"
0 Cannot login from the User Interface with a password that | know is valid
© "403 Forbidden" error with a message that says "Access is denied. Invalid CSRF Token"
O Using a Self-Signed SSL Certificate causes the Frontend to not be able to access the Backend
© My REST API is running under HTTPS, but some of its "link" URLs are switching to HTTP
O My User Interface's robots.txt has incorrect sitemap URLs
© Cannot upload file from User Interface
© Javascript heap out of memory
© Solr responds with "Expected mime type application/octet-stream but got text/html" (404 Not Found)
© Database errors occur when you run ant fresh_install

Installation Overview

Try out DSpace before you install
If yoU'd like to quickly try out DSpace 8 before a full installation, see Try out DSpace 7 for instructions on a quick install via Docker.

As of version 7 (and later), the DSpace application is split into a "frontend" (User Interface) and a "backend" (Server API). Most institutions will want to
install BOTH. However, you can decide whether to run them on the same machine or separate machines.

®* The DSpace Frontend consists of a User Interface built on Angular.io. It is a Node.js web application, i.e. once it is built/compiled, it only require
Node.js to run. It cannot be run "standalone", as it requires a valid DSpace Backend to function. The frontend provides all user-facing
functionality.

® The DSpace Backend consists of a Server API ("server" webapp), built on Spring Boot. It is a Java web application. It can be run standalone,
however it has no user interface. The backend provides all machine-based interfaces, including the REST API, OAI-PMH, SWORD (v1 and v2)
and RDF.

We recommend installing the Backend first, as the Frontend requires a valid Backend to run properly.

Installing the Backend (Server API)

Backend Requirements

= UNIX-like OS or Microsoft Windows
® Java JDK 17 (OpenJDK or Oracle JDK)
= Apache Maven 3.8.x or above (Java build tool)
® Configuring a Maven Proxy
= Apache Ant 1.10.x or later (Java build tool)
® Relational Database (PostgreSQL)
® PostgreSQL 12.x, 13.x, 14.x or 15.x (with pgcrypto installed)
= Apache Solr 8.x (full-text index/search service)
= (Optional) Servlet Engine (Apache Tomcat 10, Jetty, Caucho Resin or equivalent)
= (Optional) IP to City Database for Location-based Statistics

UNIX-like OS or Microsoft Windows
® UNIX-like operating system (Linux, HP/UX, Mac OSX, etc.) : Many distributions of Linux/Unix come with some of the dependencies below pre-
installed or easily installed via updates. You should consult your particular distribution's documentation or local system administrators to

determine what is already available.
® Microsoft Windows: While DSpace can be run on Windows servers, most institutions tend to run it on a UNIX-like operating system.

Java JDK 17 (OpenJDK or Oracle JDK)

® OpenJDK download and installation instructions can be found here http://openjdk.java.net/install/. Most operating systems provide an easy path
to install OpenJDK. Just be sure to install the full JIDK (development kit), and not the JRE (which is often the default example).
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® Oracle's Java can be downloaded from the following location: http://www.oracle.com/technetwork/java/javase/downloads/index.html. Make sure to
download the appropriate version of the Java SE JDK.

Make sure to install the JDK and not just the JRE

DSpace requires the full JDK (Java Development Kit) be installed, rather than just the JRE (Java Runtime Environment). So, please be sure that you are
installing the full JDK and not just the JRE.

Prior versions of Java are not supported
1
Older versions of Java are unsupported. This includes JDK v11-v16. You MUST be running JDK v17+

We highly recommend running only Java LTS (Long Term Support) releases in Production, as non-LTS releases may not receive ongoing security fixes.
As of this DSpace release, JDK 17 and JDK 21 are the two most recent Java LTS releases. As soon as the next Java LTS release is available, we will
analyze it for compatibility with this release of DSpace. For more information on Java releases, see the Java roadmaps for Oracle and/or OpenJDK.

Apache Maven 3.8.x or above (Java build tool)
We _recommend using the most recent version of Maven that you can, as newer releases may include performance improvements and security updates.
WEe récommend avoiding any that are "end of life" per https://maven.apache.org/docs/history.html

Maven is necessary in the first stage of the build process to assemble the installation package for your DSpace instance. It gives you the flexibility to
customize DSpace using the existing Maven projects found in the [dspace-source]/dspace/modules directory or by adding in your own Maven project to
build the installation package for DSpace, and apply any custom interface "overlay" changes.

Maven can be downloaded from http://maven.apache.org/download.html It is also provided via many operating system package managers.

Configuring a Maven Proxy

You can configure a proxy to use for some or all of your HTTP requests in Maven. The username and password are only required if your proxy requires
basic authentication (note that later releases may support storing your passwords in a secured keystore, in the meantime, please ensure your settings.xml
file (usually ${user.nome}/.m2/settings.xml) is secured with permissions appropriate for your operating system).

Example:

<settings>

<pr oxi es>

<pr oxy>
<active>true</active>
<pr ot ocol >htt p</ pr ot ocol >
<host >pr oxy. somewher e. conk/ host >
<port >8080</ port >
<user name>pr oxyuser </ user name>
<passwor d>sonmepasswor d</ passwor d>
<nonPr oxyHost s>wwv. googl e. conj *. somewher e. conx/ nonPr oxyHost s>

</ pr oxy>
</ proxi es>

</ settings>

Apache Ant 1.10.x or later (Java build tool)

Apache Ant is required for the second stage of the build process (deploying/installing the application). First, Maven is used to construct the installer ([ dspa
ce-source]/dspace/target/dspace-install er), after which Ant is used to install/deploy DSpace to the installation directory.

Ant can be downloaded from the following location: http://ant.apache.org It is also provided via many operating system package managers.
Relational Database (PostgreSQL)

PostgreSQL 12.x, 13.x, 14.x or 15.x (with pgcrypto installed)

® PostgreSQL can be downloaded from http://www.postgresql.org/. It is also provided via many operating system package managers.
© Make sure to select a version of PostgreSQL that is still under support from the PostgreSQL team.
o If the version of Postgres provided by your package manager is outdated, you may wish to use one of the official PostgreSQL provided
repositories:
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" Linux users can select their OS of choice for detailed instructions on using the official PostgreSQL apt or yum repository: http://w
ww.postgresql.org/download/linux/
® Windows users will need to use the windows installer: http://www.postgresql.org/download/windows/
® Mac OSX users can choose their preferred installation method: http://www.postgresgl.org/download/macosx/
® |nstall the pgcrypto extension. It will also need to be enabled on your DSpace Database (see Installation instructions below for more info). The
pgcrypto extension allows DSpace to create UUIDs (universally unique identifiers) for all objects in DSpace, which means that (internal) object
identifiers are now globally unique and no longer tied to database sequences.
© On most Linux operating systems (Ubuntu, Debian, RedHat), this extension is provided in the "postgresql-contrib" package in your
package manager. So, ensure you've installed "postgresqgl-contrib”.
© On Windows, this extension should be provided automatically by the installer (check your "[PostgreSQL]/share/extension" folder for files
starting with "pgcrypto™)
® Unicode (specifically UTF-8) support must be enabled (but this is enabled by default).
® Once installed, you need to enable TCP/IP connections (DSpace uses JDBC):
© Inpostgresql . conf:uncomment the line starting: | i st en_addr esses = 'l ocal host'. This is the default, in recent PostgreSQL
releases, but you should at least check it.
© Then tighten up security a bit by editing pg_hba. conf and adding this line:

host dspace dspace 127.0.0.1 255. 255. 255. 255 nd5

This should appear before any lines matching al | databases, because the first matching rule governs.
O Then restart PostgreSQL.

Apache Solr 8.x (full-text index/search service)

Solr 8.11.1 or above is recommended as all prior 8.x releases are vulnerable to CVE-2021-44228 (log4j critical vulnerability). If you must use a prior
=@ n of 8.x, make sure to add "-Dlog4j2.formatMsgNoLookups=true" to your SOLR_OPTS environment variable, see https://solr.apache.org/security.
html#apache-solr-affected-by-apache-log4j-cve-2021-44228

Solr 9is not yet fully supported, but can be used provided that you make minor modification to the out-of-the-box "search/conf/solrconfig.xml" that
conjes with DSpace. See this below comment for details.

Make sure to install Solr with Authentication disabled (which is the default). DSpace does not yet support authentication to Solr (see https://github.com
/DSpace/DSpacelissues/3169). Instead, we recommend placing Solr behind a firewall and/or ensuring port 8983 (which Solr runs on) is not available for
public/anonymous access on the web. Solr only needs to be accessible to requests from the DSpace backend.

Solr can be obtained at the Apache Software Foundation site for Solr. You may wish to read portions of the quick-start tutorial to make yourself familiar
with Solr's layout and operation. Unpack a Solr .tgz or .zip archive in a place where you keep software that is not handled by your operating system's
package management tools, and arrange to have it running whenever DSpace is running. You should ensure that Solr's index directories will have plenty
of room to grow. You should also ensure that port 8983 is not in use by something else, or configure Solr to use a different port.

If you are looking for a good place to put Solr, consider / opt or/usr/ | ocal . You can simply unpack Solr in one place and use it. Or you can configure
Solr to keep its indexes elsewhere, if you need to — see the Solr documentation for how to do this.

It is not necessary to dedicate a Solr instance to DSpace, if you already have one and want to use it. Simply copy DSpace's cores to a place where they
will be discovered by Solr. See below.

(Optional) Servlet Engine (Apache Tomcat 10, Jetty, Caucho Resin or equivalent)
Tomcat is optional depending on the installation approach you choose

As 6f DSpace 8, two deployment options exist for the backend:

1. The WAR installation (traditional approach) still requires installing Tomcat and deploying the DSpace backend ("server") WAR into your Tomcat
installation. This approach is the same as DSpace 7 and below.

2. (NEW) A new Runnable JAR is available for the DSpace backend which embeds Tomcat within it and is fully executable on its own (see step 11:
"Deploy the application" below for more details).

If you choose the first approach, Tomcat is required. If you choose the second, you no longer need to install Tomcat.

Older versions of Tomcat or Jetty are not supported
1
The DSpace backend can no longer be run on Tomcat 9 as it has been updated to Spring 6 / Spring Boot v3 to support Jakarta Enterprise Edition 9+.

If you are using a different servlet engine, you must ensure it is compatible with Jakarta EE 9+ (e.g. Jetty must be version 11 or later)

® Apache Tomcat 10. Tomcat can be downloaded from the following location: http:/tomcat.apache.org. It is also provided via many operating
system package managers.
© The Tomcat owner (i.e. the user that Tomcat runs as) must have read/write access to the DSpace installation directory (i.e. [ dspace] )
. There are a few common ways this may be achieved:
= One option is to specifically give the Tomcat user (often named "tomcat") ownership of the [dspace] directories, for example:

# Change [dspace] and all subfolders to be owned by "tontat"
chown -R tontat:tontat [dspace]
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= Another option is to have Tomcat itself run as a new user named "dspace" (see installation instructions below). Some operating
systems make modifying the Tomcat "run as" user easily modifiable via an environment variable named TOMCAT_USER. This
option may be more desirable if you have multiple Tomcat instances running, and you do not want all of them to run under the
same Tomcat owner.
© On Debian systems, you may also need to modify or override the "tomcat.service" file to specify the DSpace installation directory in the
list of ReadWritePaths. For example:

# Repl ace [dspace] with the full path of your DSpace install
ReadW i t ePat hs=[ dspace]

© You need to ensure that Tomcat a) has enough memory to run DSpace, and b) uses UTF-8 as its default file encoding for international
character support. So ensure in your startup scripts (etc) that the following environment variable is set: JAVA_OPTS="-Xmx512M -
Xms64M -Dfile.encoding=UTF-8"

© Modifications in [tomcat]/conf/server.xml : You also need to alter Tomcat's default configuration to support searching and browsing of
multi-byte UTF-8 correctly. You need to add a configuration option to the <Connector> element in [tomcat])/config/server.xml: URIEncodin
g="UTF-8" e.g. if you're using the default Tomcat config, it should read:

<!-- Define a non-SSL HTTP/ 1.1 Connector on port 8080 -->
<Connect or port="8080"

m nSpar eThr eads=" 25"

enabl eLookups="f al se"

redi rect Port ="8443"

connect i onTi meout ="20000"

di sabl eUpl oadTi meout ="t rue"

URI Encodi ng="UTF-8"/ >

You may change the port from 8080 by editing it in the file above, and by setting the variable CONNECTOR_PORT in server.xml. You
should set the URIEncoding even if you are running Tomcat behind a reverse proxy (Apache HTTPD, Nginx, etc.) via AJP.
® Jetty 11+ or Caucho Resin
© NOTE: DSpace is not actively tested on these servlet engines. That said, DSpace should be able to run on a Tomcat-equivalent servlet
Engine, such as Jetty (https://www.eclipse.org/jetty/) or Caucho Resin (http://www.caucho.com/). If you choose to use a different servlet
container, please ensure that it supports Jakarta EE 9+ (e.g. Jetty must be version 11 or later)
© Jetty and Resin are configured for correct handling of UTF-8 by default.

(Optional) IP to City Database for Location-based Statistics

Optionally, if you wish to record the geographic locations of clients in DSpace usage statistics records, you will need to install (and regularly update) one of
the following:

® Either, a copy of MaxMind's Geolite City database (in MMDB format)
© NOTE: Installing MaxMind GeolLite2 is free. However, you must sign up for a (free) MaxMind account in order to obtain a license key to
use the Geolite2 database.
© You may download GeolLite2 directly from MaxMind, or many Linux distributions provide the geoi pupdat e tool directly via their
package manager. You will still need to configure your license key prior to usage.
© Once the "GeoLite2-City.mmdb" database file is installed on your system, you will need to configure its location as the value of usage-
statistics.dbfileinyourlocal. cfg configuration file.
© See the "Managing the City Database File" section of SOLR Statistics for more information about using a City Database with DSpace.
® Or, you can alternatively use/install DB-IP's City Lite database (in MMDB format)
© This database is also free to use, but does not require an account to download.
© Once the "dbip-city-lite.mmdb" database file is installed on your system, you will need to configure its location as the value of usage-
statistics.dbfileinyourlocal.cfg configuration file.
o See the "Managing the City Database File" section of SOLR Statistics for more information about using a City Database with DSpace.

Backend Installation

1. Install all the Backend Requirements listed above.

2. Create a DSpace operating system user (optional) . As noted in the prerequisites above, Tomcat (or Jetty, etc) must run as an operating
system user account that has full read/write access to the DSpace installation directory (i.e. [ dspace] ). Either you must ensure the Tomcat
owner also owns [ dspace] , OR you can create a new "dspace" user account, and ensure that Tomcat also runs as that account:

useradd -m dspace

The choice that makes the most sense for you will probably depend on how you installed your servlet container (Tomcat/Jetty/etc). If you
installed it from source, you will need to create a user account to run it, and that account can be named anything, e.g. 'dspace’. If you used your
operating system's package manager to install the container, then a user account should have been created as part of that process and it will be
much easier to use that account than to try to change it.

3. Download the latest DSpace release from the DSpace GitHub Repository. You can choose to either download the zip or tar.gz file provided by
GitHub, or you can use "git" to checkout the appropriate tag (e.g. dspace- 8. 0) or branch.

4. Unpack the DSpace software. After downloading the software, based on the compression file format, choose one of the following methods to
unpack your software:

a. Zip file. If you downloaded dspace-8.0.zip do the following:
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unzi p dspace-8.0.zip

b. .gz file. If you downloaded dspace-8.0.tar.gz do the following:

gunzip -c dspace-8.0.tar.gz | tar -xf -

For ease of reference, we will refer to the location of this unzipped version of the DSpace release as [dspace-source] in the remainder of
these instructions. After unpacking the file, the user may wish to change the ownership of the dspace-8.x folder to the "dspace" user.
(And you may need to change the group).
5. Database Setup for PostgreSQL:
® Create a dspace database user (this user can have any name, but we'll assume you name it "dspace"). This is entirely separate from
the dspace operating-system user created above:

createuser --username=postgres --no-superuser --pwpronpt dspace

You will be prompted (twice) for a password for the new dspace user. Then you'll be prompted for the password of the PostgreSQL
superuser (post gr es).

® Create a dspace database, owned by the dspace PostgreSQL user. Similar to the previous step, this can only be done by a
"superuser" account in PostgreSQL (e.g. post gr es):

createdb --usernane=postgres --owner=dspace --encodi ng=UNI CODE dspace

You will be prompted for the password of the PostgreSQL superuser (post gr es).
® Finally, you MUST enable the pgcrypto extension on your new dspace database. Again, this can only be enabled by a "superuser"
account (e.g. post gr es)

# Login to the database as a superuser, and enable the pgcrypto extension on this database
psqgl --username=postgres dspace -c "CREATE EXTENSI ON pgcrypto;"

The "CREATE EXTENSION" command should return with no result if it succeeds. If it fails or throws an error, it is likely you are missing
the required pgcrypto extension (see Database Prerequisites above).

o Alternative method: How to enable pgcrypto via a separate database schema. While the above method of enabling
pgcrypto is perfectly fine for the majority of users, there may be some scenarios where a database administrator would prefer to
install extensions into a database schema that is separate from the DSpace tables. Developers also may wish to install
pgcrypto into a separate schema if they plan to "clean” (recreate) their development database frequently. Keeping extensions in
a separate schema from the DSpace tables will ensure developers would NOT have to continually re-enable the extension each
timeyouruna"./dspace database cl ean". If you wish to install pgcrypto in a separate schema here's how to do that:

# Login to the database as a superuser

psqgl --usernanme=postgres dspace

# Create a new schema in this database named "extensions" (or whatever you want to nane it)
CREATE SCHEMA ext ensi ons;

# Enable this extension in this new schema

CREATE EXTENSI ON pgcrypt o SCHEMA ext ensi ons;

# Grant rights to call functions in the extensions schema to your dspace user

GRANT USAGE ON SCHEMA ext ensions TO dspace;

# Append "extensions" on the current session's "search_path" (if it doesn't already exist
in search_path)

# The "search_path" config is the list of schemas that Postgres will use

SELECT set_config('search_path',current_setting('search_path') || ', extensions',false)
WHERE current _setting('search_path') !~ "'(”~]|,)extensions(,|$)"';

# Verify the current session's "search_path" and nake sure it's correct

SHOW sear ch_pat h;

# Now, update the "dspace" Database to use the sane "search_path" (for all future sessions)
as we've set for this current session (i.e. via set_config() above)

ALTER DATABASE dspace SET search_path FROM CURRENT;

6. Initial Configuration (local.cfg): Create your own [ dspace- sour ce] / dspace/ confi g/ | ocal . cf g configuration file. You may wish to
simply copy the provided [ dspace- sour ce] / dspace/ confi g/ | ocal . cf g. EXAMPLE. This local.cfg file can be used to store any
configuration changes that you wish to make which are local to your installation (see local.cfg configuration file documentation). ANY setting may
be copied into this local.cfg file from the dspace.cfg or any other *.cfg file in order to override the default setting (see note below). For the initial
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10.

installation of DSpace, there are some key settings you'll likely want to override. Those are provided in the [ dspace- sour ce] / dspace
/config/local.cfg. EXAMPLE. (NOTE: Settings followed with an asterisk (*) are highly recommended, while all others are optional during
initial installation and may be customized at a later time.)
® dspace. di r* - must be set to the [dspace] (installation) directory (NOTE: On Windows be sure to use forward slashes for the directory
path! For example: "C: / dspace" is a valid path for Windows.)
® dspace. server. url* - complete URL of this DSpace backend (including port and any subpath). Do not end with '/'. For example:
http://localhost:8080/server
® dspace. ui . url* - complete URL of the DSpace frontend (including port and any subpath). REQUIRED for the REST API to fully trust
requests from the DSpace frontend. Do not end with '/'. For example: http://localhost:4000
dspace. nanme - Human-readable, "proper" name of your server, e.g. "My Digital Library".
sol r. server * - complete URL of the Solr server. DSpace makes use of Solr for indexing purposes. http://localhost:8983/solr unless
you changed the port or installed Solr on some other host.
def aul t. 1 anguage - Default language for all metadata values (defaults to "en_US")
db.url* - The full IDBC URL to your database (examples are provided in the | ocal . cf g. EXAMPLE)
db. driver* - Which database driver to use for PostgreSQL (default should be fine)
db. di al ect* - Which database dialect to use for PostgreSQL (default should be fine)
db. user nane* - the database username used in the previous step.
db. passwor d* - the database password used in the previous step.
db. schema* - the database schema to use (examples are provided in the local.cfg.EXAMPLE)
mai | . server - fully-qualified domain name of your outgoing mail server.
mai | . f rom addr ess - the "From:" address to put on email sent by DSpace.
f eedback. r eci pi ent - mailbox for feedback mail.
mai | . adm n - mailbox for DSpace site administrator.
al ert.recipi ent - mailbox for server errors/alerts (not essential but very useful!)
regi stration. noti fy- mailbox for emails when new users register (optional)

Your local.cfg file can override ANY settings from other *.cfg files in DSpace

Theprovided | ocal . cf g. EXAMPLE only includes a small subset of the configuration settings available with DSpace. It provides a
good starting point for your own | ocal . cf g file.

However, you should be aware that ANY configuration can now be copied into your | ocal . cf g to override the default settings. This
includes ANY of the settings/configurations in:

© The primary dspace.cfqg file ([ dspace] / confi g/ dspace. cf g)

©  Any of the module configuration files ([ dspace] / confi g/ nodul es/ *. cf g files)

© Any of the Spring Boot settings ([ dspace- src] / dspace- ser ver - webapp/ src/ mai n/ r esour ces/ appl i cati on.
properties)

Individual settings may also be commented out or removed in your | ocal . cf g, in order to re-enable default settings.

See the Configuration Reference section for more details.

. DSpace Directory: Create the directory for the DSpace backend installation (i.e. [ dspace] ). As root (or a user with appropriate permissions),

run:

nkdi r [dspace]
chown dspace [dspace]

(Assuming the dspace UNIX username.)

. Build the Installation Package: As the dspace UNIX user, generate the DSpace installation package.

cd [dspace-source]
mvn package

. Install DSpace Backend: As the dspace UNIX user, install DSpace to [ dspace] :

cd [dspace-source]/dspace/target/dspace-installer
ant fresh_install

To see a complete list of build targets, run: ant hel p The most likely thing to go wrong here is the test of your database connection. See the Co
mipb Installation Issues Section below for more details.

Initialize your Database: While this step is optional (as the DSpace database should auto-initialize itself on first startup), it's always good to
verify one last time that your database connection is working properly. To initialize the database run:

[dspace] / bi n/ dspace dat abase m grate

a. After running this script, it's a good idea to run "./dspace database info" to check that your database has been fully initialized. A fully
initialized database should list the state of all migrations as either "Success" or "Out of Order". If any migrations have failed or are still
listed as "Pending", then you need to check your "dspace.log" for possible "ERROR" messages. If any errors appeared, you will need to
resolve them before continuing.
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11. Deploy web application
We have different possibilities in this case:
* Deploy WAR application to Tomcat (traditional installation): The DSpace backend consists of a single "server" webapp (in

[ dspace] / webapps/ server). You need to deploy this webapp into your Servlet Container (e.g. Tomcat). Generally, there are two

options (or techniques) which you could use...either configure Tomcat to find the DSpace "server" webapp, or copy the "server" webapp

into Tomcat's own webapps folder.

© Technique A. Tell your Tomcat/Jetty/Resin installation where to find your DSpace web application(s). As an example, in the

directory [t ontat ]/ conf/ Cat al i na/ | ocal host you could add files similar to the following (but replace [ dspace] with
your installation location):

DEFINE A CONTEXT PATH FOR DSpace Server webapp: server.xml

<?xm version="1.0"?>
<Cont ext
docBase="[ dspace] / webapps/ server"/>

The name of the file (not including the suffix ".xml") will be the name of the context, so for example ser ver. xm defines the
contextat htt p: // host : 8080/ ser ver. To define the root context (ht t p: / / host : 8080/ ), name that context's file ROOT.
xm . Optionally, you can also choose to install the old, deprecated "rest" webapp if you

© Technique B. Simple and complete. You copy only (or all) of the DSpace Web application(s) you wish to use from the [dspace]
/webapps directory to the appropriate directory in your Tomcat/Jetty/Resin installation. For example:
cp -R [dspace] / webapps/* [tontat]/webapps (This will copy all the web applications to Tomcat).
cp -R [dspace] / webapps/ server [tontat]/webapps (This will copy only the Server web application to Tomcat.)

To define the root context (ht t p: // host : 8080/ ), name that context's directory ROOT.
® Deploy Runnable JAR application (NEW) : The DSpace backend now builds a Runnable JAR application made with Spri ngBoot . Aft
er building DSpace, a new "server-boot.jar" will be available at [ dspace] / webapps/ ser ver - boot . j ar . This JAR file contains the
entire "server" webapp, embedded Tomcat, and the "dspace.dir" configuration made during the build phase. You can execute this JAR
with the following command:

Server-boot execution

java -jar [dspace]/webapps/server-boot.jar

By running it, the server will boot with the configuration that you've made during the build phase. There are optional parameters that you
can use to override the build values:

© spring.config.location -reference to the application.properties file to use

--spring.config.location=file:///path/to/target/application.properties

o dspace. di r -reference to the installation directory of the application, ( default value in appl i cati on. properties)

--dspace.dir=/path/to/install/fol der

© | oggi ng. confi g - log configuration file of the project ( default value in appl i cati on. properties )

--logging.config=file:///path/to/target/filel/log2. xm

© These are only the main ones, obviously , you can override every property that can be found inside the configuration files just
by appending it as argument of the execution command, just like this: - - [ pr op] =[ val ue] . Or you may choose to use
Environment Variable overriding as described in the Configuration Reference
12. Copy Solr cores: DSpace installation creates a set of six empty Solr cores already configured.

a. Copy them from [ dspace] /solr to the place where your Solr instance will discover them. For example:

# [solr] is the location where Solr is installed.
# NOTE: On Debi an systens the configsets may be under /var/solr/data/configsets
cp -R [dspace]/solr/* [solr]/server/solr/configsets

# Make sure everything is owned by the system user who owns Solr

# Usually this is a '"solr' user account

# See https://solr.apache. org/gui de/8_1/taki ng-solr-to-production. htnl #create-the-solr-user
chown -R solr:solr [solr]/server/solr/configsets
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13.

14.

15.

16.

b. Start (or re-start) Solr. For example:

[solr]/bin/solr restart

¢. You can check the status of Solr and your new DSpace cores by using its administrative web interface. Browse to ${sol r. server} (e.
g.http://1ocal host: 8983/ sol r/) tosee if Solris running well, then look at the cores by selecting (on the left) Core Admin or
using the Core Selector drop list.

i. For example, to test that your "search” core is setup properly, try accessing the URL ${sol r. server}/search/ sel ect. It sh
ould run an empty query against the "search” core, returning an empty JSON result. If it returns an error, then that means your
"search" core is missing or not installed properly.
Create an Administrator Account: Create an initial administrator account from the command line:

[dspace]/ bi n/ dspace create-adm ni strator

Initial Startup! Now the moment of truth! Start up (or restart) Tomcat/Jetty/Resin.
a. REST API Interface - (e.g.) http://dspace.myu.edu:8080/server/
b. OAI-PMH Interface - (e.g.) http://dspace.myu.edu:8080/server/oai/request?verb=Identify
c. For an example of what the default backend looks like, visit the Demo Backend: https://demo.dspace.org/server/
Setup scheduled tasks for behind-the-scenes processes: For all features of DSpace to work properly, there are some scheduled tasks you
MUST setup to run on a regular basis. Some examples are tasks that help create thumbnails (for images), do full-text indexing (of textual content)
and send out subscription emails. See the Scheduled Tasks via Cron for more details.
Production Installation (adding HTTPS support): Running the DSpace Backend on HTTP & port 8080 is only usable for local development
environments (where you are running the Ul and REST API from the same machine, and only accessing them via localhost URLSs). If you want
to run DSpace in Production, you MUST run the backend with HTTPS support (otherwise logins will not work outside of your local domain).
a. For HTTPS support, we recommend installing either Apache HTTPD or Nginx, configuring SSL at that level, and proxying all requests to
your Tomcat installation (or Runnable JAR). Keep in mind, if you want to host both the DSpace Backend and Frontend on the same
server, you can use one installation of Apache HTTPD or NGinx to manage HTTPS/SSL and proxy to both.
b. Apache HTTPD: These instructions are specific to Apache HTTPD, but a similar setup can be achieved with NGinx (see below)
i. Install Apache HTTPD, e.g. sudo apt install apache2
ii. Install mod_headers, mod_proxy and mod_proxy_ajp (or mod_proxy_http) modules, e.g. sudo a2ennod headers; sudo
a2ennod proxy; sudo a2ennpd proxy_ajp
1. Alternatively, you can choose to use mod_proxy_http to create an http proxy. A separate example is commented out
below
iii. For mod_proxy_ajp to communicate with Tomcat, you'll need to enable Tomcat's AJP connector in your Tomcat's server.xml:

<Connect or protocol ="AJP/ 1. 3" port="8009" redirectPort="8443" URI Encodi ng="UTF-8" />

iv. Restart Apache to enable these modules

v. Obtain an SSL certificate for HTTPS support. If you don't have one yet, you can use Let's Encrypt (for free) using the "certbot"
tool: https://certbot.eff.org/

vi. Now, setup a new VirtualHost for your site (using HTTPS / port 443) which proxies all requests to Tomcat's AJP connector
(running on port 8009)

<Virtual Host _default_: 443>
# Add your donmin here. We've added "ny.dspace. edu"” as an exanple
Server Nane ny. dspace. edu
setup your host how you want, including |og settings... .. setup your host how
you want, including |log settings...

# Mbst installs will need these options enabled to ensure DSpace knows its hostnanme and
schene (http or https)

# Also required to ensure correct sitemap URLs appear in /robots.txt for User Interface.

Pr oxyPr eser veHost On

Request Header set X- Forwarded-Proto https

SSLENngi ne on

SSLCertificateFile [full-path-to-PEMcert]

SSLCertificateKeyFile [full-path-to-cert-KEY]

# LetsEncrypt certificates (and possibly others) nay require a chain file be specified
# in order for the U / Node.js to validate the HTTPS connecti on.
#SSLCertificateChainFile [full-path-to-chain-file]

# Proxy all HTTPS requests to "/server" from Apache to Tontat via AJP connector
ProxyPass /server ajp://1ocal host: 8009/ server
ProxyPassReverse /server ajp://l|ocal host: 8009/ server

# If you would rather use nod_proxy_http as an http proxy to port 8080
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# then use these settings instead

#ProxyPass /server http://Ilocal host: 8080/ server

#ProxyPassReverse /server http://|ocal host: 8080/ server
</ Vi rtual Host >

c. NGinx: These instructions are specific to NGinx.
i. Install/Setup NGinx
ii. Sample NGinx "server block" configuration. Keep in mind we are only providing basic example settings.

# Setup HTTP to redirect to HTTPS
server {
|isten 80;
# Add your domamin here. W've added "ny.dspace.edu” as an exanpl e
server_nane ny. dspace. edu;
rewite A https://ny.dspace. edu permanent;

}

# Setup HTTPS access

server {
|isten 443 ssl;
# Add your domamin here. W've added "ny.dspace.edu” as an exanpl e
server_nane ny. dspace. edu;

# Add your SSL certificate/key path here

# NOTE: For LetsEncrypt, the certificate should be the full certificate chain file
ssl _certificate ny.dspace.edu.crt (or PEM;

ssl _certificate_key ny.dspace. edu. key;

# Proxy all HTTPS requests to "/server” from NG nx to Tontat on port 8080
| ocation /server {
proxy_set_header X- Forwarded-Proto https;
proxy_set _header X- Forwarded-Host $host;
proxy_pass http://| ocal host: 8080/ server;
}
}

d. After switching to HTTPS, make sure to go back and update the URLs (primarily dspace. server . url ) in your local.cfg to match the
new URL of your backend (REST API). This will require briefly rebooting Tomcat.

Installing the Frontend (User Interface)

Frontend Requirements

UNIX-like OS or Microsoft Windows

Node.js (v18.x or v20.x)

Yarn (v1.x)

PM2 (or another Process Manager for Node.js apps) (optional, but recommended for Production)
DSpace Backend (see above)

UNIX-like OS or Microsoft Windows
® UNIX-like operating system (Linux, HP/UX, Mac OSX, etc.) : Many distributions of Linux/Unix come with some of the dependencies below pre-
installed or easily installed via updates. You should consult your particular distribution's documentation or local system administrators to

determine what is already available.
® Microsoft Windows: While DSpace can be run on Windows servers, most institutions tend to run it on a UNIX-like operating system.

Node.js (v18.x or v20.x)
® Node.js can be found at https://nodejs.org/. It may be available through your Linux distribution's package manager. We recommend running a Lo

ng Term Support (LTS) version (even numbered releases). Non-LTS versions (odd numbered releases) are not recommended.
® Node.js is a Javascript runtime that also provides npm (Node Package Manager). It is used to both build and run the frontend.

Yarn (v1.x)

® Yarn vl.x is available at https://classic.yarnpkg.com/. It can usually be install via NPM (or through your Linux distribution's package manager). W
e do NOT currently support Yarn v2.

# You may need to run this command using "sudo" if you don't have proper privileges
npminstall --global yarn
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® Yarn is used to build the frontend.

PM2 (or another Process Manager for Node.js apps) (optional, but recommended for Production)

® In Production scenarios, we highly recommend starting/stopping the User Interface using a Node.js process manager. There are several
available, but our current favorite is PM2. The rest of this installation guide assumes you are using PM2.
® PM2 is very easily installed via NPM

# You may need to run this command using "sudo" if you don't have proper privileges
npminstall --global pnR

DSpace Backend (see above)

® The DSpace User Interface (Frontend) cannot function without an installed DSpace Backend. Follow the instructions above.
® The Frontend and Backend do not need to be installed on the same machine/server. They may be installed on separate machines as long as the
two machines can connect to one another via HTTP or HTTPS.

Frontend Installation

1. Download Code (to [dspace-angular]): Download the latest dspace-angular release from the DSpace GitHub repository. You can choose to
either download the zip or tar.gz file provided by GitHub, or you can use "git" to checkout the appropriate tag (e.g. dspace- 8. 0) or branch.
a. NOTE: For the rest of these instructions, we'll refer to the source code location as [ dspace-angul ar] .
2. Install Dependencies: Install all required local dependencies by running the following from within the unzipped [ dspace- angul ar] directory

# change directory to our repo
cd [dspace-angul ar]

# install the |ocal dependencies
yarn install

# NOTE: Sone dependencies occasionally get overly strict over exact versions of Node & Yarn.
# If you are running a supported version of Node & Yarn, but see a nessage |ike

# ~The engine "node" is inconpatible with this nodule.”, you can disregard it using this flag:
# yarn install --ignore-engines

3. Build/Compile: Build the User Interface for Production. This builds source code (under [ dspace- angul ar]/ src/) to create a compiled
version of the User Interface in the [ dspace-angul ar]/ di st folder. This/ di st folder is what we will deploy & run to start the UL.

yarn build: prod

a. You only need to rebuild the Ul application if you change source code (under [ dspace- angul ar]/src/). Simply changing the
configurations (e.g. config.prod.yml, see below) do not require a rebuild, but only require restarting the UI.
4. Deployment (to [dspace-ui-deploy]): (Only recommended for Production setups) Choose/Create a directory on your server where you wish to
run the compiled User Interface. We'll call this [ dspace- ui - depl oy] .

[d&@ce-ui-deploy] vs [dspace-angular]

[ dSpace-angul ar] is the directory where you've downloaded and built the Ul source code (per the instructions above). For deployment
/running the Ul, we recommend creating an entirely separate [ dspace- ui - depl oy] directory. This keeps your running, production User
Interface separate from your source code directory and also minimizes downtime when rebuilding your Ul. You may even choose to deploy to a [
dspace- ui - depl oy] directory on a different server (and copy the / di st directory over via FTP or similar).

If you are installing the Ul for the first time, or just want a simple setup, you can choose to have [dspace-ui-deploy] and [dspace-angular] be the sa
me directory. This would mean you don't have to copy your /dist folder to another location. However, the downside is that your running site will
become unresponsive whenever you do a re-build/re-compile (i.e. rerun "yarn build:prod") as this build process will first delete the [ dspace-

angul ar]/ di st directory before rebuilding it.
a. Copy the entire [ dspace- angul ar]/ di st/ folder to this location. For example:

cp -r [dspace-angul ar]/di st [dspace-ui-depl oy]
b. WARNING: At this time, you MUST copy the entire "dist" folder and make sure NOT to rename it. Therefore, the directory structure
should look like this:

Contents of [dspace-ui-deploy] folder
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[ dspace- ui - depl oy]
/ di st
/ browser (conpiled client-side code)
/server (conpiled server-side code, including "main.js")
/config (Optionally created in the "Configuration" step bel ow)
/config.prod.ym (Optionally created in the "Configuration" step bel ow)

c. NOTE: the OS account which runs the Ul via Node.js (see below) MUST have write privileges to the [ dspace- ui - depl oy] directory
(because on startup, the runtime configuration is written to [ dspace- ui - depl oy] / di st/ browser/asset s/ confi g.j son)
5. Configuration: You have two options for User Interface Configuration, Environment Variables or YAML-based configuration (confi g. prod. ynl )
. Choose one!

a. YAML configuration: Create a "config.prod.yml" at [ dspace- ui - depl oy] / confi g/ confi g. prod. ym . You may wish to use the [ ds
pace-angul ar]/confi g/ confi g. exanpl e.ym as a starting point. This confi g. prod. ynm file can be used to override any of
the default configurations listed in the confi g. exanpl e. yml (in that same directory). At a minimum this file MUST include a "rest"

section (and may also include a "ui" section), similar to the following (keep in mind, you only need to include settings that you need to
modify).

Example config.prod.yml

# The "ui" section defines where you want Node.js to run/respond. It often is a *local host* (non-
public) URL, especially if you are using a Proxy.
# In this exanple, we are setting up our U to just use |ocal host, port 4000.
# This is a common setup for when you want to use Apache or Nginx to handle HTTPS and proxy
requests to Node on port 4000
ui :

ssl: false

host: I ocal host

port: 4000

naneSpace: /

# This exanple is valid if your Backend is publicly available at https://api.nydspace. edu/ server/
# The REST settings MJST correspond to the primary/public URL of the backend. Usually, this neans
they must be kept in sync

# with the value of "dspace.server.url" in the backend's |ocal.cfg
rest:

ssl: true

host: api . nydspace. edu

port: 443

nameSpace: /server

b. Environment variables: Every configuration in the Ul may be specified via an Environment Variable. See Configuration Override in the Us
er Interface Configuration documentation for more details. For example, the below environment variables provide the same setup as the
config.prod.yml example above.

Example Environment Variables

# Al environment variables MJST

# (1) be prefixed with "DSPACE "

# (2) use underscores as separators (no dots allowed), and
# (3) use all uppercase

# "ui" section

DSPACE_UlI _SSL = fal se
DSPACE_Ul _HOST = | ocal host
DSPACE_UI _PORT = 4000
DSPACE_UlI _NAVESPACE = /

# "rest" section

DSPACE_REST_SSL = true
DSPACE_REST_HOST = api . nydspace. edu
DSPACE_REST_PORT = 443
DSPACE_REST_NAMESPACE = /server

i. NOTE: When using PM2, some may find it easier to use Environment variables, as it allows you to specify DSpace Ul configs
within your PM2 configuration. See PM2 instructions below.
c. Configuration Hints:
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i. See the User Interface Configuration documentation for a list of all available configurations.

ii. Inthe "ui" section above, you may wish to start with "ssl: false" and "port: 4000" just to be certain that everything else is working
properly before adding HTTPS support. KEEP IN MIND, we highly recommend always using HTTPS for Production. (See
section on HTTPS below)

(Optionally) Test the connection to your REST API from the Ul from the command-line. This is not required, but it can
sometimes help you discover immediate configuration issues if the test fails.

1. If you are using YAML configs, copy your config.prod.yml back into your source code folder at [ dspace- angul ar]

/ config/config.prod.ym

2. From [ dspace-angul ar],runyarn test:rest This script will attempt a basic Node.js connection to the REST
API that is configured in your "config.prod.yml" file and validate the response.

3. A successful connection should return a 200 Response and all JSON validation checks should return "true"

4. If you receive a connection error or different response code, you MUST fix your REST API before the Ul will be able to
work. See also the "Common Installation Issues" below. [f you receive an SSL error, see "Using a Self-Signed SSL
Certificate causes the Frontend to not be able to access the Backend"

. Start up the User Interface: The compiled User Interface only requires Node.js to run. However, most users may want to use PM2 (or a similar
Node.js process manager) in Production to provide easier logging and restart tools.

a. Quick Start: To quickly startup / test the User Interface, you can just use Node.js. This is only recommended for quickly testing the Ul is

working, as no logs are available.

# You MUST start the U fromw thin the depl oynent directory
cd [dspace- ui - depl oy]

# Run the "server/main.js" file to startup the User Interface
node ./dist/server/nain.js

# Stop the U by killing it via Crl+C

b. Run via PM2: Using PM2 (or a different Node.js process manager) is highly recommended for Production scenarios. Here's an example
of a Production setup of PM2.
i. First you need to create a PM2 JSON configuration file which will run the User Interface. This file can be named anything &
placed where ever you like, but you may want to save it to your deployment directory (e.g. [ dspace- ui - depl oy] / dspace-
ui . j son).

dspace-ui.json

{
"apps": [
{
"nane": "dspace-ui",
"cwd": "/full/path/to/dspace-ui-depl oy",
"script": "dist/server/nmain.js",
"instances": "max",
"exec_nmode": "cluster",
"env": {
"NODE_ENV": "production”
}
}
]
}

1. NOTE: The "cwd" setting MUST correspond to your [ dspace- ui - depl oy] folder path.

2. NOTE #2: The "exec_mode" and "instances" settings are optional but highly recommended. Setting "exec_mode" to
"cluster" enable's PM2's cluster mode. This will provide better performance in production as it allows PM2 to scale
your site across multiple CPUs. The "instances" setting tells PM2 how many CPUs to scale across ("max" means all
CPUs, but you can also specify a number.)

3. NOTE #3: If you wanted to configure your Ul using Environment Variables, specify those Environment Variables under
the "env" section. For example:

Configuration via Environment Variables

"env": {
"NODE_ENV': "production",
" DSPACE_REST_SSL": "true",
" DSPACE_REST_HOST": "deno. dspace. org",
" DSPACE_REST_PORT": "443",
" DSPACE_REST_NAMESPACE": "/server"
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iii.
iv.
V.

Vi.

4. NOTE #4: If you are using Windows, there are two other rules to keep in mind in this JSON configuration. First, all

paths must include double backslashes (e.g. "C:\\dspace-ui-deploy"). Second, "cluster" mode is required.

example configuration for Windows:

dspace-ui.json (for Windows)

{
"apps": [
{
"name": "dspace-ui",
"cwd": "C\\full\\path\\to\\dspace-ui-depl oy",
"script": "dist\\server\\main.js",
"instances": "max",
"exec_node": "cluster",
"env": {
"NODE_ENV": "production”
}
}
]
}

Now, start the application using PM2 using the configuration file you created in the previous step

# In this exanple, we are assuning the config is naned "dspace-ui.json"
pn2 start dspace-ui.json

# To see the logs, you'd run
# pn2 | ogs

# To stop it, you'd run
# pn2 stop dspace-ui.json

# If you need to change your PM2 configs, delete the old config and restart
# pn2 del ete dspace-ui.json

For more PM2 commands see https://pm2.keymetrics.io/docs/usage/quick-start/

HINT: You may also want to install/configure pm2-logrotate to ensure that PM2's log folder doesn't fill up over time.

Did PM2 not work or throw an immediate error? It's likely that something in your Ul installation or configuration is

Here's an

incorrect. Check the PM2 logs ("pm2 logs") first for errors. If the problem is not obvious, try to see if you can run the Ul using

the "Quick Start" method (using just Node.js) instead. Once "Quick Start" is working, try PM2 again.

If neither PM2 nor the "Quick Start" method works for you: then see the "User Interface never appears (no content appears)"

section in the Commons Installation Issues below

7. Test it out: At this point, the User Interface should be available at the URL you configured!

a.
b.

C.

For an example of what the default frontend looks like, visit the Demo Frontend: https://demo.dspace.org/
If the Ul fails to start or throws errors, it's likely a configuration issue. See Commons Installation Issues below for common error
messages you may see and how to resolve them.
If you have an especially difficult issue to debug, you may wish to stop PM2. Instead, try running the Ul via the "Quick Start" method

(using just Node.js). This command might provide a more specific error message to you, if PM2 is not giving enough information back.

8. Add HTTPS support: For HTTPS (port 443) support, you have two options
a. (Recommended) Install either Apache HTTPD or Nginx to act as a "reverse proxy" for the frontend (and backend). This allows you to

manage HTTPS (SSL certificates) in either Apache HTTPD or Nginx, and proxy all requests to the frontend (running on port 4000) and
backend (running on port 8080). This is our current recommended approach. These instructions are specific to Apache, but a similar

setup can be achieved with Nginx.
i

If you already have Apache / Nginx installed for the backend, you can use the same Apache / Nginx. You can also choose to

install a separate one (either approach is fine).
1. Install Apache HTTPD, e.g. sudo apt install apache2

2. Install the mod_proxy and mod_proxy_http modules, e.g. sudo a2ennmod proxy; sudo a2ennod proxy_http

3. Restart Apache to enable

4. Obtain an SSL certificate for HTTPS support. If you don't have one yet, you can use Let's Encrypt (for free) using the

"certbot" tool: https://certbot.eff.org/
Apache HTTPD sample configuration:

1. Now, setup (or update) the new VirtualHost for your Ul site (preferably using HTTPS / port 443) which proxies all

requests to PM2 running on port 4000.

<Virtual Host _defaul t_: 443>
# Add your donmin here. W've added "ny.dspace.edu" as an exanple
Server Nane ny. dspace. edu
setup your host how you want, including |og settings...

# Mbst installs will need these options enabled to ensure DSpace knows its
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host name and schene (http or https)

# Also required to ensure correct sitemap URLs appear in /robots.txt for User
Interface.

Pr oxyPr eser veHost On

Request Header set X-Forwarded-Proto https

# These SSL settings are identical to those for the backend installation (see
above)

# If you already have the backend running HTTPS, just add the new Proxy settings
bel ow.

SSLENngi ne on

SSLCertificateFile [full-path-to-PEMcert]

SSLCertificateKeyFile [full-path-to-cert-KEY]

# LetsEncrypt certificates (and possibly others) may require a chain file be
specified

# in order for the U / Node.js to validate the HTTPS connecti on.

#SSLCertificateChainFile [full-path-to-chain-file]

# These Proxy settings are for the backend. They are described in the backend
installation (see above)

# 1If you already have the backend running HTTPS, just append the new Proxy
settings bel ow

# Proxy all HTTPS requests to "/server" from Apache to Tontat via AJP connector

# (In this exanple: https://ny.dspace. edu/server/ will display the REST API)

ProxyPass /server ajp://1ocal host: 8009/ server

ProxyPassReverse /server ajp://local host: 8009/ server

# [NEWFOR U :] Proxy all HTTPS requests from Apache to PM2 on | ocal host, port
4000
# NOTE that this proxy URL nmust match the "ui" settings in your config.prod.ym
# (In this exanple: https://ny.dspace.edu/ will display the User Interface)
ProxyPass / http://I ocal host: 4000/
ProxyPassReverse / http://1ocal host: 4000/
</ Vi rtual Host >

iii. NGinx sample configuration
1. Sample NGinx "server block" configuration. Keep in mind we are only providing basic example settings.

# Setup HTTPS access

server {
listen 443 ssl;
# Add your donmin here. W've added "ny.dspace. edu" as an exanple
server_nane ny. dspace. edu;

# Add your SSL certificatel/key path here

# NOTE: For LetsEncrypt, the certificate should be the full certificate chain file

# These SSL settings are identical to those for the backend installation (see
above)

# 1f you already have the backend running HTTPS, just add the new Proxy settings
bel ow.

ssl _certificate ny.dspace.edu.crt (or PEM;

ssl _certificate_key ny.dspace. edu. key;

# Proxy all HTTPS requests to "/server” from NG nx to Tontat on port 8080
# These Proxy settings are for the backend. They are described in the backend
installation (see above)
| ocation /server {
proxy_set _header X-Forwarded-Proto https;
proxy_set _header X- Forwarded- Host $host;
proxy_pass http://1|ocal host: 8080/ server;
}

# [NEWFOR U :] Proxy all HTTPS requests from NG nx to PM on |ocal host, port 4000
# NOTE that this proxy URL must natch the "ui" settings in your config.prod.yn
# (In this exanple: https://nmy.dspace.edu/ will display the User Interface)
location / {

proxy_set _header X-Forwarded-Proto https;

proxy_set _header X- Forwarded-Host $host;
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proxy_pass http://local host: 4000/ ;

}
}

iv. HINT#1: Because you are using a proxy for HTTPS support, in your User Interface Configuration, your "ui" settings will still
have "ssl: false" and "port: 4000". This is perfectly OK!
v. HINT#2: to force the Ul to connect to the backend using HTTPS, you should verify your "rest" settings in your User Interface
Configuration match the "dspace.server.url" in your backend's "local.cfg" and both use the HTTPS URL. So, if your backend
(REST API) is proxied to https://my.dspace.edu/server/, both those settings should specify that HTTPS URL.
vi. HINT#3: to force the backend to recognize the HTTPS Ul, make sure to update your "dspace.ui.url" in your backend's "local.
cfg" is updated to use the new HTTPS Ul URL (e.g. https://my.dspace.edu).
b. (Alternatively) You can use the basic HTTPS support built into our Ul and Node server. (This may currently be better for non-Production
environments as it has not been well tested)
i. Create a[ dspace-ui - depl oy]/ confi g/ ssl/ folder and add a key. pemand cer t . pemto that folder (they must have
those exact names)
ii. Inyour User Interface Configuration, go back and update the following:
1. Set"ui> ssl"to true
2. Update "ui > port" to be 443
a. In order to run Node/PM2 on port 443, you also will likely need to provide node with special permissions, like i
n this example.
iii. Restart the Ul
iv. Keep in mind, while this setup is simple, you may not have the same level of detailed, Production logs as you would with
Apache HTTPD or Nginx

What Next?

After a successful installation, you may want to take a closer look at

Performance Tuning DSpace: If you are noticing any slowness in your Production site, we have a guide for how you might speed things up.
User Interface Customization: Documentation on customizing the User Interface with your own branding / theme(s)

User Interface Configuration: Additional configurations available in the User Interface.

Submission User Interface: Options to configure/customize the default Submission (deposit) process

Configurable Workflow: Options to configure/customize the default Workflow approval process

Scheduled Tasks via Cron : Several DSpace features require that a command-line script is run regularly via cron.

Configuration Reference : Details on the configuration options available to the Backend

Handle Server installation: Optionally, you may wish to enable persistent URLSs for your DSpace site using CRNI's Handle.Net Registry
Statistics and Metrics: Optionally, you may wish to configuration one (or more) Statistics options within DSpace, including Google Analytics and
(internal) Solr Statistics

Multilingual Support: Optionally, you may wish to enable multilingual support in your DSpace site.

Using DSpace : Various other pages which describe usage and additional configurations related to other DSpace features.

® System Administration: Various other pages which describe additional backend installation options/configurations.

If you've run into installation problems, you may want to...
® Visit the Troubleshoot an error guide for tips on locating the cause of the error

® Review Commons Installation Issues (see below)
® Ask for Support via one of the support options documented on that page

Common Installation Issues

Troubleshoot an error or find detailed error messages

See the Troubleshoot an error guide, look for the section on "DSpace 7.x or 8.x". This will provide you hints on locating error messages both in the User
Interface (frontend) and in the REST API (backend)

User Interface never appears (no content appears) or "Proxy server received an invalid response”

Chances are your User Interface (Ul) is throwing a severe error or not starting properly. The best way to debug this issue would be to start the User
Interface in development mode to see if it can give you a more descriptive error.

1. First, create a [ dspace- ui - depl oy] / confi g/ confi g. dev. ym configuration file for development. This file supports the same configs as
your existing config.prod.yml. So, you can copy over any settings you want to test out.
2. Start the Ul in development mode (this doesn't require a proxy like Apache or Nginx)

yarn start:dev

3. This will boot up the User Interface on whatever port you specified in "config.dev.yml"

4. At this point, attempt to access the Ul from your web browser. Even if it isn't fully working, you should be able to still get more information from
your browser's DevTools regarding the underlying error. See the Troubleshoot an error page, look for the section on "DSpace 7.x or 8.X". It has a
guide for locating Ul error messages in your browser's Developer Tools.

Once you've found the underlying error, it may be one of the "common installation issues" listed below.
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User Interface partially load but then spins (never fully loads or some content doesn't load)

Chances are your User Interface (Ul) is throwing an error or receiving an unexpected response from the REST API backend. Since the Ul is Javascript
based, it runs entirely in your browser. That means the error it's hitting is most easily viewed in your browser (and in fact the error may never appear in log
files).

See the Troubleshoot an error page, look for the section on "DSpace 7.x or 8.x". It has a guide for locating Ul error messages in your browser's Developer
Tools.

"500 Service Unavailable" from the User Interface

This error is saying that the frontend is working, but it is unable to communicate with your backend. It's the same as the "No _links section found at..." error
described in the next section. Please follow the troubleshooting details in that section.

"No _links section found at..." error from User Interface

When starting up the User Interface for the first time, you may see an error that looks similar to this...

No _links section found at [rest-api-url]
ERROR Error: undefined doesn't contain the link sites
at MapSubscri ber. proj ect

This error means that the Ul is unable to contact the REST API listed at [ r est - api - ur| ] and/or the response from that [ r est - api -url] is
unexpected (as it doesn't contain the "_links" to the endpoints available at that REST API). A valid DSpace [ r est - api - url ] will respond with JSON
similar to our demo API at https://demo.dspace.org/server/api

First, test the connection to your REST API from the Ul from the command-line.

# This script will attenpt a basic Node.js connection to the REST APl
# configured in your "[dspace-angul ar]/config/config.prod.ym" and

# validate the response. (NOTE: config.prod.ym MJST be copied to

# to [dspace-angul ar]/config/ for this script to find it!)

yarn test:rest

® A successful connection should return a 200 Response and all JSON validation checks should return "true".
® |f you receive a connection error or different response code, you MUST fix your REST API before the Ul will be able to work (see additional hints
below for likely causes).

Usually, the core problem is caused by one of the following scenarios:

® A possible configuration issue in the frontend or backend.
O Check the "rest" section of your conf i g. *. ym configuration file for the User Interface. That configuration section defines which REST
API the Ul will attempt to use. If the settings do NOT map to a valid DSpace REST API, then you will see this "No _links section found.."
error. Keep in mind, the REST APl must use HTTPS (the only exception is if both the frontend and backend are running on "localhost"-
based URLSs)
© Check the "dspace.ui.url" configuration of your backend & verify it corresponds to the public URL of the User Interface (i.e. the exact
same URL you use in your browser)
© Verify the backend "trusts" the frontend via the "rest.cors.allowed-origins" configuration (in rest.cfg or local.cfg). This setting must list all
web-based clients which are trusted by the backend (REST API). By default, "dspace.ui.url" should be listed... but you should verify it
has not been modified.
® A possible SSL certificate issue. This issue may also appear if the REST API's SSL Certificate is either untrusted (by the frontend) or expired.
o If you are using a Let's Encrypt style certificate, you may need to modify your backend's Apache settings to also provide a Chain File as
follows:

# For exanple: /etc/letsencrypt/live/[domain]/cert.pem
SSLCertificateFile [full-path-to-PEMcert]

# For exanple: /etc/letsencrypt/livel/[domain]/privkey.pem
SSLCertificateKeyFile [full-path-to-cert-KEY]

# For exanple: /etc/letsencrypt/livel/[domain]/chain.pem
SSLCertificateChainFile [full-path-to-chain-file]

© Per the Apache docs, you can also use the SSLCertificateFile setting to specify intermediate CA certificates along with the main cert.
© For self-signed certs, see also "Using a Self-Signed SSL Certificate causes the Frontend to not be able to access the Backend" common
issue listed below.
® Something blocking access to the REST API. This may be a proxy issue, a firewall issue, or something else generally blocking the port (e.g. port
443 for SSL).
O Verify that you can access the REST API from the machine where Node.js is running (i.e. your Ul is running). For example try a simple
"wget" or "curl" to verify the REST API is returning expected JSON similar to our demo API at https://demo.dspace.org/server/api
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# Attenpt to access the REST APl via HTTPS from command-1ine on the machi ne where Node.js is
runni ng.

# If this fails or throws a SSL cert error, you nust fix it.

wget https://[rest.host]/server/api

© In most production scenarios, your REST API should be publicly accessible on the web, unless you are guaranteed that all your
DSpace users will access the site behind a VPN or similar. So, this "No _links section found" error may also occur if you are accessing
the Ul from a client computer/web browser which is unable to access the REST API.

If none of the above suggestions helped, you may want to look closer at the request logs in your browser (using browser's Dev Tools) and server-side logs,
to be sure that the requests from your Ul are going where you expect, and see if they appear also on the backend. Tips for finding these logs can be
found in the "DSpace 7.x or 8.x" section of our Troubleshoot an error guide.

"RangeError: Maximum call stack size exceeded"

When starting up the User Interface for the first time, you may see an error that looks similar to this...

ERROR RangeError: Mxinmum call stack size exceeded

This error means that the Ul is trying to contact your REST API, but is having issues doing so (possibly because either a proxy or an HTTPHTTPS redirect
is causing issues or a redirect loop).

Double check your "dspace. server. ur| " setting in your local.cfg on the backend. Is it the same URL you use in your browser to access the backend?
Keep in mind the mode (http vs https), domain, port, and subpath(s) all must match, and it must not end in a trailing slash.

Also double check the "rest" section of your confi g. *. ym configuration file for the User Interface. Make sure it's also pointing to the exact same URL as
that "dspace. server. ur| " setting. Again, check the mode, domain, port and paths all match exactly.

"XMLHttpRequest.. has been blocked by CORS policy" or "CORS error” or "Invalid CORS request"

If you are seeing a CORS error in your browser, this means that you are accessing the REST API via an "untrusted" client application. To fix this error,
you must change your REST API / Backend configuration to trust the application.

® By default, the DSpace REST API / Backend will only trust the application at dspace. ui . url . Therefore, you should first verify that your dspac
e. ui . url setting (in your local.cfg) exactly matches the primary URL of your User Interface (i.e. the URL you see in the browser). This must be
an exact match: mode (http vs https), domain, port, and subpath(s) all must match.

® |f you need to trust additional client applications / URLs, those MUST be added to the r est . cor s. al | owed- ori gi ns configuration. See REST
API for details on this configuration.

® Also, check your Tomcat (or servlet container) log files. If Tomcat throws a syntax or other major error, it may return an error response that
triggers a CORS error. In this scenario, the CORS error is only a side effect of a larger error.

If you modify either of the above settings, you will need to restart Tomcat for the changes to take effect.

Cannot login from the User Interface with a password that | know is valid

If you cannot login via the user interface with a valid password, you should check to see what underlying error is being returned by the REST API. The
easiest way to do this is by using your web browser's Dev Tools as described in our Troubleshoot an error guide (see the "Try this first" section for DSpace
7).

If the password is valid, more than likely you'll see the underlying error is "403 Forbidden" error with a message that says "Access is denied. Invalid CSRF
Token" (see hints on solving this in the very next section)

"403 Forbidden" error with a message that says "Access is denied. Invalid CSRF Token"

First, double check that you are seeing that exact error message. A 403 For bi dden error may be thrown in a variety of scenarios. For example, a 403
may be thrown if a page requires a login, if you have entered an invalid username or password, or even sometimes when there is a CORS error (see
previous installation issue for how to solve that).

If you are seeing the message "Invalid CSRF Token" message (especially on every login), this is usually the result of a configuration / setup issue.
Here's some things you should double check:

1. If you site had been working, and this error seems random, it is possibly that DSPACE- XSRF- COOKI E cookie in your browser just got "out of sync"
(this can occur if you are logging into the REST API and Ul separately in the same browser).

a. Logout and login & try the same action again. If it works this time, then that cookie was just "out of sync". If it fails a second time, then
there is a likely configuration issue...see suggestions below.

2. Make sure your backend is running HTTPS! This is the most common cause of this error. The only scenario where you can run the backend
in HTTP is when both the frontend & backend URLs are "localhost"-based URLSs.

a. The reason for this HTTPS requirement is that most modern browsers will automatically block cross-domain cookies when using HTTP.
Cross-domain cookies are required for successful authentication. The only exception is when both the frontend and backend are using
localhost URLSs (as in that scenario the cookies no longer need to be sent cross-domain). A more technical description of this behavior is
in the sub-bullets below.
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i. If the REST API Backend is running HTTP, then it will always send the required DSPACE- XSRF- COOKI E cookie with a value of
SaneSi t e=Lax. This setting means that the cookie will not be sent (by your browser) to any other domains. Effectively, this
will block all logins from any domain that is not the same as the REST API (as this cookie will not be sent back to the REST API
as required for CSRF validation). In other words, running the REST APl on HTTP is only possible if the User Interface is
running on the exact same domain. For example, running both on 'localhost’ with HTTP is a common development setup, and
this will work fine.

ii. In order to allow for cross-domain logins, you MUST enable HTTPS on the REST API. This will result in the DSPACE- XSRF-
COOKI E cookie being set to SaneSi t e=None; Secur e. This setting means the cookie will be sent cross domain, but only for
HTTPS requests. It also allows the user interface (or other client applications) to be on any domain, provided that the domain is
trusted by CORS (seerest . cors. al | owed- ori gi ns setting in REST API)

3. Verify that your User Interface's "rest" section matches the value of "dspace. server. url " configuration on the Backend. This simply ensures
your Ul is sending requests to the correct REST API. Also pay close attention that both specify HTTPS when necessary (see previous bullet).

4. Verify that your "dspace. server . ur | " configuration on the Backend matches the primary URL of the REST API (i.e. the URL you see in the
browser). This must be an exact match: mode (http vs https), domain, port, and subpath(s) all must match, and it must not end in a trailing slash
(e.g. "https://demo.dspace.org/server" is valid, but "https://demo.dspace.org/server/" may cause problems).

5. Verify that your "dspace. ui . ur | " configuration on the Backend matches the primary URL of your User Interface (i.e. the URL you see in the
browser). This must be an exact match: mode (http vs https), domain, port, and subpath(s) all must match, and it must not end in a trailing slash (e
.g. "https://demo.dspace.org" is valid, but "https://demo.dspace.org/" may cause problems).

6. Verify that nothing (e.g. a proxy) is blocking Cookies and HTTP Headers from being passed between the Ul and REST API. DSpace's CSRF
protection relies on the client (User Interface) being able to return both a valid DSPACE- XSRF- COOKI E cookie and a matching X- XSRF- TOKEN
header back to the REST API for validation. See our REST Contract for more details https:/github.com/DSpace/RestContract/blob/main/csrf-
tokens.md

7. If you are running a custom application, or accessing the REST API from the command-line (or other third party tool like Postman), you MUST
ensure you are sending the CSRF token on every modifying request. See our REST Contract for more details https://github.com/DSpace
/RestContract/blob/main/csrf-tokens.md

For additional information on how DSpace's CSRF Protection works, see our REST Contract at https://github.com/DSpace/RestContract/blob/main/csrf-
tokens.md

Using a Self-Signed SSL Certificate causes the Frontend to not be able to access the Backend

If you setup the backend to use HTTPS with a self-signed SSL certificate, then Node.js (which the frontend runs on) may not "trust" that certificate by
default. This will result in the Frontend not being able to make requests to the Backend.

One possible workaround (untested as of yet) is to try setting the NODE_EXTRA_CA_CERTS environment variable (which tells Node.js to trust additional
CA certificates).

# May be necessary for self-signed certificates.
export NODE_EXTRA CA CERTS="/etc/ssl/ny.dspace. pent

Another option is to avoid using a self-signed SSL certificate. Instead, create a real, issued SSL certificate using something like Let's Encrypt (or similar
free services)

My REST APl is running under HTTPS, but some of its "link" URLs are switching to HTTP

This scenario may occur when you are running the REST API behind an HTTP proxy (e.g. Apache HTTPD's nod_pr oxy_ht t p, Ngnix's pr oxy_pass or
any other proxy that is forwarding from HTTPS to HTTP).

The fix is to ensure the DSpace REST API is sent the X- For war ded- Pr ot o header (by your proxying service), telling it that the forwarded protocol is
HTTPS

X- Forwar ded- Proto: https

In general, when running behind a proxy, the DSpace REST API depends on accurate X-Forwarded-* headers to be sent by that proxy.

My User Interface's robots.txt has incorrect sitemap URLs

This scenario may occur when you are running the User Interface behind an HTTP proxy (e.g. Apache HTTPD's nod_pr oxy_ht t p, Ngnix's pr oxy_pass
or any other proxy that is forwarding from HTTPS to HTTP).

The fix is to ensure the DSpace User Interface (frontend) is sent the correct X- For war ded- Pr ot o0 and Host (or X-Forwarded-Host) headers to tell it the
correct hostname and scheme (HTTP or HTTPS)

Apache HTTPD example

Pr oxyPr eser veHost on
Request Header set X-Forwarded-Proto https

Cannot upload file from User Interface
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If everything seems to be working, but you cannot upload files, it's important to first check your logs for any possible backend errors. See the Troubleshoot
an error page.

If you are running DSpace on a Debian-based system (e.g. Ubuntu), some users have reported that it's required grant "ReadWrite" access to Apache
Tomcat (where the backend is running) via the service file (e.g. /lib/systemd/system/tomcat9.service). Inthe [ Ser vi ce] section you need to add
something like this:

# G ve Tontat read/wite on the DSpace installation
# Make sure to update the "/PATH TO' to be the full path of your DSpace install
ReadW i t ePat hs=/ PATH TQ dspace

# NOTE: If you don't want to give Tontat read/wite to all of DSpace,
# you could limt this further to just these folders

# dspace/ assetstore

# dspace/ solr

# dspace/l og

Javascript heap out of memory

On some versions of Node.js or some operating systems, sites have reported seeing a "Javascript heap out of memory" error when trying to run the User
Interface in development mode (‘yarn start:dev’). This does not seem to occur on every system, but the fix is always the same. You should ensure that
Node.js is given at least 4GB of memory via the "NODE_OPTIONS" environment variable

# Set the "NODE_OPTI ONS" environnment variable on your system This exanple will work for Linux/mcOS
# Ensure the "nax-ol d-space-size" is set to 4GB (4096MB) or greater.
export NODE_OPTI ONS=- - max- ol d- space- si ze=4096

NOTE: More discussion on this issue can be found in https://github.com/DSpace/dspace-angular/issues/2259 It appears to only occur on systems where
the default memory allocated for Node isn't sufficient to build DSpace in development mode.

This same setting may also be used in production scenarios to give Node.js more memory to work with. See Performance Tuning DSpace for more details.

Solr responds with "Expected mime type application/octet-stream but got text/html" (404 Not Found)

This error occurs when Solr is either not initialized properly, or your DSpace backend is unable to find/communicate with Solr. Here's a few things you
should double check:

1. Verify that Solr is running and/or check for errors in its logs. Try to restart it (usually via a command like [ sol r]1/bin/solr restart), and
verify it's accessible via wget or a web browser (usually at a URL like ht t p: / /| ocal host : 8983/ sol r)

2. Verify that your sol r . server setting (in local.cfg) is correct for your Solr installation. This should correspond to the main URL of your Solr site
(usually something like ht t p: / /1 ocal host : 8983/ sol r). If you use wget or a browser from the machine running your DSpace backend, you
should get a response from that URL (it should return the Solr Admin UlI).

3. Verify that the required DSpace Solr cores have been properly installed/configured (per installation instructions above). When properly installed,
you should be able to get a response from them. For example, the URL ${ sol r. server }/ sear ch/ sel ect should run an empty query against
the "search" core, returning an empty JSON result.

4. If Solr is running & you are sure sol r. ser ver is set properly, double check that nothing else could be blocking the DSpace backend from
accessing Solr. For instance, if Solr is on a separate machine, verify that there is no firewall or proxy that could be blocking access between the
DSpace backend machine and the Solr machine.

Database errors occur when you run ant fresh_install
There are two common errors that occur.

® [f your error looks like this:

[java] 2004-03-25 15:17:07, 730 | NFO
org. dspace. storage.rdbns. I nitializeDatabase @I nitializing Database
[java] 2004-03-25 15:17:08, 816 FATAL
org. dspace. storage. rdbns. I nitial i zeDat abase @ Caught exception:
[java] org.postgresql.util.PSQLException: Connection refused. Check
that the hostnane and port are correct and that the postmaster is
accepting TCP/| P connecti ons.
[java] at
org. postgresql.jdbcl. Abstract JdbclConnecti on. openConnecti on(AbstractJd
bclConnection. j ava: 204)
[java] at org.postgresql.Driver.connect(Driver.java: 139)
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it usually means you haven't yet added the relevant configuration parameter to your PostgreSQL configuration (see above), or perhaps you
haven't restarted PostgreSQL after making the change. Also, make sure that the db.username and db.password properties are correctly set in [ds
pace]/config/dspace.cfg. An easy way to check that your DB is working OK over TCP/IP is to try this on the command line:

psgl -U dspace -W-h | ocal host

Enter the dspace database password, and you should be dropped into the psql tool with a dspace=> prompt.
® Another common error looks like this:

[java] 2004-03-25 16:37:16, 757 | NFO

org. dspace. storage.rdbns. I nitializeDatabase @I nitializing Database
[java] 2004-03-25 16:37:17,139 WARN

or g. dspace. st or age. r dbns. Dat abaseManager @ Exception initializing DB

pool
[java] java.lang.d assNot FoundException: org.postgresql.Driver
[java] at java.net.URLC assLoader $1. run( URLC assLoader . j ava: 198)
[java] at java.security.AccessController.doPrivileged(Native
Met hod)
[java] at

java. net.URLC assLoader. findd ass(URLC assLoader . j ava: 186)

This means that the PostgreSQL JDBC driver is not present in [dspace]/lib. See above.
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These instructions are valid for any of the following upgrade paths:
® Upgrading ANY prior version (1.x.x, 3.x, 4.X, 5.x, 6.x, 7.x or 8.x) of DSpace to DSpace 8.x (latest version)
For more information about new features or major changes in previous releases of DSpace, please refer to following:

® Releases - Provides links to release notes for all prior releases of DSpace
® Version History - Provides detailed listing of all changes in all prior releases of DSpace

Upgrading database structure/data is now automated!

1
The'underlying DSpace database structure changes and data migrations are now AUTOMATED (using FlywayDB). This means that you no longer need to
manually run SQL scripts. Instead, the first time you run DSpace, it will auto-update your database structure (as needed) and migrate all your data to be
compatible with the installed version of DSpace. This allows you to concentrate your upgrade efforts on customizing your site without having to worry
about migrating your data!

For example, if you were running DSpace 5, and you wish to upgrade to DSpace 8, you can follow the simplified instructions below. As soon as you point
your DSpace 8 installation against the older DSpace 5-compatible database, your database tables (and data) will automatically be migrated to be
compatible with DSpace 8.

See below for a specific note on troubleshooting “"ignored" migrations (a rare circumstance, but known to happen if you upgrade from DSpace 5 to a later
version of DSpace).
Please refrain from customizing the DSpace database tables. It will complicate your next upgrade!

1
With the addition of our automated database upgrades, we highly recommend AGAINST customizing the DSpace database tables/structure or backporting
any features that change the DSpace tables/structure. Doing so will often cause the automated database upgrade process to fail (and therefore will
complicate your next upgrade).

If you must add features requiring new database tables/structure, we recommend creating new tables (instead of modifying existing ones), as that is
usually much less disruptive to our automated database upgrade.

Test Your Upgrade Process

In gger to minimize downtime, it is always recommended to first perform a DSpace upgrade using a Development or Test server. You should note any
problems you may have encountered (and also how to resolve them) before attempting to upgrade your Production server. It also gives you a chance to
"practice" at the upgrade. Practice makes perfect, and minimizes problems and downtime. Additionally, if you are using a version control system, such as
git, to manage your locally developed features or modifications, then you can do all of your upgrades in your local version control system on your
Development server and commit the changes. That way your Production server can checkout your well tested and upgraded code.

In the notes below [ dspace] refers to the install directory for your existing DSpace installation, and [ dspace- sour ce] to the source directory for
DSpace. Whenever you see these path references, be sure to replace them with the actual path names on your local system.

1 Release Notes / Significant Changes
2 Upgrading the Backend (Server API)
2.1 Backup your DSpace Backend
2.2 Update Backend Prerequisite Software
2.3 Upgrading the Backend Steps
3 Upgrading the Frontend (User Interface)
4 Troubleshooting Upgrade Issues
4.1 See all "Common Installation Issues"”
4.2 Database migrate errors: "Migration V5.7_2017.04.11__DS-3563_Index_metadatavalue_resource_type_id_column.sql failed" or
"Migration VV5.7_2017.05.05__DS-3431.sq| failed"
4.3 Database migrate errors because of custom database tables/columns
4.4 Running "Ignored" Flyway Migrations
4.5 Manually updating the Metadata Registries

Release Notes / Significant Changes

DSpace 8.0 features some breaking changes which you may wish to be aware of before beginning your upgrade:

® "Breaking Changes" section of Release Notes
® Keep in mind, if you are skipping any 7.x releases, you should also check the "Release Notes / Significant Changes" section of the DSpace 7
Upgrade Guide.

Upgrading the Backend (Server API)

Backup your DSpace Backend

43


https://wiki.lyrasis.org/display/DSPACE/Releases
https://flywaydb.org/
https://wiki.lyrasis.org/display/DSDOC8x/Release+Notes#ReleaseNotes-BreakingChanges
https://wiki.lyrasis.org/display/DSDOC7x/Upgrading+DSpace
https://wiki.lyrasis.org/display/DSDOC7x/Upgrading+DSpace

Before you start your upgrade, it is strongly recommended that you create a backup of your DSpace content. Backups are easy to recover from; a botched
install/'upgrade is very difficult if not impossible to recover from. The DSpace specific things to backup are: configs, source code modifications, database,
and assetstore. On your server that runs DSpace, you might additionally consider checking on your cron/scheduled tasks, servlet container, and database.

Make a complete backup of your system, including:

® Database: Make a snapshot/dump of the database. For the PostgreSQL database use Postgres' pg_dump command. For example:

pg_dunmp -U [database-user] -f [backup-file-location] [database-nane]

® Assetstore: Backup the directory ([ dspace] / asset st or e by default, and any other assetstores configured in [ dspace] / confi g/ spri ng
/api/bitstore.xmn)

® Configuration: Backup the entire directory content of [ dspace] / confi g.

® Customizations: If you have custom code, such as themes, modifications, or custom scripts, you will want to back them up to a safe location.

® Statistics data: what to back up depends on what you were using before: the options are the default SOLR Statistics, or the legacy statistics.
Legacy stats utilizes the dspace.log files, while SOLR Statistics stores data in [ dspace]/sol r/stati stics. A simple copy of the logs or the
Solr core directory tree should give you a point of recovery, should something go wrong in the update process. We can't stress this enough: your
users depend on these statistics more than you realize. You need a backup.

® Authority data: stored in [ dspace]/sol r/authority. As with the statistics data, making a copy of the directory tree should enable recovery
from errors.

Update Backend Prerequisite Software
DSpace 8.x requires the following updated versions of prerequisite software.

Updated: Java 17 (Oracle or OpenJDK)

Updated: Apache Maven 3.8.x or above

Updated: PostgreSQL 12.x - 15.x (with pgcrypto installed)

Updated: Tomcat is now OPTIONAL. You may instead choose to use the Runnable JAR approach to deploying the DSpace backend.8

Refer to the Backend Requirements section of "Installing DSpace" for more details around configuring and installing these prerequisites.

Upgrading the Backend Steps
M?fition guide also available

If dUTing the upgrade you are migrating your DSpace backend to a new server/machine, see Migrating DSpace to a new server guide for hints/tips.
1. Download the latest DSpace release from the DSpace GitHub Repository. You can choose to either download the zip or tar.gz file provided by
GitHub, or you can use "git" to checkout the appropriate tag (e.g. dspace- 7. 2) or branch.

a. Unpack it using "unzip" or "gunzip". If you have an older version of DSpace installed on this same server, you may wish to unpack it to a
different location than that release. This will ensure no files are accidentally overwritten during the unpacking process, and allow you to
compare configs side by side.

b. For ease of reference, we will refer to the location of this unzipped version of the DSpace release as [dspace-source] in the remainder of
these instructions.

2. If upgrading from 6.x or below, a few extra steps are required before you install DSpace 8.x. If you are upgrading from 7.x or a prior
version of 8.x, skip this and move along.

a. Ensure that your database is compatible: Starting with DSpace 6.x, there are new database requirements for DSpace (refer to the Bac
kend Requirements section of "Installing DSpace" for full details).

i. PostgreSQL databases: The "pgcrypto” extension MUST be installed.
1. Notes on installing pgcrypto
a. On most Linux operating systems (Ubuntu, Debian, RedHat), this extension is provided in the "postgresql-
contrib" package in your package manager. So, ensure you've installed "postgresql-contrib".
b. On Windows, this extension should be provided automatically by the installer (check your "[PostgreSQL]/share
lextension" folder for files starting with "pgcrypto")
2. Enabling pgcrypto on your DSpace database. (Additional options/notes in the Installation Documentation)

# Login to your "dspace" database as a superuser
psqgl --username=postgres dspace

# Enabl e the pgcrypto extension on this database
CREATE EXTENSI ON pgcrypt o;

ii. Oracle databases: Oracle support no longer exists in DSpace. See https://github.com/DSpace/DSpace/issues/8214 for more
details.
b. From your old version of DSpace, dump your aut hority and st ati sti cs Solr cores. (Only necessary if you want to keep both
your authority records and/or SOLR Statistics)

[dspace]/ bi n/ dspace solr-export-statistics -i authority
[ dspace] / bi n/ dspace sol r-export-statistics -i statistics
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The dumps will be written to the directory [ dspace] / sol r - export. This may take a long time and require quite a lot of storage. In
particular, the statistics core is likely to be huge, perhaps double the size of the content of sol r/ stati sti cs/ data. You should
ensure that you have sufficient free storage.

This is not the same as the disaster-recovery backup that was done above. These dumps will be reloaded into new, reconfigured cores |
ater.

If you were sharding your statistics data, you will need to dump each shard separately. The index names for prior years will be st ati st
i cs- YYYY (for example: statistics-2017 statistics-2018 etc.) The current year's statistics shard is named st ati sti cs and
you should dump that one too.

c. Move your old Solr cores to a safe location in case of trouble with the upgrade procedure. If you leave them in place, you will get a
mixture of old and new files that the new Solr will refuse to load.

. Build DSpace Backend. Run the following commands to compile DSpace :

cd [dspace-source]
mvn -U cl ean package

The above command will re-compile the DSpace source code and build its "installer". You will find the result in [ dspace- sour ce] / dspace
/target/dspace-installer
. Stop Tomcat (or servlet container). Take down your servlet container.

a. For Tomcat, use the $CATALI NA_HOVE/ shut down. sh script. (Many Unix-based installations will have a startup/shutdown script in the /
etc/init.dor/etc/rc.d directories.)
. Update your DSpace Configurations. Depending on the version of DSpace you are upgrading from, not all steps are required.
a. If you are upgrading from DSpace 7.x, you will need to perform the following steps.
i. As of DSpace 8, the "db.dialect" configuration has changed from "org.hibernate.dialect.PostgreSQL94Dialect" to "org.dspace.
util. DSpacePostgreSQLDialect". Therefore, MAKE SURE that your dspace.cfg or local.cfg has this setting:

db. di al ect = org.dspace. util.DSpacePostgreSQ.Di al ect

ii. You may wish to review the Release Notes for details about new features. There may be new configurations you may wish to
tweak to enable/disable those features.

iii. Make sure your existing local.cfg is in the source directory (e.g. [ dspace- sour ce] / dspace/ confi g/ | ocal . cfg). That
way your existing configuration gets reinstalled alongside the new version of DSpace.

b. If you are upgrading from DSpace 6.x or below, you will need to perform these steps.

i. Review your customized configurations (recommended to be in local.cfg): As mentioned above, we recommend any local
configuration changes be placed in a local.cfg Configuration File. With any major upgrade some configurations may have
changed. Therefore, it is recommended to review all configuration changes that exist in the conf i g directory, and its
subdirectories, concentrating on configurations your previously customized in your local.cfg. See also the Configuration
Reference.

ii. Remove obsolete configurations. With the removal of the JSPUI and XMLUI, a large number of server-side (backend)
configurations were made obsolete and were therefore removed between the 6.x and 7.0 release. A full list can be found in the
Release Notes.

iii. Remove BTE Spring configuration: If it exists, remove the [ dspace] / confi g/ spri ng/ api / bt e. xnml Spring
Configuration. This file is no longer needed as the BTE framework was removed in favor of Live Import from external sources.

iv. Migrate or recreate your Submission configuration. As of DSpace 7, the submission configuration has changed. The
format of the "item-submission.xml" file has been updated, and the older "input-forms.xml" has been replaced by a new
"submission-forms.xml". You can choose to either start fresh with the new v7 configuration files, or you can use the steps
below to migrate your old configurations into the new format. See the Submission User Interface for more information

1. First, create a temporary folder to copy your old v6 configurations into

# Exanpl e of creating a [dspace]/config/tenp folder for this migration

# You nust replace [dspace] with the full path of your DSpace 7 installation.
cd [dspace]/config

nkdir tenp

2. Copy your old (v5 or v6) "item-submission.xml" and "input-forms.xml" into that temporary folder
3. Run the command-line migration script to migrate them to v7 configuration files

# This exanple uses [dspace] as a placehol der for all paths.

# Replace it with either the absolute or relative path of these files

[ dspace] / bi n/ dspace subnission-fornms-mgrate -s [dspace]/config/tenp/item subm ssion.
xm -f [dspace]/config/tenp/input-forns.xni

4. The result will be two files. These are valid v7 configurations based on your original submission configuration files.
a. [dspace]/config/item submi ssion.xm . ngrated
b. [dspace]/confi g/ subni ssion-forms. xm . m grated
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5. These "*.migrated" files have no inline comments, so you may want to edit them further before installing them (by
removing the ".migrated" suffix). Alternatively, you may choose to copy sections of the *.migrated files into the default
configurations in the [ dspace] / confi g/ folder, therefore retaining the inline comments in those default files.

v. City IP Database file for Solr Statistics has been renamed. The old [ dspace] / confi g/ GeoLi teCi ty. dat file is no
longer maintained by its provider. You can delete it. The new file is named GeoLi t e2- G ty. mdb by default. If you have
configured a different name and/or location for this file, you should check the setting of usage- st ati sti cs. dbfilein[dspa
ce]/confi g/ nodul es/ usage-stati stics. cfg (and perhaps move your custom setting to | ocal . cf g).

vi. tm-extractors media filtering (WordFilter) no longer exists: the PoiWordFilter plugin now fulfills this function. If you still
have WordFilter configured, remove from dspace. cf g and/or | ocal . cf g all lines referencing or g. dspace. app.
medi afi | ter. WordFi | t er and uncomment all lines referencing or g. dspace. app. nedi afil ter. Poi WrdFil ter.

vii. Re-configure Solr URLs: change the value of sol r. server to point at your new Solr external service. It will probably
become something like sol r. server = https://1 ocal host: 8983/ sol r. Solr only needs to be accessible to the
DSpace backend, and should not be publicly available on the web. It can either be run on localhost or via a hostname (if run on
a separate server from the backend). Also review the values of

1. di scovery. search. server

2. oai.solr.url

3. solr.authority. server

4. solr-statistics.server

viii. Sitemaps are now automatically generated/updated: A new si t enap. cr on setting exists in the dspace.cfg which controls
when Sitemaps are generated. By default they are enabled to update once per day, for optimal SEO. See Search Engine
Optimization docs for more detail

1. Because of this change, if you had a system cron job which ran ". / dspace gener at e- si t enaps", this system cron
job can be removed in favor of the new si t emap. cr on setting.

c. If you are upgrading from DSpace 5.x or below, there are a few additional configuration changes to be aware of.

i. Replace your old build.properties file with a local.cfg: As of DSpace 6.0, the bui | d. pr oper ti es configuration file has
been replaced by an enhanced | ocal . cf g configuration file. Therefore, any old bui | d. properti es file (or similar [ dspace
-source]/*. properti es files) WILL BE IGNORED. Instead, you should create a new | ocal . cf g file, based on the
provided [ dspace- source] / dspace/ confi g/ | ocal . cf g. EXAMPLE and use it to specify all of your locally customized
DSpace configurations. See the Configuration Reference documentation and the local.cfg Configuration File section on that
page.

ii. Search/Browse requires Discovery: As of DSpace 6, only Discovery (Apache Solr) is supported for search/browse. Support
for Legacy Search (using Apache Lucene) and Legacy Browse (using database tables) has been removed, along with all their
configurations.

iii. XPDF media filtering no longer exists: XPDF media filtering, deprecated in DSpace 5, has been removed. If you used this,
you will need to reconfigure using the remaining alternatives (e.g. PDF Text Extractor and/or ImageMagick PDF Thumbnail
Generator).

. Update DSpace Installation. Update the DSpace installation directory with the new code and libraries. Issue the following commands:

cd [dspace-source]/dspace/target/dspace-installer
ant update

. Upgrade your database (required for all upgrades). The DSpace code will automatically upgrade your database (from any prior version of
DSpace). By default, this database upgrade occurs automatically when you restart Tomcat (or your servlet container). However, if you have a
large repository or are upgrading across multiple versions of DSpace at once, you may wish to manually perform the upgrade (as it could take
some time, anywhere from 5-15 minutes for large sites).
a. (Optional) If desired, you can optionally verify which migrations have not yet been run on your database. You can use this to double
check that DSpace is recognizing your database version appropriately

[ dspace] / bi n/ dspace dat abase info

# If you are upgrading from5.x or later, then this will list all mgrations

# whi ch were previously run, along with any which are "PENDI NG' or "| GNORED"
# that need to be run to upgrade your database.

# If you are upgrading from4.x or earlier, this will attenpt to detect which
# version of DSpace you are upgrading from Look for a line at the bottom

# that says sonmething |ike:
# "Your database |ooks to be conpatible with DSpace version __ |

b. (Optional) In some rare scenarios, if your database's "sequences" are outdated, inconsistent or incorrect, a database migration error may
occur (in your DSpace logs). While this is seemingly a rare occurrence, you may choose to run the "update-sequences" command
PRIOR to upgrading your database. If your database sequences are inconsistent or incorrect, this "update-sequences"” command will
auto-correct them (otherwise, it will do nothing).

# This command only works if upgrading from DSpace 7.0 or |ater
[dspace]/ bi n/ dspace dat abase updat e- sequences

# If upgrading from DSpace 6 or below, this script had to be run via psql from[dspace]/etc
/ post gr es/ updat e- sequences. sql

# For exanpl e:

# psqgl -U [database-user] -f [dspace]/etc/postgres/update-sequences.sql [database-nane]

# NOTE: It is inportant to run the "update-sequences" script which came with the OLDER version of
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DSpace (the version you are upgrading from! |If you' ve msplaced # this older version of the
script, you can download it fromour codebase & run it via the "psql" comrand above.

# DSpace 6.x version of "update-sequences.sqgl": https://github. conl DSpace/ DSpace/ bl ob/ dspace- 6_x
/ dspace/ et c/ post gr es/ updat e- sequences. sql

# DSpace 5.x version of "update-sequences.sql": https://github. conl DSpace/ DSpace/ bl ob/ dspace-5_x
/ dspace/ et c/ post gr es/ updat e- sequences. sql

c. (REQUIRED) Then, you can upgrade your DSpace database to the latest version of DSpace. (NOTE: check the DSpace log, [ dspace]
/1 og/ dspace. | og. [ dat €], for any output from this command)

# |f upgrading from DSpace 6.x or bel ow
[dspace] / bi n/ dspace dat abase m grate ignored

# |f upgrading from DSpace 7.x or an earlier version of 8.x
[dspace]/ bi n/ dspace dat abase migrate

If you are upgrading from DSpace 6.x or below be sure you include the "ignored" parameter! There are database changes which
were previously optional but now are mandatory (specifically Configurable Workflow database changes).
d. If the database upgrade process fails or throws errors, then look at the "Troubleshooting Upgrade Issues" section below for possible tips
/hints.
e. More information on the "database" command can be found in Database Utilities documentation.
By default, your site will be automatically reindexed after a database upgrade

1
If any database migrations are run (even during minor release upgrades), then by default DSpace will automatically reindex all content in your
site. This process is run automatically in order to ensure that any database-level changes are also immediately updated within the search/browse
interfaces. See the notes below under "Restart Tomcat (servlet container)" for more information.

However, you may choose to skip automatic reindexing. Some sites choose to run the reindex process manually in order to better control when
/how it runs.

To disable automatic reindexing, set di scovery. aut oRei ndex = fal seinconfig/local.cfgorconfig/nodul es/di scovery. cfg.

As you have disabled automatic reindexing, make sure to manually reindex your site by running [ dspace] / bi n/ dspace i ndex-di scovery -
b (This must be run after restarting Tomcat)

WARNING: It is not recommended to skip automatic reindexing, unless you will manually reindex at a later time, or have verified that a reindex is
not necessary. Forgetting to reindex your site after an upgrade may result in unexpected errors or instabilties.
8. Deploy Server web application: Two deployment options are now available for the DSpace backend.

a. WAR Deployment via Tomcat (traditional approach): In this approach, you must have Tomcat (or a different servlet container) installed
locally. You will need to deploy the "server" webapp (in [ dspace] / webapps/ ser ver ) into your Servlet Container (e.g.
Tomcat). Generally, there are two options (or techniques) which you could use...either configure Tomcat to find the DSpace "server"
webapp, or copy the "server" webapp into Tomcat's own webapps folder. For more information & example commands, see the Installatio
n Guide

b. Runnable JAR deployment (NEW in v8): In this approach, you can remove any existing Tomcat installation. Instead you would run the
DSpace backend from the "server-boot" JAR as described in the Installation Guide.

Server-boot execution

java -jar [dspace]/webapps/server-boot.jar

9. Update/Install the Solr cores and rebuild your indexes. This may be done after starting the backend (e.g. via Tomcat), but is required for
some features to function properly.
a. Copy the new, empty Solr cores to your new Solr instance.

cp -R [dspace]/solr/* [solr]/server/solr/configsets
chown -R solr:solr [solr]/server/solr/configsets

b. Start Solr, or restart it if it is running, so that these new cores are loaded.

[solr]/bin/solr restart

c. You can check the status of Solr and your new DSpace cores by using its administrative web interface. Browse to ${sol r. server} (e.
g. http://1 ocal host:8983/sol r/) to see if Solr is running well, then look at the cores by selecting (on the left) Core Admin or
using the Core Selector drop list.
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i. For example, to test that your "search” core is setup properly, try accessing the URL ${ sol r. server}/search/ sel ect . Itsh
ould run an empty query against the "search" core, returning an empty JSON result. If it returns an error, then that means your
"search" core is missing or not installed properly.
10. If upgrading from 6.x or below, a few extra steps are required to before starting Tomcat.
a. Reload Solr Statistics
i. Load authority andstati stics fromthe CSV dumps that you made earlier in Step 2 above.

[ dspace] / bi n/ dspace sol r-inport-statistics -i authority
[dspace]/ bi n/dspace solr-inport-statistics -i statistics

This could take quite some time.

If you had sharded your statistics, you will need to load the dump of each shard separately into the "statistics" core. DSpace 7
does not support Solr shards at this time. Unfortunately, this will involve renaming all CSV export files to remove the year (e.g.
rename "statistics-2012_export_2013-12_5.csv" to "statistics_export_2013-12_5.csv") and rerunning "[dspace]/bin/dspace solr-
import-statistics -i statistics". More advice on this process can be found in this dspace-tech mailing list thread.

ii. For Statistics shards only, upgrade legacy DSpace Object Identifiers (pre-6.4 statistics) to UUID Identifiers.

[dspace]/ bi n/ dspace sol r-upgrade-statistics-6x -i statistics

Again If you had sharded your statistics, you will need to run this for each shard separately. See also SOLR Statistics
Maintenance#UpgradeLegacyDSpaceObjectldentifiers(pre-6xstatistics)toDSpace6xUUIDIdentifiers
b. Update Handle Server Configuration. (Required when upgrading from 6.x or below) Because we've updated to Handle Server v9, if
you are using the built-in Handle server (most installations do), you'll need to add the follow to the end of the server_config section of
your [ dspace] / handl e- server/ confi g. dct file (the only new line is the "enable_txn_queue" line)

"case_sensitive" = "no"

"storage_type" = "CUSTOV

"storage_cl ass" = "org. dspace. handl e. Handl ePl ugi n"
"enabl e_t xn_queue" = "no"

i. Alternatively, you could re-run the . / dspace mmke- handl e- conf i g script, which is in charge of updating this conf i g. dct
file.
c. (Optional) Set up IP to City database for location-based statistics. If you wish to (continue to) record the geographic origin of client
activity, you will need to install (and regularly update) one of the following:
i. Either, a copy of MaxMind's GeoLite City database (in MMDB format)
® NOTE: Installing MaxMind GeolLite2 is free. However, you must sign up for a (free) MaxMind account in order to
obtain a license key to use the GeolLite2 database.
® You may download Geolite2 directly from MaxMind, or many Linux distributions provide the geoi pupdat e tool
directly via their package manager. You will still need to configure your license key prior to usage.
® Once the "GeoLite2-City.mmdb" database file is installed on your system, you will need to configure its location as the
value of usage-statistics.dbfile inyourlocal . cfg configuration file .
® You can discard any old GeoLiteCity.dat database(s) found in the confi g/ directory (if they exist).
® See the "Managing the City Database File" section of SOLR Statistics for more information about using a City
Database with DSpace.
ii. Or, you can alternatively use/install DB-IP's City Lite database (in MMDB format)
® This database is also free to use, but does not require an account to download.
® Once the "dbip-city-lite. mmdb" database file is installed on your system, you will need to configure its location as the
value of usage-statistics.dbfile inyourlocal.cfg configuration file .
® See the "Managing the City Database File" section of SOLR Statistics for more information about using a City
Database with DSpace.
11. Restart Tomcat (servlet container) or Runnable JAR. Now restart your servlet container (Tomcat/Jetty/Resin) or Runnable JAR and test out
the upgrade.

a. Upgrade of database: If you didn't manually upgrade your database in the previous step, then your database will be automatically
upgraded to the latest version. This may take some time (seconds to minutes), depending on the size of your repository, etc. Check the
DSpace log ([ dspace] /| og/ dspace. | og. [ dat e] ) for information on its status.

12. Reindexing of all content for search/browse: If your database was just upgraded (either manually or automatically), all the content in your
DSpace will be automatically re-indexed for searching/browsing. As the process can take some time (minutes to hours, depending on the size of
your repository), it is performed in the background; meanwhile, DSpace can be used as the index is gradually filled. But, keep in mind that not all
content will be visible until the indexing process is completed. Again, check the DSpace log ([ dspace] /| og/ dspace. | og. [ dat e] ) for
information on its status. If you wish to skip automatic reindexing, please see the Note above under the "Upgrade your Database" step.

a. To reindex manually, just run:

[dspace]/ bi n/ dspace i ndex-di scovery -b

b. You may also wish to reindex OAI-PMH content at this time:

[dspace] / bi n/ dspace oai inport
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13. Review / Update your scheduled tasks (e.g. cron jobs). For all features of DSpace to work properly, there are some scheduled tasks you
MUST setup to run on a regular basis. Some examples are tasks that help create thumbnails (for images), do full-text indexing (of textual content)
and send out subscription emails. See the Scheduled Tasks via Cron for more details.

a. If upgrading from 7.4 (or earlier) , you will want to make sure the new "subscription-send" task is added to your existing scheduled tasks
(in cron or similar). This new task is in charge of sending Email Subscriptions for any users who have subscribed to updates. (NOTE:
"subscription-send"” replaces the older "sub-daily" task from 6.x or below). See the Scheduled Tasks via Cron for more details.
14. Install or Upgrade the new User Interface (see below)

Upgrading the Frontend (User Interface)

1. If upgrading from 6.x or below, install the new User Interface per the Installing DSpace guide. The JSPUI and XMLUI are no longer
supported and cannot work with the DSpace 7 backend. You will need to install the new (Angular.io) User Interface.
a. JSPUI or XMLUI based themes cannot be migrated. That said, since the new Angular Ul also uses Bootstrap, you may be able to
borrow some basic CSS from your old themes. But any HTML-level changes will need to be reimplemented in the new Ul.
2. If upgrading from 7.x or a prior version of 8.x, upgrading requires installing the latest version of the User Interface code
a. Upgrade Node.js if necessary
b. Download the latest dspace-angular release from the DSpace GitHub repository. You can choose to either download the zip or tar.
gz file provided by GitHub, or you can use "git" to checkout the appropriate tag (e.g. dspace- 8. 0) or branch.

i. If you've cloned or copied this code into your own GitHub or GitLab repository, you may wish to simply pull the latest tagged
code into your codebase using Git. That will allow you to more easily address any "code conflicts" between your local changes
and the new version of DSpace (if any are found).

ii. NOTE: For the rest of these instructions, we'll refer to the source code location as [ dspace- angul ar] .

c. Install any updated local dependencies using Yarn in the [ dspace- angul ar] source code directory:

# change directory to our repo
cd [dspace-angul ar]

# install/update the | ocal dependencies
yarn install

d. Build the latest User Interface code for Production: This rebuilds the latest code into the [ dspace- angul ar]/ di st directory

yarn build: prod

e. If upgrading from 7.0 or 7.1, read the updated version 7 Installation documentation. We now recommend deploying the compiled
User Interface (in [ dspace- angul ar]/ di st) to a different directory (which we refer to as [ dspace- ui - depl oy] ) in order to keep
your running Ul separate from the source code. While it's still possible to run the Ul using "yarn start" or "yarn run serve:ssr" (both of
which use [ dspace- angul ar]/ di st), that older approach will mean that your site goes down / becomes unavailable anytime you
rebuild (yarn build:prod). To solve this issue:

i. Create a separate [ dspace- ui - depl oy] location as described in the Installation documentation.
ii. Copy the[dspace-angul ar]/di st folder to that location, as described in the Installation documentation.
iii. Update your PM2 configuration or local startup scripts to use Node.js instead of Yarn. Again, see the Installation
documentation.

f. If upgrading from 7.0 or 7.1, migrate your Ul Configurations to YAML. In 7.2, the format of the Ul configuration file changed from
Typescript to YAML to support runtime configuration. This means that customization of the older . / sr ¢/ envi r onnent
/ envi ronnent . *. t s build-time configuration files has been superseded by corresponding . / confi g/ confi g. *. ynl configuration
files (e.g. environment.prod.ts config.prod.yml).

i. Either, manually convert your "environment.prod.ts" configurations to a new "./config/config.prod.yml" file, using the "./config
/config.example.yml" as a guide, along with the User Interface Configuration documentation.

ii. OR, you can migrate your configurations using the provided "yarn env:yaml" migration script. For detailed instructions, see the
Migrate environment file to YAML second of the User Interface Configuration documentation.

g. (Optional) Review Configuration changes to see if you wish to update any new configurations
i. See the Release Notes
h. Update your theme (if necessary), if you've created a custom theme in "src/themes" (or modified the existing "custom" or "dspace"
themes in that location). Pay close attention to the following...

i. As of 7.3, a new "eager-theme.module.ts" and "lazy-theme.module.ts" has been added to both the “"custom" and "dspace"
themes to improve performance. Make sure to copy those to your custom theme. Additionally, this new "eager-theme.module.
ts" for your theme MUST be imported/enabled in "src/themes/eager-themes.module.ts". For example, for a local theme under
"src/theme/my-theme":

src/themes/eager-themes.module.ts
import { Eager ThemeMbdul e as MyTheneEager TheneMbdul e } from'./ny-thene/ eager-thene. nodul e';

@\ghodul e({
inmports: [
M/ThenmeEager ThenehMbdul e,
1
b
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ii. As of 8.0, you must migrate to standalone components. To migrate your theme to DSpace 8, you need to convert its
components to the standalone architecture. To do so, simply follow the following steps:

1. Fix any errors in all "<...>.module.ts" files in your theme folder. These errors may be mostly caused by importing old
modules that are now deleted: simply delete any lines that refer to such modules;

2. Run the command "ng generate @angular/core:standalone --path src/themes/<theme-folder>" to migrate the theme
components to the standalone architecture, replacing <theme-folder> as necessary. WARNING: running the command
while there are still errors on any <...>.module.ts will not produce the correct result, so make sure you have remedied
those errors as mentioned in the previous step.

iii. Additional minor changes may have been made. It's usually best to look for changes to whichever theme you started from. If
you started your theme from the "custom” theme, look for any new changes made under "/src/themes/custom”. If you started
your theme from the "dspace" theme, look for any new changes made under "/src/themes/dspace”.

1. Using a tool like "git diff" from the commandline is often an easy way to see changes that occurred only in that
directory.

# Exanpl e which will show all the changes to "src/thenmes/dspace" (and all subfolders)
# between dspace-7.4 (tag) and dspace-8.0 (tag)
git diff dspace-7.4 dspace-8.0 -- src/thenes/dspace/

iv. For the "custom" theme, the largest changes are often:

1. New themeable components (subdirectories) may be added under "src/themes/custom/app", allowing you the ability to
now change the look & feel of those components.

2. The "src/themes/custom/theme.module.ts" file will likely have minor updates. This file registers any new themeable
components (in the "const DECLARATI ONS" section), and also registers new Modules, i.e. new Ul features, (in the "@
NgMbdul e" "imports" section). Make sure those sections are updated in your copy of this file!

3. Sometimes, new styles may be added in the "styles" folder, or new imports to "styles/theme.scss"

4. If you have locally customized the styles or look & feel of any component, you should also verify that the component
itself (in src/app) hasn't had updates.

v. For the "dspace" theme, the largest changes are often:

1. Existing customized components (subdirectories) under "src/themes/dspace/app/" may have minor updates, if
improvements were made to that component.

2. The "src/themes/custom/theme.module.ts" file will likely have minor updates. This file registers any new themeable
components (in the "const DECLARATI ONS" section), and also registers new Modules, i.e. new Ul features, (in the "@
NgMbdul e" “imports" section). Make sure those sections are updated in your copy of this file!

3. Sometimes, new styles may be added in the "styles" folder, or new imports to "styles/theme.scss"

4. If you have locally customized the styles or look & feel of any additional component, you should also verify that the
component itself (in src/app) hasn't had updates.

i. Restart the User Interface.
i. If you are using PM2 as described in the Installing DSpace instructions, you'd stop it and then start it back up as follows

# Stop the running U
pn2 stop dspace-ui.json

# If you had to update your PM2 configs, you may need to del ete your old configuration from
PVR

# pn2 del ete dspace-ui.json

# Start it back up

pn2 start dspace-ui.json

ii. If you are using a different approach, you simply need to stop the running Ul, and re-run:

# First stop the running U process by killing it (or simlar)

# You MUST restart the U fromw thin the depl oyment directory

# See Installation Instructions for nore info on this directory
cd [dspace- ui - depl oy]

# Then restart the U via Node.js

node ./dist/server/nain.js

j. Verify the Ul and REST API are both working properly.

i. If you hit errors, see the "Troubleshooting Upgrade Issues" section below. Additionally, check the "Common Installation Issues"
section of the Installing DSpace documentation for other common misconfiguration or setup issues.

Troubleshooting Upgrade Issues
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See all "Common Installation Issues”

At times the upgrade process may involve configuration changes which could result in one of our "Common Installation Issue" error messages. So, make
sure to check that section of the Installing DSpace documentation, especially if you find your Ul is no longer connecting to your REST API.

Database migrate errors: "Migration V5.7_2017.04.11__DS-
3563_Index_metadatavalue_resource_type_id_column.sql failed" or "Migration V5.7_2017.05.05__ DS-
3431.sql failed"

If you are upgrading to DSpace 7.x and receive either of the two following errors after running "./dspace database migrate ignored":

Mgration V5.7_2017.04.11__DS- 3563_| ndex_ret adat aval ue_r esource_type_i d_col um. sql failed
[or]

M gration V5.7_2017.05.05__DS-3431.sqgln failed

This means your database never ran those older migrations during a past upgrade from 5.x6.x (or similar).
Luckily, though, these migrations are both obsolete in DSpace 7.x (and later). This means you can skip these migration safely.

As of DSpace 7.5, a new "./dspace database skip" command is provided to easily skip one (or both) of these failing migrations as follows:

# If you need to skip "V5.7_2017.04.11__DS- 3563_I ndex_net adat aval ue_resource_type_i d_colum.sqgl", run this:
./ dspace dat abase skip "5.7.2017.04. 11"

# If you need to skip "V5.7_2017.05.05__DS-3431.sql", run this:
./ dspace dat abase skip "5.7.2017.05. 05"

For more information on the "./dspace database skip" command see Database Utilities.

Database migrate errors because of custom database tables/columns

If you have modified your database structure directly (or installed custom plugins which do so), then it is possible a "./dspace database migrate" will fail if it
encounters an unexpected database structure. In this scenario, you may need to do some manual migrations before the automatic migrations will succeed.
The general process would be something like this:

1. Revert back to your current DSpace database

2. Manually upgrade just your database past the failing migration. For example, if you are current using DSpace 1.5 and the "V1.6" migration is
failing, you may need to first manually upgrade your database to 1.6 compatibility. This may involve either referencing the upgrade documentation
for that older version of DSpace, or running the appropriate SQL script from under [ dspace- src] / dspace- api / src/ nai n/ resources/ org
/ dspace/ st orage/ r dbns/ sql mi gration/)

3. Then, re-run the migration process from that point forward (i.e. re-run . / dspace dat abase m grate)

Running "lgnored" Flyway Migrations

During some upgrades, a Flyway database migration will be "ignored." One known instance of this is documented in https://github.com/DSpace/DSpace
lissues/6762. If you are upgrading from DSpace 5.x to a later version of DSpace, the migration put in place to address https://github.com/DSpace/DSpace
/pull/1128 will be "ignored" because it is not necessary. There is a special command you can run which will un-flag this migration as "ignored."

dspace database migrate ignored

Manually updating the Metadata Registries

The database migration (./dspace database migrate) should automatically trigger your metadata/file registries to be updated (based on the config files in [ d
space] / confi g/ registries/). However, if this update was NOT triggered, you can also manually run these registry updates (they will not harm
existing registry contents) as follows:

cd [dspace]/bin/

./ dspace registry-loader -netadata ../config/registries/dcterns-types.xn

./ dspace registry-loader -netadata ../config/registries/dublin-core-types.xni
./ dspace registry-loader -netadata ../config/registries/eperson-types. xm

./ dspace registry-loader -netadata ../config/registries/local-types.xm

./ dspace registry-loader -netadata ../config/registries/sword-netadata.xnl

./ dspace registry-loader -netadata ../config/registries/workflowtypes.xn
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Migrating DSpace to a new server

These instructions are meant as a general guideline to how you can migrate your DSpace site/data to a new server while also Upgrading DSpace to the
Iarelease. Keep in mind that you MUST also review the Installing DSpace and Upgrading DSpace guides when performing a migration (e.g. you must
ensure you have correct dependencies installed and you must ensure you perform all upgrade steps).

Overview of migration approaches

There are two main approaches to migrating your DSpace to a new server.

1. Install a fresh copy of DSpace & migrate the databaseffiles into it - This is the approach documented on this page. It is the recommended
approach as it ensures zero data loss. However, it does involve more steps to complete the migration.

2. Install a fresh copy of DSpace & use the AIP Backup and Restore - This is an alternative approach where you can use the AIP export tools to
export AlPs from your old site, and then import them into the new site. While this also works, keep in mind that not all DSpace data can be
exported to AlPs, so you will lose some data during this migration (hamely any submissions not yet completed or still in workflow approval will be
lost, see the AIP Backup and Restore documentation for more details on what data is currently missing from AIPs).

Step 1: Install a fresh copy of DSpace

On your new server, follow the Installing DSpace instructions and install a fresh (empty) copy of the latest version of DSpace. BEFORE PROCEEDING,
ensure that this fresh copy of DSpace is correctly installed and shows no errors when you startup the site. (The site will obviously appear empty though,
and that's OK)

You can also use this time to get your basic configurations setup properly for both the backend (local.cfg) and the frontend (config.prod.yml).

Step 2: Prepare your data to copy from the old DSpace to the new one
There are three main areas of data you need to migrate in order to ensure no data loss.
Perform these steps on the old server

1. First, you should STOP tomcat on the old server. These steps require the site to be down.

2. Update sequences (optional) - When migrating content, sometimes sites will find that database sequences will be outdated or incorrect. This can
result in "duplicate key" errors during the database migration to the latest version. To avoid this, before you export your data, run this older copy
of the "update-sequences” command on your database. This should ensure your database sequences are updated before you dump your data.

# |1f upgrading from DSpace 6 or below, run this on your old database
psgl -U [database-user] -f [dspace]/etc/postgres/update-sequences.sql [database-nane]
# e.g. psql -U dspace -f [dspace]/etc/postgres/update-sequences. sql dspace

a. NOTE: It is important to run the "update-sequences" script which came with the OLDER version of DSpace (the version you are
migrating from)! If you've misplaced this older version of the script, you can download it from our codebase & run it via the "psql"
command above.

i. DSpace 6.x version of "update-sequences.sql": https://github.com/DSpace/DSpace/blob/dspace-6_x/dspace/etc/postgres
/update-sequences.sq|
ii. DSpace 5.x version of "update-sequences.sql": https://github.com/DSpace/DSpace/blob/dspace-5_x/dspace/etc/postgres
/update-sequences.sq|
3. The database data - Make sure to export the database data from your old DSpace site using a tool like "pg_dump" (for PostgresSQL). If you use
"pg_dump", you'll end up with a large SQL file which contains all the data from your old database.

# Exanpl e of using pg_dunp to export a database to an output file
pg_dunp -U [db_usernanme] [db_nanme] > [output_file.sql]

4. The "assetstore" folder - This folder is in your DSpace installation directory and it contains all the files stored in your DSpace. You will need all
the contents of this folder (including all subdirectories), so you could choose to zip it up or you could copy it over directly.

5. The Solr data (optional) - Both DSpace authority and statistics are stored in Solr. If you want to keep these, you will want to export them from the
old Solr and move them over. Use the "solr-export-statistics" tool provided with DSpace: see "Export SOLR Statistics" in the Solr Statistics
Maintenance guide. (Requires Solr to be running. Keep in mind, this may require you to start Tomcat back up if Solr is running in Tomcat.)

Step 3: Copy over the prepared data and import it into the new DSpace
Copy the data you've prepared in Step 2 over to the new server.
Now, you'll import this data into your new installation of DSpace (created in Step 1).

Perform these steps on the new server.
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1. First, you must STOP Tomcat on the new server.
2. The database data - Before you can import the data, you must delete the new, empty database.
a. Delete/Clean the new, empty database (created in step 1) as you will have empty tables created during the installation. The easiest way
to achieve this is to run the "./dspace database clean" command. Keep in mind it requires temporarily enabling it via "db.
cleanDisabled=false" in your local.cfg. (After the "clean" command succeeds, make sure to remove this configuration.)

# Del ete everything in your database
# Requires tenporarily setting "db.cleanD sabl ed=fal se" in your local.cfg
./ dspace dat abase cl ean

i. Alternatively, PostgreSQL users could delete the entire database (using dropdb command, e.g. "dropdb -U [db_username]
[db_name]") and recreate it based on the "Database Setup" instructions in Installing DSpace.
b. Import the database dump you created in Step 2 (above), which will recreate this database with all your old data in it. For Postgres, you
can use the "psql" command.

# Exanpl e of using psqgl to inport data froma SQ file into a database
psqgl -U [db_usernane] [db_nane] < [output_file.sql]

(NOTICE the direction of the angle character... in this command you are telling Postgres to execute all the commands contained in your
"output_file.sql", which will cause it to recreate all the database data in your new database.)
3. The "assetstore" folder - Delete the empty assetstore folder on the new server. Copy the entire assestore folder (and all subdirectories) from the
old server to the new one. In the end, you should have a several subdirectory hierarchies (containing your files) under the [ dspace]
| asset st or e/ folder on the new server.
4. The Solr data (optional) - If you exported the statistics or authority data in Step 2, then you can import this data from the exported files using the
"solr-import-statistics" tool provided with DSpace, see "Import SOLR Statistics" in the Solr Statistics Maintenance guide. (Requires Solr to be
running)

Step 4: Update the database, Start DSpace & Reindex

Now that all the data is copied over, you need to ensure it's updated and reindexed properly (for the new version of DSpace).
Perform these steps on the new server.

1. Migrate/Upgrade the database to the latest version - Now that your old data is migrated, you MUST ensure it's using the latest database updates
based on the new DSpace you've installed. Review the database steps in Upgrading DSpace and follow the instructions there.

# Mgrate your old data to the | atest DSpace version

# WARNI NG You nust review the Upgradi ng DSpace docs to see if there are any additional database steps
listed there!

./ dspace dat abase mnigrate ignored

NOTE: You should check the logs (dspace.log) for errors. Additional steps may be documented in the Upgrading DSpace guide.

2. Start Tomcat. This will bring your new DSpace back up, with the migrated data in place. Check the backend logs (dspace.log and Tomcat log) to
ensure no errors occur on startup.

3. Reindex all content - This will ensure all search/browse functionality works in the DSpace site. Optionally, if you use OAI-PMH, you will want to
reindex content into there as well.

# Reindex all your content in DSpace
./ dspace i ndex-di scovery -b

# (Optionally) also reindex everything into OAl-PMH endpoint
./ dspace oai inport

NOTE: Until this command completes (it may take a while for large sites), you will not be able to fully browse/search the content from the User
Interface. To check the progress of the reindex, check your dspace.log file.

Step 5: Review the Upgrade Instructions and final cleanup

If you've changed the version of DSpace you are running, you should review the Upgrading DSpace guide for instructions related to necessary
configuration changes or other necessary updates. You should perform any upgrade steps that you have NOT yet performed above (keep in mind you
already should have upgraded your database, and reindexed your content).

At this time, you also may wish to review your configurations on your old DSpace site, and see if there are any configurations that you wish to copy over
into your new DSpace site. This step is optional, as you can also choose to start "fresh" with a new local.cfg file.

FINALLY, test the new site and verify that all the content, user accounts, etc. have moved over successfully. If you encounter any issues, see our Troubles
hoot an error guide for hints/tips on finding the underlying error message & reporting it to Support lists/channels. Also make sure to check our list of Comm
on Installation Issues in the Installing DSpace guide.
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Using DSpace

This page offers access to all aspects of the documentation relevant to using DSpace after it has been properly installed or upgraded. These pages
assume that DSpace is functioning properly. Please refer to the section on System Administration if you are looking for information on diagnosing DSpace
issues and measures you can take to restore your DSpace to a state in which it functions properly.
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Authentication and Authorization

Authentication Plugins
Bulk Access Management
Embargo

Managing User Accounts
Request a Copy
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Authentication Plugins

1 Stackable Authentication Method(s)
1.1 Authentication by Password
1.1.1 Enabling Authentication by Password
1.1.2 Configuring Authentication by Password
1.2 Open ID Connect (OIDC) Authentication
1.2.1 Enabling OIDC Authentication
1.2.2 Configuring OIDC Authentication
1.2.2.1 Sample/Test OIDC Configuration
1.3 Shibboleth Authentication
1.3.1 Enabling Shibboleth Authentication
1.3.2 Configuring Shibboleth Authentication
1.3.2.1 Apache "mod_shib" Configuration (required)
1.3.2.2 Sample shibboleth2.xml Configuration
1.3.2.3 Sample attribute-map.xml Configuration (for samitest.id)
1.3.2.4 DSpace Shibboleth Configuration Options
1.4 LDAP Authentication
1.4.1 Introduction to LDAP specific terminology
1.4.2 Enabling LDAP Authentication
1.4.3 Configuring LDAP Authentication
1.4.4 Debugging LDAP connection and configuration
1.4.5 Enabling Hierarchical LDAP Authentication
1.4.6 Configuring Hierarchical LDAP Authentication
1.5 ORCID Authentication
1.5.1 Enabling ORCID Authentication
1.6 IP Authentication
1.6.1 Enabling IP Authentication
1.6.2 Configuring IP Authentication
1.7 X.509 Certificate Authentication
1.7.1 Enabling X.509 Certificate Authentication
1.7.2 Configuring X.509 Certificate Authentication
1.8 Example of a Custom Authentication Method

Stackable Authentication Method(s)

Since many institutions and organizations have existing authentication systems, DSpace has been designed to allow these to be easily integrated into an
existing authentication infrastructure. It keeps a series, or "stack”, of authentication methods, so each one can be tried in turn. This makes it easy to add
new authentication methods or rearrange the order without changing any existing code. You can also share authentication code with other sites.

Configuration [ dspace] / confi g/ nodul es/ aut henti cati on. cfg
File:
Property: pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Example Value: ) . . . .
P pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e.

Passwor dAut henti cati on

The configuration property pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cat i onMet hod defines the authentication stack. Itis a
comma-separated list of class names. Each of these classes implements a different aut hent i cati on net hod, or way of determining the identity of the
user. They are invoked in the order specified until one succeeds.

Existing Authentication Methods include

Authentication by Password (class: or g. dspace. aut hent i cat e. Passwor dAut hent i cat i on) (DEFAULT)
Open ID Connect (OIDC) Authentication (class: or g. dspace. aut henti cat e. O dcAut henti cati on)
Shibboleth Authentication (class: or g. dspace. aut hent i cat e. Shi bAut henti cati on)

LDAP Authentication (class: or g. dspace. aut hent i cat e. LDAPAut henti cati on)

ORCID Authentication (class: or g. dspace. aut hent i cat e. O ci dAut henti cati on)

IP Address based Authentication (class: or g. dspace. aut henti cat e. | PAut henti cati on)

X.509 Certificate Authentication (class: or g. dspace. aut henti cat e. X509Aut hent i cati on)

An authentication method is a class that implements the interface or g. dspace. aut henti cat e. Aut henti cati onMet hod. It aut henti cat es a user
by evaluating the credentials (e.g. username and password) he or she presents and checking that they are valid.

Authentication by Password

Enabling Authentication by Password
By default, this authentication method is enabled in DSpace.
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However, to enable Authentication by Password, you must ensure the or g. dspace. aut hent i cat e. Passwor dAut hent i cat i on class is listed as one
of the AuthenticationMethods in the following configuration:

Configuration
File:

Property:

Example Value:

[ dspace] / confi g/ nodul es/ aut henti cati on. cfg

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cate.
Passwor dAut henti cati on

Configuring Authentication by Password

The default method or g. dspace. aut hent i cat e. Passwor dAut hent i cat i on has the following properties:

® Use of inbuilt e-mail address/password-based log-in. This is achieved by sending login information to the "/api/authn/login" endpoint of the REST
API, in order to obtain a JSON Web Token. This JSON Web token must be sent on every later request which requires authentication.

® Users can register themselves (i.e. add themselves as e-people without needing approval from the administrators), and can set their own
passwords when they do this

® Users are not members of any special (dynamic) e-person groups

® You can restrict the domains from which new users are able to register. To enable this feature, uncomment the following line from dspace.cfg: aut
henti cati on. password. domai n. val i d = exanpl e. comExample options might be '@xanpl e. coni to restrict registration to users with

addresses ending in @example.com, or ‘@xanpl e. com

. ac. uk' to restrict registration to users with addresses ending in @example.com or

with addresses in the .ac.uk domain.

A full list of all available Password Authentication Configurations:

Configuration File:

Property:

Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Property:

Example Value:

[ dspace] / confi g/ nodul es/ aut henti cati on- password. cfg
user.registration

user.registration = fal se

This option allows you to disable all self-registration. When set to "false", no one will be able to register new accounts with your
system. Default is "true".

user. f or got - passwor d
user. forgot - password =fal se

This option allows you to disable the forgot password link inside the login page. When set to "f al se", no one will be able to
reset the password related to its account.

Defaultis "t rue".

aut henti cati on- password. domai n. val i d

aut henti cati on- password. domai n.value = @rit.edu, .ac.uk

This option allows you to limit self-registration to email addresses ending in a particular domain value. The above example
would limit self-registration to individuals with "@mit.edu” email addresses and all ".ac.uk" email addresses. (This setting only
works when user.registration=true)

aut hent i cati on- passwor d. | ogi n. speci al gr oup

aut henti cati on- password. | ogi n. speci al group = My DSpace G oup

This option allows you to automatically add all password authenticated user sessions to a specific DSpace Group (the group
must exist in DSpace) for the remainder of their logged in session.

aut henti cati on- password. di gest Al gorithm

aut henti cati on- passwor d. di gest Al gorithm = SHA-512

This option specifies the hashing algorithm to be used in converting plain-text passwords to more secure password digests.
The example value is the default. You may select any digest algorithm available through java.security.MessageDigest on your
system. At least MD2, MD5, SHA-1, SHA-256, SHA-384, and SHA-512 should be available, but you may have installed others.
Most sites will not need to adjust this.

aut henti cati on- password. regex-val i dati on. pattern

aut henti cati on- passwor d. regex-val i dation.pattern = ~. {8\,}$
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Informational Note:

This option specifies a regular expression which all new passwords MUST validate against. By default, DSpace just requires a
new password to be 8 or more characters (see above example value). However, sites can modify this regex in order to require
more robust passwords of all users. One example of a complex rule is:

aut henti cati on- password. regex-validation.pattern = ~(?=.*?[a-z])(?=.*?[A-Z])(?=\\S*?[0-9])(?
S\ SH?[ ?25@ 598 &+=]) . {8\, 15} $

This example requires all users to adopt a more complex password:

® (?=.*?[a-z]) -the password must contain at least one lowercase character

® (?=.*?[A-Z]) -the password must contain at least one uppercase character

® (?=\\S*?[0-9]) -the password must contain at least one numeric character

o (?2=\\S*?[ ! ?3@$9% &+=] ) - the password must contain at least one of the following special character: 1?$@#$%"&+=

® . {8\, 15} -the password must be at least 8 and at most 15 characters long (NOTE: the "\," is required to escape the
comma, which is a special character)

Open ID Connect (OIDC) Authentication

Open ID Connect (OIDC) Authentication is only available in DSpace 7.2 or above.

Enabling OIDC Authentication

To enable OIDC Authentication, you must ensure the or g. dspace. aut henti cat e. O dcAut henti cati on class is listed as one of the
AuthenticationMethods in the following configuration:

Configuration
File:

Property:

Example Value:

[dspace] / confi g/ nodul es/ aut henti cation. cfg

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e.
Q dcAut henti cation

(NOTE: This setting may be repeated to support multiple AuthenticationMethods)

(WARNING: it's easy to miss, the "camel case" for G dcAut hent i cat i on might catch you off guard. It's important to not use O DC
Aut hent i cati on in this line, because that class does not exist. Case matters.

Configuring OIDC Authentication

OpenID Connect is an identity layer on top of the OAuth 2.0 protocol. It allows Clients to verify the identity of the End-User based on the authentication
performed by an Authorization Server, as well as to obtain basic profile information about the End-User in an interoperable and REST-like manner. There
are many server implementations of OpenlID Connect, including Keycloak and AWS Cognito.

Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

[dspace] / confi g/ nodul es/ aut henti cati on-oi dc.cfg

aut henti cati on-oi dc. aut h-server-url

aut henti cati on-oidc. auth-server-url = https://auth. exanple.com

(Optional) The root URL of the OpenID Connect server. This is optional, as it's only used to fill out each of the "-endpoint" configs
below (see below).

So, for some setups, it may be easier to configure the "-endpoint” configs directly INSTEAD OF the "auth-server-url" and "auth-
server-realm"

aut henti cati on-oi dc. aut h-server-realm

aut henti cati on-oi dc. aut h-server-real m = dspace-real m

(Optional) The realm to authenticate against on the OpenID Connect server. This is optional, as it's only used to fill out each of the "-
endpoint" configs below (see below).

So, for some setups, it may be easier to configure the "-endpoint" configs directly INSTEAD OF the "auth-server-url" and "auth-
server-realm"

aut henti cati on-oi dc. t oken- endpoi nt

aut henti cati on-oi dc. t oken- endpoi nt = ${aut henti cati on-oi dc. auth-server-url}/auth/real ms
/ ${aut henti cati on-oi dc. aut h-server-real n}/ protocol / openi d- connect / t oken

(Required) The URL of the OIDC Token endpoint. This defaults to using the configured "auth-server-url" and "auth-server-realm" to

determine the likely OIDC path for this endpoint (see example above for the default value). However, if that default path is incorrect,
you may choose to hardcode the correct URL in this field.
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Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

aut henti cati on-oi dc. aut hori ze- endpoi nt

aut henti cati on-oi dc. aut hori ze-endpoi nt = ${aut henti cati on-oi dc. auth-server-url}/auth/real ns
/ ${ aut henti cati on-oi dc. aut h-server-real n}/ protocol / openi d- connect/ aut h

(Required) The URL of the OIDC Authorize endpoint. This defaults to using the configured "auth-server-url* and "auth-server-realm"
to determine the likely OIDC path for this endpoint (see example above for the default value). However, if that default path is
incorrect, you may choose to hardcode the correct URL in this field.

aut henti cati on-oi dc. user -i nf o- endpoi nt

aut henti cati on-oi dc. user-info-endpoi nt = ${authentication-oidc. auth-server-url}/auth/real ns
/ ${aut henti cati on-oi dc. aut h- server-real nm/ protocol / openi d- connect/ userinfo

(Required) The URL of the OIDC Userinfo endpoint. This defaults to using the configured "auth-server-url" and "auth-server-realm"
to determine the likely OIDC path for this endpoint (see example above for the default value). However, if that default path is
incorrect, you may choose to hardcode the correct URL in this field.

aut hentication-oidc.client-id

aut hentication-oidc.client-id = our-dspace

(Required) The registered OIDC client id for our DSpace server's use. No default value.

aut henti cation-oidc.client-secret
aut hentication-oidc.client-secret = some-sort-of-hash

(Required) The registered OIDC client secret for our DSpace server's use. No default value.

aut hentication-oidc.redirect-url
aut hentication-oidc.redirect-url = ${dspace. server.url}/api/authn/oid

The URL users will be redirected to after a successful login. The example above is the default value, and it usually does not need to
be updated.

aut henti cati on-oi dc. scopes
aut henti cati on-oi dc. scopes = openid, email, profile

The scopes to request from the OIDC server. The example above is the default value

aut henti cati on-oi dc. can-sel f-register
aut henti cati on-oi dc. can-sel f-regi ster = true
Specify if the user can self register using OIDC (truel|false). If not specified, true is assumed.

If this is set to false, then only users with an existing EPerson in DSpace will be able to authenticate through OIDC. When set to
true, an EPerson will be automatically created for each person who successfully authenticates through OIDC.

aut henti cati on-oi dc. user-info. enail
aut henti cation-oidc.user-info.email = email

Specify the attribute present in the user info json related to the user's email. The default value is "email"

aut henti cati on-oi dc. user-info.first-nanme
aut henti cati on-oi dc. user-info.first-name = given_nanme

Specify the attribute present in the user info json related to the user's first/given name. The default value is "given_name"

aut henti cati on-oi dc. user-info.last-nane
aut hentication-oidc.user-info.last-name = fam|y_nane

Specify the attribute present in the user info json related to the user's last/family name. The default value is "family_name"

Sample/Test OIDC Configuration
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One way to easily test OIDC Authentication is to use the PhantAuth test site at https://www.phantauth.net/. This site allows you to create a random OIDC
client & a random OIDC user to authenticate as. So, it can be used to verify that DSpace's OIDC authentication is working in your system, but obviously is
only meant for development/testing purposes.

To configure DSpace to use PhantAuth for authentication just requires the following updates to your local.cfg:

local.cfg updates for PhantAuth

# Enable O DC
pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cate. G dcAut henti cati on

# Settings for O DC authentication

# Based on instructions at https://ww. phantaut h. net/doc/integration

aut henti cati on-oi dc. aut hori ze-endpoi nt = https://phantauth. net/auth/authorize
aut henti cati on-oi dc. t oken- endpoi nt = https://phantauth. net/auth/token

aut henti cati on-oi dc. user-i nf o-endpoi nt = https://phantauth. net/auth/userinfo

# Oobtain a randomclient-id and client-secret via https://phantauth.net/client

# Find the "client_id" and "client_secret" returned, and place those values in these next two configs.
aut hentication-oidc.client-id =

aut hentication-oidc.client-secret =

# Because Phant Auth uses random users, you MJST ensure self registration is enabl ed

# (This is the default setting though, which is why it's comented out)
# aut hentication-oidc.can-self-register = true

Shibboleth Authentication

Enabling Shibboleth Authentication

To enable Shibboleth Authentication, you must ensure the or g. dspace. aut hent i cat e. Shi bAut hent i cati on class is listed as one of the
AuthenticationMethods in the following configuration:

Configuration [ dspace] / confi g/ nodul es/ aut henti cation. cfg
File:
Property: pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Example Value: . . . . .
P pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e.

Shi bAut henti cati on

(NOTE: This setting may be repeated to support multiple AuthenticationMethods)

Configuring Shibboleth Authentication

Shibboleth is a distributed authentication system for securely authenticating users and passing attributes about the user from one or more identity
providers. In the Shibboleth terminology DSpace is a Service Provider which receives authentication information and then based upon that provides a
service to the user. To use Shibboleth, DSpace requires that you use Apache installed with the mod_shib module acting as a proxy for all HTTP requests
for your servlet container (typically Tomcat). DSpace will receive authentication information from the mod_shib module through HTTP headers.

Before DSpace will work with Shibboleth, you must have the following:

1. An Apache web server with the "mod_shib" module installed. As mentioned, this mod_shib module acts as a proxy for all HTTP requests for your
servlet container (typically Tomcat). Any requests to DSpace that require authentication via Shibboleth should be redirected to 'shibd’ (the
shibboleth daemon) by this "mod_shib" module. Details on installing/configuring mod_shib in Apache are available at: https://wiki.shibboleth.net
/confluence/display/SHIB2/NativeSPApacheConfig We also have a sample Apache + mod_shib configuration provided below.

2. An external Shibboleth IdP (Identity Provider). Using mod_shib, DSpace will only act as a Shibboleth SP (Service Provider). The actual
Shibboleth Authentication & Identity information must be provided by an external IdP. If you are using Shibboleth at your institution already, then
there already should be a Shibboleth IdP available. More information about Shibboleth IdPs versus SPs is available at: https://wiki.shibboleth.net
/confluence/display/SHIB2/UnderstandingShibboleth

For more information on installing and configuring a Shibboleth Service Provider see: https://wiki.shibboleth.net/confluence/display/SHIB2/Installation

Note about Shibboleth Active vs Lazy Sessions:
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When configuring your Shibboleth Service Provider there are two Shibboleth paradigms you may use: Active or Lazy Sessions. Active sessions is where
the mod_shib module is configured to product an entire URL space. No one will be able to access that URL without first authenticating with Shibboleth.
Using this method you will need to configure shibboleth to protect the URL: "/shibboleth-login”. The alternative, Lazy Session does not protect any specific
URL. Instead Apache will allow access to any URL, and when the application wants to it may initiate an authenticated session.

The Lazy Session method is preferable for most DSpace installations, as you usually want to provide public access to (most) DSpace content, while
restricting access to only particular areas (e.g. administration Ul/tools, private Items, etc.). When Active Sessions are enabled your entire DSpace site will
be access restricted. In other words, when using Active Sessions, Shibboleth will require everyone to first authenticate before they can access any part of
your repository (which essentially results in a "dark archive”, as anonymous access will not be allowed).

Apache "mod_shib" Configuration (required)

As mentioned above, you must have Apache with the "mod_shib" module installed in order for DSpace to be able to act as a Shibboleth Service Provider
(SP). The mod_shib module acts as a proxy for all HTTP requests for your servlet container (typically Tomcat). Any requests to DSpace that require
authentication via Shibboleth should be redirected to 'shibd’ (the shibboleth daemon) by this "mod_shib" module. Details on installing/configuring
mod_shib in Apache are available at: https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPApacheConfig General information about installing
/configuring Shibboleth Service Providers (SPs) can be found at: https://wiki.shibboleth.net/confluence/display/SHIB2/Installation

A few extra notes/hints when configuring mod_shib & Apache:

¢ |n Debian based environments, "mod_shib" tends to be in a package named something like "libapache2-mod-shib2"
* The Shibboleth setting "ShibUseHeaders" is no longer required to be set to "On", as DSpace will correctly utilize attributes instead of headers.
© When "ShibUseHeaders" is set to "Off" (which is recommended in the mod_shib documentation), proper configuration of Apache to pass
attributes to Tomcat (via either mod_jk or mod_proxy) can be a bit tricky, SWITCH has some great documentation on exactly what you
need to do. We will eventually paraphrase/summarize this documentation here, but for now, the SWITCH page will have to do.
® When initially setting up Apache & mod_shib, https://samitest.id/ provides a great testing ground for your configurations. This site provides a
sample/demo Shibboleth IdP (as well as a sample Shibboleth SP) which you can test against. It acts as a "sandbox" to get your configurations
working properly, before you point DSpace at your production Shibboleth 1dP.
® You also may wish to review the Shibboleth setup in our "dspace-shibboleth" Docker setup which the development team uses for testing (and it
uses https://samltest.id as the 1dP). It may provide you with good examples/hints on getting everything setup. However, keep in mind this code
has not been tested in Production scenarios.

Below, we have provided a sample Apache configuration. However, as every institution has their own specific Apache setup/configuration, it is highly likely
that you will need to tweak this configuration in order to get it working properly. Again, see the official mod_shib documentation for much more detail about
each of these settings: https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPApacheConfig These configurations are meant to be added to an
Apache <VirtualHost> which acts as a proxy to your Tomcat (or other servlet container) running DSpace. More information on Apache VirtualHost settings
can be found at: https://httpd.apache.org/docs/2.2/vhosts/

#### SAMPLE MOD_SH B CONFI GURATI ON FOR APACHE2 (it nmay require local nodifications based on your Apache setup)
HdHE

# Waile this sanple Virtual Host is for HTTPS requests (reconmmrended for Shibbol eth, obviously),

# you may al so need/want to create one for HITP (*:80)

<Virtual Host *: 443>

# PLEASE NOTE: W have omitted many Apache settings (ServerNane, LoglLevel, SSLCertificateFile, etc)
# which you may need/want to add to your Virtual Host

# As long as Shibboleth nodule is installed, enable all Shibboleth/nmod_shib related settings

<I f Modul e nod_shi b>
# Shi bbol eth recomrends turning on UseCanoni cal Nane
# See "Prepping Apache" in https://wiki.shibbol eth.net/confluence/display/ SH B2/ Nati veSPApacheConfig
UseCanoni cal Nane On

# Mobst DSpace instances will want to use Shibboleth "Lazy Session", which ensures that users
# can access DSpace without first authenticating via Shibboleth.
# This section turns on Shibboleth "Lazy Session". Al so ensures that once they have authenticated
# (by accessing /Shibbol eth.sso/Login path), then their Shib session is kept alive
<Location />
Aut hType shi bbol et h
Shi bRequi r eSessi on O f
require shibbol eth
# 1f your "shibboleth2. xmi" file specifies an <ApplicationOverride> setting for your
# DSpace Service Provider, then you may need to tell Apache which "id" to redirect Shib requests to.
# Just uncomment this and change the value "ny-dspace-id" to the associated @d attribute val ue.
#Shi bRequest Setting applicationld ny-dspace-id
</ Locati on>

# |If a user attenpts to access the DSpace shibbol eth endpoint, force themto authenticate via Shib.
<Location "/server/api/authn/shibbol eth">

O der deny, al | ow

Al low fromall

Aut hType shi bbol eth

Shi bRequi r eSessi on On
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# Pl ease note that setting ShibUseHeaders to "On" is a potential security risk.

# You may wish to set it to "Of". See the nod_shib docs for details about this setting:

# https://wiki.shibbol eth. net/confluence/displ ay/ SH B2/ Nat i veSPApacheConf i g#Nat i veSPApacheConfi g-
Aut hConfi gOpti ons

# Here's a good guide to configuring Apache + Tontat when this setting is "Of":

# https://ww. swi tch. ch/ de/ aai / support/serviceprovi ders/ sp-access-rul es. ht nl #j avaappl i cati ons

Shi bUseHeaders On

Requi re shi bbol eth

</ Locati on>

# If a user attenpts to access the DSpace | ogi n endpoint, ensure Shibboleth is supported but other auth
net hods can be too.
<Location "/server/api/authn/login">
Order deny, al | ow
Allow fromall
Aut hType shi bbol eth
# For DSpace, this is required to be off otherw se the available auth nethods will be not visible
Shi bRequi r eSessi on O f
# Please note that setting ShibUseHeaders to "On" is a potential security risk.
# You may wish to set it to "Of". See the nod_shib docs for details about this setting:
# https://wki.shibbol eth. net/confluence/displ ay/ SH B2/ Nat i veSPApacheConf i g#Nat i veSPApacheConfi g-
Aut hConfi gOpti ons
# Here's a good guide to configuring Apache + Tontat when this setting is "Of":
# https://ww. sw tch.ch/de/aai/support/serviceproviders/sp-access-rul es. ht nl #j avaappl i cati ons
Shi bUseHeaders On
</ Locati on>

# Ensure / Shi bbol eth.sso path (in Apache) can be accessed
# By default it may be inaccessible if your Apache security is tight.
<Location "/ Shi bbol et h. sso">
O der deny, al | ow
Allow fromall
# Al so ensure Shibbol eth/mod_shib responds to this path
Set Handl er shib
</ Locati on>

# Finally, you may need to ensure requests to /Shibboleth.sso are NOT redirected
# to Tontat (as they need to be handl ed by nod_shib instead).
# NOTE: TH'S SETTING IS LI KELY ONLY NEEDED | F YOU ARE USI NG nod_proxy TO REDI RECT
# ALL REQUESTS TO TOMCAT (e.g. ProxyPass /server ajp://local host:8009/server)
ProxyPass / Shi bbol et h. sso !

</'| f Modul e>

# You will likely need Proxy settings to ensure Apache is proxying requests to Tontat for the DSpace REST API
# The below is just an exanple of proxying for REST APl only. It requires installing & enabling "nod_proxy"
and "nod_proxy_aj p"
## Proxy /| Forwarding Settings ##
<Proxy *>
AddDef aul t Charset O f
Order all ow, deny
Allow from al |
</ Pr oxy>

# Proxy all requests to /server to Tontat via AJP

ProxyPass /server ajp://local host: 8009/ server

ProxyPassReverse /server ajp://1ocal host: 8009/ server

# Optionally, also proxy Angular U (if on same server). This requires "nod_proxy_http"
#ProxyPass / http://1ocal host: 4000/
#ProxyPassReverse / http://1ocal host: 4000/

</ Vi rtual Host >

Sample shibboleth2.xml Configuration
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In addition, here's a sample "ApplicationOverride" configuration for "shibboleth2.xml". This particular "ApplicationOverride" is configured to use the Test IdP

provided by https:

/Isamltest.id/ and is just meant as an example. In order to enable it for testing purposes, you must specify Shi bRequest Setti ng

applicationld sanitest inyour Apach nod_shi b configuration (see above). An additional, more detailed example is provided in our "dspace-
shibboleth" Docker configurations at https://github.com/DSpace/DSpace/blob/main/dspace/src/main/docker/dspace-shibboleth/shibboleth2.xml

<l--
<l--
<l--
<l--
<l--
<l--
<l--
<l--
<l--

*** Sanpl e Shibboleth Settings for https://samtest.id/ *** -->
This provides a sinple sanple of how you could configure -->
shi bbol et h2. xm for DSpace sites. -->
TO ENABLE: You'd need to specify "applicationld" as "samtest" in -->
your nod_shib settings, e.g. -->
<Location /> S
s -->
Shi bRequest Setting applicationld sanitest -->
</ Locat i on> -->

<ApplicationOverride id="sanltest" entitylD="http://[nydspace. edu]/shi bbol eth" REMOTE_USER="eppn

persistent-i

d targeted-id">

<l-- We'|l use a TEST IdP, hosted by the awesone https://sanltest.id/ testing service. -->

<l-- See also: https://w ki.shibbol eth. net/confluence/displ ay/ SH B2/ Nat i veSPSer vi ceSSO - - >

<!-- DSPACE 7 requires Shibboleth to use "SaneSite=None" property for its Cookies -->
<Sessions |ifetine="28800" tineout="3600" checkAddress="fal se" rel ayState="ss: menf' handl er SSL="

true" cooki eProps="; path=/; SaneSite=None; secure; HttpOnly">

<SSO entityl D="https://sam test.id/sam/idp">
SAML2 SAM_1
</ SSO>
</ Sessi ons>

<l-- Loads and trusts a netadata file that describes the IdP and how to communicate with it. -->
<!-- By default, netadata is retrieved fromthe TEST IdP at https://samtest.id/ -->
<l-- and is cached in a local file named "sanltest-netadata. xm". -->

<I-- See also: https://w ki.shibbol eth.net/confluence/displ ay/ SH B2/ Nat i veSPMet adat aPr ovi der -->
<Met adat aProvi der type="XM." uri="https://samtest.id/sam/idp"
backi ngFi | ePat h="sanl t est - ret adat a. xm " rel oadl nt erval ="180000"/ >

</ ApplicationOverride>

Sample attribute-map.xml Configuration (for samltest.id)

In order to use the above example for https://samitest.id/, you may also need to modify your attribute-map.xml to support their attributes. Again, a more
complete example is in our "dspace-shibboleth" Docker configurations at https://github.com/DSpace/DSpace/blob/main/dspace/src/main/docker/dspace-
shibboleth/attribute-map.xml
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<Attributes xm ns="urn: mace: shi bbol eth: 2. 0: attribute-map" xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<l-- Custom Attributes specific to samtest.id -->
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 1" id="uid"/>
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 3" id="mail"/>
<Attribute name="urn:oid:2.5.4.4" id="sn"/>

<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 241" i d="di spl ayNanme"/ >
<Attribute name="urn:oid:2.5.4.20" id="tel ephoneNunber"/>

<Attribute name="urn:oid:2.5.4.42" id="givenNanme"/>

<Attribute name="https://sanltest.id/attributes/role" id="role"/>

<l-- In addition to the attribute mappi ng, DSpace expects the follow ng Shibboleth Headers to be set:
- SHI B-NETI D
- SHIB-MAI L
- SHI B- G VENNAME
- SHI B- SURNAMVE
These are set by mapping the respective I1dP attribute (left hand side) to the header attribute (right
hand si de).
-->
<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 1" i d="SHI B-NETID"/ >
<Attribute name="urn:nmace:dir:attribute-def:uid" id="SH B-NETID'/>

<Attribute nane="urn:oid:0.9.2342.19200300. 100. 1. 3" id="SH B- MAI L"/ >
<Attribute name="urn: mace:dir:attribute-def:mail" id="SH B-MAIL"/>

<Attribute name="urn:oid:2.5.4.42" id="SH B-G3 VENNAVE"/ >
<Attribute name="urn: mace:dir:attribute-def:gi venName" id="SH B- G VENNAVE"/ >

<Attribute name="urn:oid:2.5.4.4" id="SH B- SURNAME"/ >
<Attribute name="urn: mace:dir:attribute-def:sn" id="SH B- SURNAME"/ >

</ Attributes>

DSpace Shibboleth Configuration Options

Authentication Methods:

DSpace supports authentication using NetID, or email address. A user's NetID is a unique identifier from the IdP that identifies a particular user. The NetID
can be of almost any form such as a unique integer, string, or with Shibboleth 2.0 you can use "targeted ids". You will need to coordinate with your
shibboleth federation or identity provider. There are three ways to supply identity information to DSpace:

1) NetID from Shibboleth Header (best)

The NetID-based method is superior because users may change their email address with the identity provider. When this happens DSpace will not be able
to associate their new address with their old account.

2) Email address from Shibboleth Header (okay)

In the case where a NetID header is not available or not found DSpace will fall back to identifying a user based-upon their email address.

3) Tomcat's Remote User (worst)

In the event that neither Shibboleth headers are found then as a last resort DSpace will look at Tomcat's remote user field. This is the least attractive
option because Tomcat has no way to supply additional attributes about a user. Because of this the autoregister option is not supported if this method is
used.

Identity Scheme Migration Strategies:

If you are currently using Email based authentication (either 1 or 2) and want to upgrade to NetlD based authentication then there is an easy path. Simply
enable shibboleth to pass the NetID attribute and set the netid-header below to the correct value. When a user attempts to log in to DSpace first DSpace
will look for an EPerson with the passed NetID, however when this fails DSpace will fall back to email based authentication. Then DSpace will update the
user's EPerson account record to set their NetID so all future authentications for this user will be based upon NetID. One thing to note is that DSpace will
prevent an account from switching NetIDs. If an account already has a NetID set and then they try and authenticate with a different NetID the
authentication will fail.

EPerson Metadata:
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One of the primary benefits of using Shibboleth based authentication is receiving additional attributes about users such as their names, telephone
numbers, and possibly their academic department or graduation semester if desired. DSpace treats the first and last name attributes differently because
they (along with email address) are the three pieces of minimal information required to create a new user account. For both first and last name supply
direct mappings to the Shibboleth headers. In additional to the first and last name DSpace supports other metadata fields such as phone, or really anything
you want to store on an eperson object. Beyond the phone field, which is accessible in the user's profile screen, none of these additional metadata fields
will be used by DSpace out-of-the box. However if you develop any local modification you may access these attributes from the EPerson object. The Vireo
ETD workflow system utilizes this to aid students when submitting an ETD.

Role-based Groups:

DSpace is able to place users into pre-defined groups based upon values received from Shibboleth. Using this option you can place all faculty members
into a DSpace group when the correct affiliation's attribute is provided. When DSpace does this they are considered 'special groups', these are really
groups but the user's membership within these groups is not recorded in the database. Each time a user authenticates they are automatically placed within
the pre-defined DSpace group, so if the user loses their affiliation then the next time they login they will no longer be in the group.

Depending upon the shibboleth attributed use in the role-header it may be scoped. Scoped is shibboleth terminology for identifying where an attribute
originated from. For example a students affiliation may be encoded as "student@tamu.edu”. The part after the @ sign is the scope, and the preceding
value is the value. You may use the whole value or only the value or scope. Using this you could generate a role for students and one institution different
than students at another institution. Or if you turn on ignore-scope you could ignore the institution and place all students into one group.

The values extracted (a user may have multiple roles) will be used to look up which groups to place the user into. The groups are defined as "authentication
-shibboleth.role.<role-name>" which is a comma separated list of DSpace groups.

Having issues getting Safari working?

In addition to the below settings, you may need to ensure your Shibboleth IdP is trusted by the DSpace backend by adding it to your r est . cors.
al | owed- ori gi ns configuration. This is required for Safari web browsers to work with DSpace's Shibboleth plugin.

For example, if your IdP is https://samltest.id/, then you need to append that URL to the comma-separated list of "allowed-origins" like:

rest.cors. allowed-origins = ${dspace. ui.url},

https://samtest.id

More information on this configuration can be found in the REST API documentation.

Configuration
File:

Property:

Example Value:
Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:

[ dspace] / confi g/ nbdul es/ aut henti cati on-shi bbol et h. cfg

aut henti cati on-shi bbol et h. | azysessi on

aut henti cati on-shi bbol et h. | azysessi on = true

Whether to use lazy sessions or active sessions. For more DSpace instances, you will likely want to use lazy sessions. Active
sessions will force every user to authenticate via Shibboleth before they can access your DSpace (essentially resulting in a "dark
archive").

aut henti cati on- shi bbol et h. | azysessi on. | ogi nurl

authentication-shibboleth.l azysessi on. | ogi nurl = / Shi bbol et h. sso/ Logi n

The url to start a shibboleth session (only for lazy sessions). Generally this setting will be "/Shibboleth.sso/Login"

aut henti cati on- shi bbol et h. | azysessi on. secure

aut henti cati on-shi bbol et h. | azysessi on. secure = true

Force HTTPS when authenticating (only for lazy sessions). Generally this is recommended to be "true".

aut henti cati on-shi bbol et h. neti d- header

aut henti cati on-shi bbol et h. neti d- header = SHI B- NETI D

The HTTP header where shibboleth will supply a user's NetID. This HTTP header should be specified as an Attribute within your
Shibboleth "attribute-map.xml" configuration file.

aut henti cati on- shi bbol et h. emai | - header

aut hent i cati on- shi bbol et h. emai | - header = SHI B- MAI L

The HTTP header where the shibboleth will supply a user's email address. This HTTP header should be specified as an Attribute
within your Shibboleth "attribute-map.xml" configuration file.

aut henti cati on-shi bbol et h. emai | - use-t ontat - r enot e- user
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Example Value:

Informational
Note:

Property:
Example Value

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

aut henti cati on-shi bbol et h. emai | -use-tontat-renote-user = fal se

Used when a netid or email headers are not available should Shibboleth authentication fall back to using Tomcat's remote user
feature? Generally this is not recommended. See the "Authentication Methods" section above.

aut henti cati on-shi bbol eth.reconvert. attributes

aut henti cati on-shi bbol eth.reconvert.attributes = fal se

Shibboleth attributes are by default UTF-8 encoded. Some servlet container automatically converts the attributes from 1ISO-8859-1
(latin-1) to UTF-8. As the attributes already were UTF-8 encoded it may be necessary to reconvert them. If you set this property
true, DSpace converts all shibboleth attributes retrieved from the servlet container from UTF-8 to ISO-8859-1 and uses the result as
if it were UTF-8. This procedure restores the shibboleth attributes if the servlet container wrongly converted them from 1SO-8859-1
to UTF-8. Set this true, if you notice character encoding problems within shibboleth attributes.

aut henti cati on- shi bbol et h. aut or egi st er

aut henti cati on-shi bbol et h. aut oregi ster = true

Should we allow new users to be registered automatically?

aut henti cati on-shi bbol et h. sword. conpatibility

aut hent i cati on-shi bbol et h. sword. conpatibility = fal se

SWORD compatibility will allow this authentication method to work when using SWORD. SWORD relies on username and password
based authentication and is entirely incapable of supporting shibboleth. This option allows you to authenticate username and
passwords for SWORD sessions with out adding another authentication method onto the stack. You will need to ensure that a user
has a password. One way to do that is to create the user via the create-administrator command line command and then edit their
permissions.

WARNING: If you enable this option while ALSO having "PasswordAuthentication" enabled, then you should ensure that
"PasswordAuthentication” is listed prior to "ShibAuthentication" in your authentication.cfg file. Otherwise, ShibAuthentication will be
used to authenticate all of your users INSTEAD OF PasswordAuthentication.

aut henti cati on-shi bbol et h. fi rst nane- header

aut henti cati on-shi bbol et h. firstname-header = SH B_G VENNAME

The HTTP header where the shibboleth will supply a user's given name. This HTTP header should be specified as an Attribute
within your Shibboleth "attribute-map.xml" configuration file.

aut hent i cati on- shi bbol et h. | ast nane- header

aut henti cati on- shi bbol et h. | ast nane- header = SHI B_SN

The HTTP header where the shibboleth will supply a user's surname. This HTTP header should be specified as an Attribute within
your Shibboleth "attribute-map.xml" configuration file.

aut hent i cati on- shi bbol et h. eper son. net adat a

aut henti cati on-shi bbol et h. eperson. netadata = \
SHI B-t el ephone => phone, \
SH B-cn => c¢n

Additional user attributes mapping, multiple attributes may be stored for each user. The left side is the Shibboleth-based metadata
Header and the right side is the eperson metadata field to map the attribute to.

aut hent i cati on- shi bbol et h. eper son. net adat a. aut ocr eat e

aut hent i cati on-shi bbol et h. eper son. net adat a. aut ocreate = true

If the eperson metadata field is not found, should it be automatically created?

aut henti cati on-shi bbol et h. rol e- header

aut henti cati on-shi bbol et h. rol e- header = SH B_SCOPED_AFFI LI ATI ON

The Shibboleth header holding the user's Shibboleth roles. See the "Role-based Groups" section above for more info.

aut henti cati on-shi bbol et h. rol e- header. i gnor e- scope
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Example Value: aut henti cati on- shi bbol et h. rol e- header. i gnore-scope = true

Informational Whether to ignore roles' scopes (everything after the @ sign for scoped attributes)
Note:
Property: aut henti cati on-shi bbol et h. rol e- header . i gnor e-val ue

Example Value: aut hent i cati on-shi bbol et h. rol e- header . i gnore-val ue = fal se

Informational Whether to ignore roles' values (everything before the @ sign for scoped attributes)
Note:
Property: aut henti cati on-shi bbol eth.role.[affiliation-attribute]

Example Value:
P aut henti cati on-shi bboleth.role.faculty = Faculty, Menber

aut henti cati on-shi bboleth.role.staff = Staff, Menber
aut henti cati on-shi bbol eth. rol e. student = Students, Menber

Informational Mapping of affiliation values to DSpace groups. See the "Role-based Groups" section above for more info.
Note:
Property: aut henti cati on-shi bbol et h. defaul t-rol es

Example Value: aut henti cati on-shi bbol et h. defaul t-rol es = Generi cUser

Informational These roles are assumed if no roles were sent by Shibboleth or there was no header with name matching the value of aut henti ca
Note: tion-shi bbol et h. rol e_header. May be repeated to provide multiple default roles.

LDAP Authentication

Introduction to LDAP specific terminology
If you are unfamiliar with LDAP, the following introduction to some of its terminology might come in handy:

https://stackoverflow.com/questions/18756688/what-are-cn-ou-dc-in-an-ldap-search

Enabling LDAP Authentication

To enable LDAP Authentication, you must ensure the or g. dspace. aut hent i cat e. LDAPAut hent i cati on class is listed as one of the
AuthenticationMethods in the following configuration:

Configuration [dspace] / confi g/ nodul es/ aut henti cation. cfg
File:
Property: pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Example Value: ) . . . .
P pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e.

LDAPAut hent i cati on

Configuring LDAP Authentication

If LDAP is enabled, then new users will be able to register by entering their username and password without being sent the registration token. If users do
not have a username and password, then they can still register and login with just their email address the same way they do now.

If you want to give any special privileges to LDAP users, create a stackable authentication method to automatically put people who have a netid into a
special group. You might also want to give certain email addresses special privileges. Refer to the Custom Authentication Code section below for more
information about how to do this.

Ensure required commas are escaped in LDAP configuration

1
NOTE: As of DSpace 6, commas (,) are now a special character in the Configuration system. As some LDAP configuration may contain commas, you must
be careful to escape any required commas by adding a backslash (\) before each comma, e.g. "\,". The configuration reference for authentication-ldap.cfg
has been updated below with additional examples.

Here is an explanation of each of the different LDAP configuration parameters:
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Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:
Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:
Explanation:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:

[ dspace] / confi g/ nodul es/ aut henti cati on-1dap. cfg

aut henti cati on-| dap. enabl e

aut henti cati on-1dap. enable = fal se

This setting will enable or disable LDAP authentication in DSpace. With the setting off, users will be required to register and login
with their email address. With this setting on, users will be able to login and register with their LDAP user ids and passwords.

aut henti cati on-1 dap. aut or egi ster

aut henti cation-1dap. autoregi ster = true

This will turn LDAP autoregistration on or off. With this on, a new EPerson object will be created for any user who successfully
authenticates against the LDAP server when they first login. With this setting off, the user must first register to get an EPerson
object by entering their [dap username and password and filling out the forms.

aut henti cati on-1 dap. provi der _url

aut henti cati on-1dap. provider_url = Idap://I|dap. nmyu. edu/ o=nyu. edu\, ou=nydept

This is the url to your institution's LDAP server. You may or may not need the /o=myu.edu part at the end. Your server may also
require the Idaps:// protocol. (This field has no default value)

NOTE: As of DSpace 6, commas (,) are now a special character in the Configuration system. Therefore, be careful to escape any
required commas in this configuration by adding a backslash (\) before each comma, e.g. "\,"

aut hentication-ldap.starttls

aut hentication-ldap.starttls = fal se

Should we issue StartTLS after establishing TCP connection in order to initiate an encrypted connection?
Note: This (TLS) is different from LDAPS:

® TLS s a tunnel for plain LDAP and is typically recognized on the same port (standard LDAP port: 389)
® LDAPS is a separate protocol, deprecated in favor of the standard TLS method. (standard LDAPS port: 636)

authentication-ldap.id_field
authentication-ldap.id_field = uid
This is the unique identifier field in the LDAP directory where the username is stored. (This field has no default value)

aut henti cati on-1 dap. obj ect _cont ext

aut henti cati on-1dap. obj ect _context = ou=peopl e\, o=myu. edu

This is the LDAP object context to use when authenticating the user. By default, DSpace will use this value to create the user's DN
in order to attempt to authenticate them. It is appended to the id_field and username. For example ui d=user nane\ , ou=peopl e\,
o=myu. edu. You will need to modify this to match your LDAP configuration. (This field has no default value)

If your users do NOT all exist under a single "object_context" in LDAP, then you should ignore this setting and INSTEAD use the Hie
rarchical LDAP Authentication settings below (especially see "sear ch. user " or "sear ch. anonynous")

NOTE: As of DSpace 6, commas (,) are now a special character in the Configuration system. Therefore, be careful to escape any
required commas in this configuration by adding a backslash (\) before each comma, e.g. "\,"

aut henti cati on-1 dap. sear ch_cont ext

aut henti cati on-1dap. search_context = ou=peopl e

This is the search context used when looking up a user's LDAP object to retrieve their data for autoregistering. With aut or egi st er
=t r ue, when a user authenticates without an EPerson object we search the LDAP directory to get their name (i d_f i el d) and
email address (enmi | _fi el d) so that we can create one for them. So after we have authenticated against uid=username,
ou=people,o=byu.edu we now search in ou=people for filtering on [uid=username]. Often the sear ch_cont ext is the same as the
obj ect _cont ext parameter. But again this depends on your LDAP server configuration. (This field has no default value, and it
MUST be specified when either sear ch. anonynous=t r ue or sear ch. user is specified)

NOTE: As of DSpace 6, commas (,) are now a special character in the Configuration system. Therefore, be careful to escape any
required commas in this configuration by adding a backslash (\) before each comma, e.g. "\,"

aut hentication-1dap.email _field
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Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

aut hentication-1dap.email _field = mail

This is the LDAP object field where the user's email address is stored. "mail” is the most common for LDAP servers. (This field has
no default value)

If the "email_field" is unspecified, or the user has no email address in LDAP, his/her username (id_field value) will be saved as the
email in DSpace (or appended to net i d_enai | _domai n, when specified)

aut henti cation-1dap. neti d_enuil _domain

aut henti cation-1dap. neti d_enmail _domai n = @xanpl e. com

If your LDAP server does not hold an email address for a user (i.e. no enmai | _f i el d), you can use the following field to specify
your email domain. This value is appended to the netid (i d_f i el d) in order to make an email address (which is then stored in the
DSpace EPerson). For example, a netid of 'user' and net i d_enmai | _domai n as @xanpl e. comwould set the email of the user to
be user@example.com

Please note: this field will only be used if "emai | _fi el d"is unspecified OR the user in question has no email address stored in
LDAP. If both "enmi | _fi el d"and "neti d_emai | _donai n" are unspecified, then the "i d_f i el d" will be used as the email

address.

aut henti cati on-1dap. surnane_field

aut hentication-1dap. surnane_field = sn

This is the LDAP object field where the user's last name is stored. "sn" is the most common for LDAP servers. If the field is not
found the field will be left blank in the new eperson object. (This field has no default value)

aut henti cati on-1 dap. gi vennane_field

aut henti cati on-1 dap. gi vennane_field = gi venNane

This is the LDAP object field where the user's given names are stored. I'm not sure how common the givenName field is in different
LDAP instances. If the field is not found the field will be left blank in the new eperson object. (This field has no default value)

aut henti cati on-1 dap. phone_field

aut henti cati on-1dap. phone_field = tel ephoneNunber

This is the field where the user's phone number is stored in the LDAP directory. If the field is not found the field will be left blank in
the new eperson object. (This field has no default value)

aut henti cati on-1 dap. | ogi n. speci al group

aut henti cation-1dap. | ogi n. speci al group = group-nane

If specified, all user sessions successfully logged in via LDAP will automatically become members of this DSpace Group (for the
remainder of their current, logged in session). This DSpace Group must already exist (it will not be automatically created).

This is useful if you want a DSpace Group made up of all internal authenticated users. This DSpace Group can then be used to
bestow special permissions on any users who have authenticated via LDAP (e.g. you could allow anyone authenticated via LDAP to
view special, on campus only collections or similar)

| ogi n. gr oupmap. *

aut henti cation-1dap.|ogin.groupmap.1 = ou=Students: ALL_STUDENTS
aut henti cati on-1dap. | ogi n. groupmap. 2 = ou=Enpl oyees: ALL_EMPLOYEES
aut henti cati on-1dap. | ogi n. groupmap. 3 = ou=Facul ty: ALL_FACULTY

The left part of the value (before the ":") must correspond to a portion of a user's DN (unless "l ogi n. group. attri bute"is
specified..please see below). The right part of the value corresponds to the name of an existing DSpace group.

For example, if the authenticated user's DN in LDAP is in the following form:

cn=j doe, OU=St udent s, OU=User s, dc=exanpl e, dc=edu

that user would get assigned to the ALL_STUDENTS DSpace group for the remainder of their current session.
However, if that same user later graduates and is employed by the university, their DN in LDAP may change to:
cn=j doe, OU=Enpl oyees, OU=User s, dc=exanpl e, dc=edu

Upon logging into DSpace after that DN change, the authenticated user would now be assigned to the ALL_EMPLOYEES DSpace
group for the remainder of their current session.

Note: This option can be used independently from the login.specialgroup option, which will put all LDAP users into a single DSpace
group. Both options may be used together.
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Property: aut henti cation-|dap.| ogin. groupmap. attribute
Example Value: aut henti cation-1dap.| ogin. groupmap. attribute = group

Informational The value of the "aut hent i cati on-1 dap. | ogi n. gr oupmap. at t ri but e" should specify the name of a single LDAP attribute. If
Note: this property is uncommented, it changes the meaning of the left part of "aut hent i cati on- | dap. | ogi n. gr oupnap. *" (see
above) as follows:

® |f the authenticated user has this LDAP attribute, look up the value of this LDAP attribute in the left part (before the ":") of the au
thentication-1dap. | ogin. groupnap. * value

® [f that LDAP value is found in any "aut henti cati on-1 dap. | ogi n. gr ouprap. * " field, assign this authenticated user to the
DSpace Group specified by the right part (after the ":") of the aut hent i cati on- | dap. | ogi n. gr oupmap. * value.

For example:

® aut hentication-Idap.|ogin.groupmap.attribute = group
® authentication-Idap. | ogin.groupmap.1 = mat hemati cs: Mat hemati cs_G oup

The above would ensure that any authenticated users where their LDAP "group" attribute equals "mathematics" would be added to
the DSpace Group named "Mathematics_Group" for the remainder of their current session. However, if that same user logged in
later with a new LDAP "group" value of "computer science", he/she would no longer be a member of the "Mathematics_Group" in
DSpace.

Debugging LDAP connection and configuration

As every LDAP is different, configuring your DSpace to communicate with your LDAP can sometimes be a challenge. We recommend using third-party
LDAP tools to test your LDAP connection / username / password, and perform sample searches to better understand what information is being returned
from your local LDAP. This will help ensure that LDAP configuration goes more smoothly.

One example of such an LDAP tool is the | dapsear ch commandline tool available in most Linux operating systems (e.g. in Debian / Ubuntu it's available
in the "ldap-utils" package). Below are some example Idapsearch commands that can be used to determine (and/or debug) specific configurations in your
aut henti cati on-1dap. cf g. Inthe below examples, we've used the names of specific DSpace configurations as placeholders (in square brackets).

# Basi ¢ anonynous connection (for VERBOSE, add -v)
| dapsearch -x -H [provider_url]

# Debug a connection error (add -d-1)

# If you are connecting to an LDAPS URL and see connection errors (e.g. "peer cert untrusted or revoked")
# then see bel ow note about "SSL Connection Errors"

| dapsearch -x -H [provider_url] -d-1

# Attenpt to connect to [provider_url] as [search.user] (wll pronpt for search.user's password)

# This doesn't actually performa query, just ensures that authentication is working

# NOTE: "search.user" is USUALLY either the full user DN (e.g. "cn=dspaceadnin, ou=peopl e, o=nyu. edu")

# or "DOVAI N\ USERNAMVE" (e.g. "MYW DSpaceUser"). The latter is nore likely with Wndows Active Directory
| dapsearch -x -H [provider_url] -D [search.user] -W

# Attenpt to list the first 100 users in a given [search_context], returning the "cn", "mail" and "sn" fields
for each
| dapsearch -x -H [provider_url] -D [search.user] -W-b [search_context] -z 100 cn mail sn

# Attenpt to find the first 100 users whose [id_field] starts with the letter "t", returning the [id_field],
"cn", "mail" and "sn" fields for each

| dapsearch -x -H [provider_url] -D [search.user] -W-b [search_context] -z 100 -s sub "([id_field]=t*)"
[id_field] cn mail sn

SSL Connection Errors: If you are using Idapsearch with an LDAPS connection (secure connection), you may receive "peer cert untrusted or revoked"
errors if the LDAP SSL certificate is self-signed. You can temporarily tell LDAP to accept any security certificate by setting TLS_REQCERT al | owin your
Idapsearch's | dap. conf file. Be sure to remove this setting however after you are done testing!

# FOR TESTING ONLY! This setting disables the check for a valid LDAP Server security certificate,
# which is considered a security issue for production LDAP setups. Setting this to "allow' tells
# the LDAP client to accept any security certificates that it cannot verify or validate.
TLS_REQCERT al | ow

More information on this SSL workaround can be found at:
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® http://www.bind9.net/manual/openldap/2.3/tls.html
® http://muzso.hu/2012/03/29/how-to-configure-ssl-aka.-ldaps-for-libnss-ldap-auth-client-config-in-ubuntu

Enabling Hierarchical LDAP Authentication
Please note, that DSpace doesn't contain the LDAPHi er ar chi cal Aut henti cati on class anymore. This functionality is now supported by LDAPAut hen
tifcak i on, which uses the same configuration options.

If your users are spread out across a hierarchical tree on your LDAP server, you may wish to have DSpace search for the user name in your tree. Here's

how it works:

arwnE

DSpace gets the user name from the login form

DSpace binds to LDAP as an administrative user with right to search in DNs (LDAP may be configured to allow anonymous users to search)
DSpace searches for the user name as within DNs (username is a part of full DN)

DSpace binds with the found full DN and password from login form

DSpace logs user in if LDAP reports successful authentication; refuses login otherwise

Configuring Hierarchical LDAP Authentication

Hierarchical LDAP Authentication shares all the above standard LDAP configurations, but has some additional settings.

You can optionally specify the search scope. If anonymous access is not enabled on your LDAP server, you will need to specify the full DN and password
of a user that is allowed to bind in order to search for the users.

Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:
Property:

Example Value:

Informational
Note:

[dspace]/ confi g/ nodul es/ aut henti cati on-1dap.cfg

aut henti cati on-1dap. search_scope

aut henti cati on-1dap. search_scope = 2

This is the search scope value for the LDAP search during autoregistering (aut or egi st er =t r ue). This will depend on your LDAP
server setup, and is only really necessary if your users are spread out across a hierarchical tree on your LDAP server. This value
must be one of the following integers corresponding to the following values:

obj ect scope : 0

one |evel scope : 1

subtree scope : 2

Please note that "sear ch_cont ext " in the LDAP configurations must also be specified.

aut henti cati on-1 dap. sear ch. anonynous

aut henti cati on-1 dap. search. anonynous = true

If true, DSpace will anonymously search LDAP (in the "sear ch_cont ext ") for the DN of the user trying to login to DSpace. This
setting is "false" by default. By default, DSpace will either use "sear ch. user " to authenticate for the LDAP search (if search.user is

specified), or will use the "obj ect _cont ext " value to create the user's DN.

aut henti cati on-1 dap. search. user
aut henti cati on-1dap. sear ch. passwor d

aut henti cati on-1 dap. search. user = cn=adm n\, ou=peopl e\, o=nyu. edu
aut henti cati on-1dap. search. password = password

The full DN and password of a user allowed to connect to the LDAP server and search (in the "sear ch_cont ext ") for the DN of
the user trying to login. By default, if unspecified, DSpace will either search LDAP anonymously for the user's DN (when sear ch.
anonynous=t r ue), or will use the "obj ect _cont ext " value to create the user's DN.

NOTE: As of DSpace 6, commas (,) are now a special character in the Configuration system. Therefore, be careful to escape any
required commas in this configuration by adding a backslash (\) before each comma, e.g. "\,"

ORCID Authentication

Enabling ORCID Authentication
Enabling ORCID Authentication requires also enabling Configurable Entities and Researcher Profiles

To enable ORCID Authentication, see the documentation for enabling the ORCID Integration. You do not need to enable ORCID synchronization, but you
currently must enable Researcher Profiles and Configurable Entities.

IP Authentication

Enabling IP Authentication

To enable IP Authentication, you must ensure the or g. dspace. aut henti cat e. | PAut hent i cati on class is listed as one of the
AuthenticationMethods in the following configuration:
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Configuration [dspace] / confi g/ nodul es/ aut henti cation. cfg
File:

Property: pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Example Value: . . . . .
P pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e.

| PAut henti cati on

Configuring IP Authentication
Configuration File: [dspace] / confi g/ nmodul es/ aut henti cati on-ip.cfg

Once enabled, you are then able to map DSpace groups to IP addresses in aut henti cati on-i p. cf g by setting i p. GROUPNAMVE = i pr ange[,
iprange ...],e.0:

aut hentication-ip. M_UNIVERSITY = 10.1.2.3, \ # Full IP
13.5, \ # Partial |IP

11.3.4.5/24, \ # with CIDR

12.7.8.9/255.255.128.0, \ # W th netnask

2001: 18e8:: 32 # 1 Pv6 too

Negative matches can be set by prepending the entry with a -". For example if you want to include all of a class B network except for users of a contained
class ¢ network, you could use: 111.222,-111.222.333.

Notes:
® |f the Groupname contains blanks you must escape the spaces, e.g. "Department\ of\ Statistics"

® |f your DSpace installation is hidden behind a web proxy, remember to set the usePr oxi es configuration option within the 'Logging' section of ds
pace. cf g to use the IP address of the user rather than the IP address of the proxy server.

X.509 Certificate Authentication

Enabling X.509 Certificate Authentication

The X.509 authentication method uses an X.509 certificate sent by the client to establish his/her identity. It requires the client to have a personal Web
certificate installed on their browser (or other client software) which is issued by a Certifying Authority (CA) recognized by the web server.

1. See the HTTPS installation instructions to configure your Web server. If you are using HTTPS with Tomcat, note that the <Connect or > tag must
include the attribute cl i ent Aut h="t rue" so the server requests a personal Web certificate from the client.

2. Add the or g. dspace. aut henti cat e. X509Aut hent i cati on plugin fi r st to the list of stackable authentication methods in the value of the
configuration key pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Configuration [dspace] / confi g/ nmodul es/ aut henti cation. cfg
File:
Property: pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod

Example Value: . . . . .
P pl ugi n. sequence. or g. dspace. aut hent i cat e. Aut henti cati onMet hod = org. dspace. aut henti cate.

X509Aut henti cati on
pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cate.
Passwor dAut hent i cati on

Configuring X.509 Certificate Authentication
Configuration File: [ dspace] / confi g/ nodul es/ aut henti cati on-x509. cf g

1. You must also configure DSpace with the same CA certificates as the web server, so it can accept and interpret the clients' certificates. It can
share the same keystore file as the web server, or a separate one, or a CA certificate in a file by itself. Configure it by oneof these methods, either
the Java keystore
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aut henti cati on-x509. keystore.path = path to Java keystore file
aut henti cati on-x509. keyst ore. password = password to access the keystore

...or the separate CA certificate file (in PEM or DER format):

aut hentication-x509.ca.cert = path to certificate file for CA whose client certs to accept.

2. Choose whether to enable auto-registration: If you want users who authenticate successfully to be automatically registered as new E-Persons if
they are not already, set the aut or egi st er configuration property to t r ue. This lets you automatically accept all users with valid personal
certificates. The default is f al se.

TODO: document the remaining authentication-x509.* properties

Example of a Custom Authentication Method

Also included in the source is an implementation of an authentication method used at MIT, edu.mit.dspace.MITSpecialGroup. This does not actually
authenticate a user, it only adds the current user session to a special (dynamic) group called 'MIT Users' (which must be present in the system!). This
allows us to create authorization policies for MIT users without having to manually maintain membership of the MIT users group.

By keeping this code in a separate method, we can customize the authentication process for MIT by simply adding it to the stack in the DSpace
configuration. None of the code has to be touched.

You can create your own custom authentication method and add it to the stack. Use the most similar existing method as a model, e.g. or g. dspace.

aut hent i cat e. Passwor dAut hent i cat i on for an "explicit* method (with credentials entered interactively) or or g. dspace. aut henti cat e.
X509Aut hent i cat i on for an implicit method.
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Bulk Access Management

The Bulk Access Management will let administrators edit massively the access conditions of Metadata and Bitstreams on selected objects.
Usage:

® When logged as Administrator, it is possible to change the access condition to Metadata and Bitstreams on items by following the path:
"Management > Access Control > Bulk Access Management".

® Community or Collection Administrators may also use this tool from the "Access Control" tab of the "Edit Community", "Edit Collection" or "Edit
Item" page. In this scope, the tool will only perform changes within the selected Community/Collection/Item.

Aanagement

i

£y rundithe Lt e hdk goma

Communities & Collections Al of DSpace Q@ O-
spacE

Home e Bulk Access Management

Step 1: Select Objects

Filters Search Results
Now showing 1 - 10 of 185943
Author +
 item | Metadata only |
Subject + The near ultra-violet photolysis of alkyl nitrites
No Thumbnail (University of Aberdeen) Mackay, Monica
Date + Available
Has files +
D e

In the second box (Step 2) the administrator will choose if change the access conditions on Metadata, or on Bitstreams or both.
The actions that can be performed are:

® Replacing the existent access conditions
® Add new conditions to the existing ones
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Step 2: Operation to Perform

ltem's Metadata @ Bitstreams

Mode O Replace access conditions
® Add to existing ones

Access conditions Mode Replace access conditions
Add to existing ones
Access condition type

administrator v ‘ ] ‘
Choose an access condition to apply to selected objects, .
Access conditions
Access condition type Access condition type
Choose an access condition to apply to selected objects. Choose an access condition to apply to selected objects.

=+ Add more + Add

If there is no previous access condition defined, a warning box will appear.

Step 2: Operation to Perform

Item's Metadata Bitstreams @
Mode Replace access conditions Mode @® Replace access conditions
Add to existing ones O Add to existing ones
Access conditions Access conditions
Access condition type Currently, no access conditions are specified below. If
executed, this will replace the current access conditions with
administrator v
the default access conditions inherited from the owning
Choose an access condition to apply to sele collection.
Access condition type Access condition type
Choose an access condition to apply to selected objects.
openaccess
administrator
+A r embargo

lease

The access conditions that can be chosen by default are:
® Openaccess
® Administrator
®* Embargo
® Lease

When done, click Execute. The process will start. If it succeeded, the process page and a success message will show.
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Communities & Collections All of DSpace ~

SPACE °

Home » Processes Overview s 622 - bulk-access-control

Success

The process was successfully created

Process: 622 - bulk-access-control

Script

bulk-access-control

Arguments

~f data json
U 192b8194-1191-4937-924-cc513f19d8bd

Output Files
datajson(220 B)

bulk-access-control622.log(162 B)

Start time
2023-06-19 11:06:04 GMT+00:00

Finish time

At the moment, DSpace supports a single feature configuration defined by the defaultBulkAccessConditionConfiguration, in which are specified the access
conditions available for the ltem’s and the Bitstream’s Metadata.

The access conditions listed in the dropdown menu are set by default as Openaccess, Administrator, Embargo, and Lease.

They can be edited by changing and adding options in the code:

<bean i d="def aul t Bul kAccessCondi ti onConfi guration"
cl ass="org. dspace. app. bul kaccesscontrol . nodel . Bul kAccessCondi ti onConfi gurati on">
<property name="nane" val ue="default"/>
<property name="itemAccessConditi onOptions">
<list>
<ref bean="openAccess"/>
<ref bean="adm nistrator"/>
<ref bean="enbargoed" />
<ref bean="|ease"/>
</list>
</ property>
<property nanme="bitstreamccessConditi onOptions">
<list>
<ref bean="openAccess"/>
<ref bean="adm nistrator"/>
<ref bean="enbargoed" />
<ref bean="|ease"/>
</list>
</ property>
</ bean>

<bean i d="bul kAccessCondi ti onConfi gurationService"
cl ass="org. dspace. app. bul kaccesscontrol . servi ce. Bul kAccessCondi ti onConfi gurati onServi ce">
<property name="bul kAccessCondi ti onConfi gurations">
<list>
<ref bean="def aul t Bul kAccessCondi ti onConfi guration"/>
</list>
</ property>
</ bean>

Please refer to this page for further information: https:/github.com/DSpace/DSpace/blob/main/dspace/config/spring/api/access-conditions.xml#L78-1.106
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Embargo

1 What is an Embargo?
2 DSpace Embargo Functionality
2.1 Managing Embargoes on existing ltems
3 Configuring and using Embargo in DSpace Submission User Interface
3.1 Enabling ltem-level Embargo
3.2 Configuring Embargo / Access Restriction options
3.3 Private/Public (or Non-Discoverable/Discoverable) Item
3.4 Pre-3.0 Embargo Migration Routine
4 Technical Specifications
4.1 Introduction
4.2 ResourcePolicy
4.3 Item
4.4 Item.inheritCollectionDefaultPolicies(Collection c)
4.5 AuthorizeService
4.6 Withdraw Item
4.7 Reinstate ltem
4.8 Pre-DSpace 3.0 Embargo Compatibility
5 Creating Embargoes via Metadata
5.1 Introduction
5.2 Setting Embargo terms via metadata
5.2.1 Terms assignment
5.2.2 Terms interpretation/imposition
5.2.3 Embargo period
5.3 Configuration of metadata fields
5.4 Operation
5.5 Extending embargo functionality
5.5.1 Setter
5.5.2 Lifter

What is an Embargo?

An embargo is a temporary access restriction placed on metadata or bitstreams (i.e. files). Its scope or duration may vary, but the fact that it eventually
expires is what distinguishes it from other content restrictions. For example, it is not unusual for content destined for DSpace to come with permanent
restrictions on use or access based on license-driven or other IP-based requirements that limit access to institutionally affiliated users. Restrictions such as
these are imposed and managed using standard administrative tools in DSpace, typically by attaching specific access policies (aka "resource policies") to
Items, Collections, Bitstreams, etc.

Embargo functionality was originally introduced as part of DSpace 1.6, enabling embargoes on the level of items that applied to all bitstreams included in

the item. Since DSpace 3.0, this functionality has been extended to the Submission User Interface, enabling embargoes on the level of individual
bitstreams.

DSpace Embargo Functionality

Embargoes can be applied per item (including metadata) and per bitstream (i.e. file). The item level embargo will be the default for every bitstream,
although it could be customized at bitstream level.

When an embargo is set on either an item level or a bitstream level, a new ResourcePolicy (i.e. access policy) is added to the corresponding Item or
Bitstream. This ResourcePolicy will automatically control the lifting of the embargo (when the embargo date passes). An embargo lift date is
generally stored as the "start date" of such a policy. Essentially, this means that the access rights defined in the policy do not get applied until after that
date passes (and prior to that date, the access rights will default to Admin only).

The scheduled, manual "embargo-lifter" commands (used prior to DSpace 3) are no longer necessary and not recommended to run.

Managing Embargoes on existing Items

Administrators are able to change the lift date of any embargo by editing the authorization policy (ResourcePolicy) on the object. These authorization
policies can be managed from the Edit Item screen by clicking on "Authorizations".

®* To add an embargo, edit the appropriate policy and set a "start date". To add an full Item embargo (including metadata), edit the ltem policy. To
embargo individual bitstreams, edit the appropriate Bitstream policy.

® To remove an embargo, edit the appropriate policy, and clear out the "start date".

® To change an embargo, edit the appropriate policy, and change the "start date" to a new date.

Changes to the embargo should take effect immediately. However, as Administrators have full access to embargoed items, you may need to log out first.
After logging out, you will be subject to the embargo.

Configuring and using Embargo in DSpace Submission User Interface
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Available in DSpace 7.2 and above
In DSpace 7.2 and above, both Item-level embargoes and bitstream (file) level embargoes are supported in the Submission user interface.

In DSpace 7.1 and 7.0, the Submission user interface only supported embargoes on specified bitstreams (files). However, item-level embargoes could be
added after submissions were accepted using the "Manage Embargoes on existing Items" approach described above.

Enabling Iltem-level Embargo

While Bitstream-level embargoes are enabled by default, Item-level embargoes currently are not. However, enabling them is easy. Simply update your i t
em submi ssi on. xnl to include this tag in your <submission-process>:

<submi ssi on- process nane="traditional ">

<I-- This step enabl es enbargoes and other access restrictions at the Itemlevel -->
<step id="itemAccessConditions"/>
</ subm ssi on- process>

After making this update, you will need to restart your backend (REST API) for the changes to take effect.

Configuring Embargo / Access Restriction options

Starting in DSpace 7, embargo (and lease) settings are configurable via a Spring Bean configuration file [ dspace] / confi g/ spri ng/ api / access-
condi tions. xm

For detailed information on configuring your Embargo options (and other related options like lease or restrict to a particular group of users), see the Submis
sion User Interface documentation. Specifically these two sections:

® For Bitstream embargo / access options, see the section on "Configuring the File Upload step” of the Submission User Interface
® For Item embargo / access options, see the section on "Configuring the Item Access Conditions step” of the Submission User Interface

Private/Public (or Non-Discoverable/Discoverable) ltem

It is also possible to adjust the Private/Public (or Non-Discoverable/Discoverable) state of an item after it has been archived in the repository. This can be
achieved from either the "Admin Search" (/fadmin/search), or from the "Status" tab under "Edit Item".

Private (or non-Discoverable) items are not retrievable through the DSpace search, browse or Discovery indexes. However, they are accessible via a
direct link. It is possible to create a publicly accessible, non-discoverable item...in which case it can only be shared via a direct link. But, once anyone has
that link, it is available anonymously.

Therefore, an "Admin Search" option is provided, which allows you to search across all items, including private or withdrawn items. You can also filter your
results to display only private items.

Pre-3.0 Embargo Migration Routine

If you have just upgraded from a DSpace 1.x.x version, any embargoes that are currently “in effect" will need to be migrated into ResourcePolicies. Prior to
3.0, embargoes in DSpace were managed entirely in metadata fields (and required running a scheduled "embargo-lifter" command). However, DSpace
now stores all embargo information directly on ResourcePolicies (i.e. "access policies"). These ResourcePolicies automatically "lift" an embargo after the
embargo date passes.

In order to migrate old embargoes into ResourcePolicies, a migration routine has been developed. Please note that this migration routine should only
need to be run ONCE (immediately after an upgrade from 1.x.x to a more recent version of DSpace). After that point, any newly defined embargoes will
automatically be stored on ResourcePolicies.

To execute it, run the following command:

[dspace] / bi n/ dspace mi grate-enbargo -a

Technical Specifications

Introduction

The following sections illustrate the technical changes that have been made to the back-end to add the new Advanced Embargo functionality.

ResourcePolicy
When an embargo is set at item level or bitstream level, a new ResourcePolicy will be added.

Three new attributes have been introduced in the ResourcePolicy class:
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® rpname: resource policy name
® rptype: resource policy type
® rpdescription: resource policy description

While rpname and rpdescription are fields manageable by users, the rptype is managed by DSpace itself. It represents a type that a resource policy can
assume, among the following:

TYPE_SUBMISSION: all the policies added automatically during the submission process
TYPE_WORKFLOW: all the policies added automatically during the workflow stage

TYPE_CUSTOM: all the custom policies added by users

L]
L]
L]
* TYPE_INHERITED: all the policies inherited from the enclosing object (for Item, a Collection; for Bitstream, an ltem).

Here is an example of all information contained in a single policy record:

policy_id: 4847
resource_type_id: 2
resource_id: 89
action_id: O

eperson_i d:
epersongroup_id: O
start_date: 2013-01-01
end_dat e:

rpname: Enbargo Policy
rpdescription: Enbargoed through 2012
rptype: TYPE_CUSTOM

ltem
To manage Private/Public state a new boolean attribute has been added to the Item:
® isDiscoverable

When an Item is private, the attribute will assume the value false.

Item.inheritCollectionDefaultPolicies(Collection c)

This method has been adjusted to leave custom policies, added by the users, in place and add the default collection policies only if there are no custom
policies.

AuthorizeService

Some methods have been changed on AuthorizeService to manage the new fields and some convenience methods have been introduced:
public static List<ResourcePolicy> findPoliciesByDSOAndType( Context c, DSpaceCbject o, String type);
public static void renpveAl | Polici esByDSOAndTypeNot Equal sTo( Cont ext c, DSpaceCbject o, String type);
public static bool ean i sAnldentical PolicyAl readyl nPl ace(Context c, DSpaceOhject o, ResourcePolicy rp);

public static ResourcePolicy createO MdifyPolicy(ResourcePolicy policy, Context context, String nane, int
i dG oup, EPerson ePerson, Date enbargoDate, int action, String reason, DSpaceObject dso);

Withdraw Item

The feature to withdraw an item from the repository has been modified to keep all the custom policies in place.

Reinstate Item

The feature to reinstate an item in the repository has been modified to preserve existing custom policies.

Pre-DSpace 3.0 Embargo Compatibility

The Pre-DSpace 3.0 embargo functionality (see below) has been modified to adjust the policies setter and lifter. These classes now also set the dates
within the policy objects themselves in addition to setting the date in the item metadata.

Creating Embargoes via Metadata

Introduction
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Prior to DSpace 3.0, all DSpace embargoes were stored as metadata. While embargoes are no longer stored permanently in metadata fields (they are
now stored on ResourcePolicies, i.e. access policies), embargoes can still be initialized via metadata fields.

This ability to create/initialize embargoes via metadata is extremely powerful if you wish to submit embargoed content via electronic means (such as Importi
ng Items via Simple Archive Format, SWORDv1, SWORDvV2, etc).

Setting Embargo terms via metadata

Functionally, the embargo system allows you to attach "terms" to an item before it is placed into the repository, which express how the embargo should be
applied. What do we mean by "terms" here? They are really any expression that the system is capable of turning into (1) the time the embargo expires,
and (2) a concrete set of access restrictions. Some examples:

"2020-09-12" - an absolute date (i.e. the date embargo will be lifted)

"6 months" - a time relative to when the item is accessioned

"forever" - an indefinite, or open-ended embargo

"local only until 2015" - both a time and an exception (public has no access until 2015, local users OK immediately)
"Nature Publishing Group standard" - look-up to a policy somewhere (typically 6 months)

These terms are interpreted by the embargo system to yield a specific date on which the embargo can be removed (or "lifted"), and a specific set of access
policies. Obviously, some terms are easier to interpret than others (the absolute date really requires none at all), and the default embargo logic
understands only the most basic terms (the first and third examples above). But as we will see below, the embargo system provides you with the ability to
add your own interpreters to cope with any terms expressions you wish to have. This date that is the result of the interpretation is stored with the item. The
embargo system detects when that date has passed, and removes the embargo ("lifts it"), so the item bitstreams become available. Here is a more
detailed life-cycle for an embargoed item:

Terms assignment

The first step in placing an embargo on an item is to attach (assign) "terms" to it. If these terms are missing, no embargo will be imposed. As we will see
below, terms are carried in a configurable DSpace metadata field, so assigning terms just means assigning a value to a metadata field. This can be done
in a web submission user interface form, in a SWORD deposit package, a batch import, etc. - anywhere metadata is passed to DSpace. The terms are not
immediately acted upon, and may be revised, corrected, removed, etc, up until the next stage of the life-cycle. Thus a submitter could enter one value, and
a collection editor replace it, and only the last value will be used. Since metadata fields are multivalued, theoretically there can be multiple terms values,
but in the default implementation only one is recognized.

Terms interpretation/imposition

In DSpace terminology, when an Item has exited the last of any workflow steps (or if none have been defined for it), it is said to be "installed" into the
repository. At this precise time, the interpretation of the terms occurs, and a computed "lift date" is assigned, and recorded as part of the ResourcePolicy
(aka policy) of the Item. Once the lift date has been assigned to the ResourcePolicy, the metadata field which defined the embargo is cleared. From that
point forward, all embargo information is controlled/defined by the ResourcePolicy.

It is important to understand that this interpretation happens only once, (just like the installation). Therefore, updating/changing an embargo cannot be
done via metadata fields. Instead, all embargo updates must be made to the ResourcePolicies themselves (e.g. ResourcePolicies can be managed from
the Admin Ul in the Edit Item screens).

Also note that since these policy changes occur before installation, there is no time during which embargoed content is "exposed" (accessible by non-

administrators). The terms interpretation and imposition together are called "setting" the embargo, and the component that performs them both is called the
embargo "setter".

Embargo period

After an embargoed item has been installed, the policy restrictions remain in effect until the embargo date passes. Once the embargo date passes, the
policy restrictions are automatically lifted. An embargo lift date is generally stored as the "start date" of a policy. Essentially, this means that the policy
does not get applied until after that date passes (and prior to that date, the object defaults to Admin only access).

Administrators are able to change the lift date of the embargo by editing the policy (ResourcePolicy). These policies can be managed from the Edit Item
screens.

Configuration of metadata fields

DSpace embargoes utilize standard metadata fields to hold both the "terms" and the "lift date”. Which fields you use are configurable, and no specific
metadata element is dedicated or pre-defined for use in embargo. Rather, you must specify exactly what field you want the embargo system to examine
when it needs to find the terms or assign the lift date.

The properties that specify these assignments live in dspace.cfg:

# DC metadata field to hold the user-supplied enbargo ternms
enbargo. field.terns = SCHEMA. ELEMENT. QUALI FI ER

# DC netadata field to hold conputed "lift date" of embargo
enbargo.field.lift = SCHEMA. ELEMENT. QUALI FI ER
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You replace the placeholder values with real metadata field names. If you only need the "default" embargo behavior - which essentially accepts only
absolute dates as "terms" - this is the only configuration required, except as noted below.

There is also a property for the special date of "forever":

# string in terns field to indicate indefinite enbargo
enbar go. terns. open = forever

which you may change to suit linguistic or other preference.

You are free to use existing metadata fields, or create new fields. If you choose the latter, you must understand that the embargo system does not create
or configure these fields: i.e. you must follow all the standard documented procedures for actually creating them (i.e. adding them to the metadata registry,
or to display templates, etc) - this does not happen automatically. Likewise, if you want the field for "terms" to appear in submission screens and workflows,
you must follow the documented procedure for configurable submission (basically, this means adding the field to submission-forms.xml). The flexibility of
metadata configuration makes if easy for you to restrict embargoes to specific collections, since configurable submission can be defined per collection.

Key recommendations:

1. Use a local metadata schema. Breaking compliance with the standard Dublin Core in the default metadata registry can create a problem for the
portability of data to/from of your repository.

2. If using existing metadata fields, avoid any that are automatically managed by DSpace. For example, fields like "date.issued" or "date.
accessioned" are normally automatically assigned, and thus must not be recruited for embargo use.

3. Do not place the field for "lift date" in submission screens. This can potentially confuse submitters because they may feel that they can directly
assign values to it. As noted in the life-cycle above, this is erroneous: the lift date gets assigned by the embargo system based on the terms. Any
pre-existing value will be over-written. But see next recommendation for an exception.

4. As the life-cycle discussion above makes clear, after the terms are applied, that field is no longer actionable in the embargo system. Conversely,
the "lift date" field is not actionable until the application. Thus you may want to consider configuring both the "terms" and "lift date" to use the
same metadata field. In this way, during workflow you would see only the terms, and after item installation, only the lift date. If you wish the
metadata to retain the terms for any reason, use 2 distinct fields instead.

Operation

After the fields defined for terms and lift date have been assigned in dspace.cfg, and created and configured wherever they will be used, you can begin to
embargo items simply by entering data (dates, if using the default setter) in the terms field. They will automatically be embargoed as they exit workflow,
and that the computed lift date will be stored on the ResourcePolicy

Extending embargo functionality

The embargo system supplies a default "interpreter/imposition” class (the "Setter") .

Setter

The default setter recognizes only two expressions of terms: either a literal, non-relative date in the fixed format "yyyy-mm-dd" (known as ISO 8601), or a
special string used for open-ended embargo (the default configured value for this is "forever", but this can be changed in dspace.cfg to "toujours”,
"unendlich", etc). It will perform a minimal sanity check that the date is not in the past. Similarly, the default setter will only remove all read policies as noted
above, rather than applying more nuanced rules (e.g allow access to certain IP groups, deny the rest). Fortunately, the setter class itself is configurable
and you can "plug in" any behavior you like, provided it is written in java and conforms to the setter interface. The dspace.cfg property:

# i npl enmentation of embargo setter plugin - replace with local inplenentation if applicable
pl ugi n. si ngl e. or g. dspace. enbar go. EnbargoSetter = org. dspace. enbar go. Def aul t Enbar goSet t er

controls which setter to use.

Lifter

DEPRECATED: The Lifter is no longer used in the DSpace API, and is not recommended to utilize. Embargo lift dates are now stored on ResourcePolicies
andj] as such, are "lifted" automatically when the embargo date passes. Manually running a "lifter" may bypass this automatic functionality and result in
unexpected results.

The default lifter behavior as described above - essentially applying the collection policy rules to the item - might also not be sufficient for all purposes. It
also can be replaced with another class:

i npl ement ation of embargo lifter plugin - - replace with local inplenmentation if applicable
pl ugi n. si ngl e. org. dspace. enbar go. Enbar goLi fter = org. dspace. enbar go. Def aul t Enbar goLi fter
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Pre-3.0 Embargo Lifter Commands

DEPRECATED - Not recommended to use

1
The old "embargo-lifter" command is no longer necessary to run. All Embargoes in DSpace are now stored on ResourcePolicies and are lifted
automatically after the lift date passed. See Embargo documentation for more information.

Continuing to run the "embargo-lifter" is not recommended and this feature will be removed entirely in a future DSpace release.

If you have implemented the pre DSpace 3.0 Embargo feature, you will need to run it periodically to check for ltems with expired embargoes and lift them.

Command used: [dspace] / bi n/ dspace enbargo-lifter
Java class: org.dspace.embargo.EmbargoManager

Arguments short and (long) forms): = Description

-cor--check ONLY check the state of embargoed ltems, do NOT lift any embargoes

-i or--identifier Process ONLY this handle identifier(s), which must be an Item. Can be repeated.
-l or--lift Only lift embargoes, do NOT check the state of any embargoed items.
-nor--dryrun Do no change anything in the data model, print message instead.

-v or--verbose Print a line describing the action taken for each embargoed item found.
-gor--quiet No output except upon error.

-hor--help Display brief help screen.

You must run the Embargo Lifter task periodically to check for items with expired embargoes and lift them from being embargoed. For example, to check
the status, at the CLI:

[dspace]/ bi n/ dspace enbargo-lifter -c

To lift the actual embargoes on those items that meet the time criteria, at the CLI:

[dspace]/ bi n/ dspace enbargo-lifter -I
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Managing User Accounts

® From the browser
® From the command line
© The user command
® To create a new user account:
® To list accounts:
® To modify an account:
® To delete an account:
© The Groomer
® Find accounts with unsalted passwords
® Find (and perhaps delete) disused accounts
® Cryptographic properties

When a user registers an account for the purpose of subscribing to change notices, submitting content, or the like, DSpace creates an EPerson record in
the database. Administrators can manipulate these records in several ways.

From the browser

® Login as an Administrator
® Sidemenu "Access Control" "People”
® Browse or search for the account you wish to modify or delete.

To modify user permissions / group memberships:

® Login as an Administrator

® Sidemenu "Access Control" "Groups"

® Edit the Group

® Search for the EPerson & add/remove them from that group.

To debug issues for a specific user, it's possible to login as (or "impersonate") that user account

® On the backend, first you MUST enable the "assumelogin" feature. This feature is disabled by default. Update this setting in your local.cfg or
dspace.cfg

# Required to use "l npersonate EPerson" feature
# When enabled, a full Administrator can inpersonate any other non-Adm nistrative user
webui . user. assunmel ogin = true

Then, from the user interface, login as an Administrator

Sidemenu "Access Control" "People"

Browse or search for the account you wish to login as

Edit that User, and click the "Impersonate EPerson" button.

You are now logged in as that user. You'll see an Impersonate icon/button in the header.

You are able to temporarily manage any activities as that user.

Once your are done, click the "Stop impersonating EPerson"”.

Optionally, you may wish to disable this feature again in your local.cfg by setting the above configuration to "false" or commenting it out.

From the command line

The user command

The dspace user command adds, lists, modifies, and deletes EPerson records.
To create a new user account:

[dspace]/ bi n/ dspace user --add --enmmil jquser@xanple.com-g John -s User --password hi ddensecret
[dspace]/ bi n/ dspace user --add --netid jquser --tel ephone 555-555-1234 --password hi ddensecr et

One of the options - - emai | or --neti dis required to name the record. The complete options are:

-a  --add required

-m | --email email address

-n | --netid "netid" (a username in an external system such as a directory — see Authentication Methods for details)
-p  --password a password for the account. Required.
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-g --givenname First or given name

-s | --surname Last or surname

-t | --telephone Telephone number

-l --language Preferred language

-c  --requireCertificate = Certificate required? See X.509 Authentication for details.

To list accounts:

[dspace] / bi n/ dspace user --1ist

This simply lists some characteristics of each EPerson.
short long meaning
-L --list required

To modify an account:

[dspace]/ bi n/ dspace user --nodify -m george@xanpl e. com

short long meaning
-M --modify required
-m --email identify the account by email address
-n --netid identify the account by netid
-g --givenname First or given name
-s --surname Last or surname
-t --telephone telephone number
-l --language preferred language
-C --requireCertificate | certificate required?
-C --canLogln is the account enabled or disabled?
-i --newEmail set or change email address
-l --newNetid set or change netid
-w --newPassword set or change password

To delete an account:

[dspace]/ bi n/ dspace user --delete -n martha

short long meaning
-d --delete ' required
-m --email | identify the account by email address
-n --netid | identify the account by netid

The Groomer

This tool inspects all user accounts for several conditions.
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short long meaning

-a --aging find accounts not logged in since a given date
-u --unsalted ' find accounts not using salted password hashes
-b --before date cutoff for --aging

-d --delete delete disused accounts (used with --aging)

Find accounts with unsalted passwords

Earlier versions of DSpace used an "unsalted hash" method to protect user passwords. Recent versions use a salted hash. You can find accounts which
have never been converted to salted hashing:

Discovering accounts with unsalted password hashes

[ DSpace] / bi n/ dspace dsrun org. dspace. eperson. G ooner -u

The output is a list of email addresses for matching accounts.

Find (and perhaps delete) disused accounts

You can list accounts which have not logged on since a given date:
Discovering disused accounts

[ DSpace] / bi n/ dspace dsrun org. dspace. eperson. G ooner -a -b 07/20/ 1969

The output is a tab-separated-value table of the EPerson ID, last login date, email address, netid, and full name for each matching account.

You can also have the tool delete matching accounts:

Deleting disused accounts

[ DSpace] / bi n/ dspace dsrun org. dspace. eperson. G ooner -a -b 07/20/1969 -d

Cryptographic properties
The cryptographic properties used for generating the salted hashes, to ensure encryption at rest for user passwords, can be found and adjusted in:

https://github.com/DSpace/DSpace/blob/main/dspace-api/src/main/java/org/dspace/eperson/PasswordHash.java
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Email Subscriptions

Introduction

Adding new subscriptions
Managing your subscriptions
Enable sending out emails

Introduction

This feature is available in 7.5 or later.

Registered users can subscribe to communities or collections in DSpace. After subscribing, users will receive a regular email containing the new and
modified items in the communities/collections they are subscribed to.

Adding new subscriptions

Adding new email subscriptions is only available to users who are logged in.

In the User interface, browse to the Community or Collection you wish to subscribe to, and click on the Subscribe button.

After clicking that button, you'll see a popup window which allows you to select the frequency of subscription you'd like.

Subscriptions X

Publications [ Community |

Content: [ Daily
[ Weekly
[ Monthly

Currently, three frequency options are available:

® Daily: Receive a daily email of Items under the Community/Collection which have been updated in the last day.
® Weekly: Receive a weekly email of Items under the Community/Collection which have been updated in the last week.
® Monthly: Receive a monthly email of Items under the Community/Collection which have been updated in the last month.

Managing your subscriptions

To manage your subscriptions, visit your "Subscriptions" page under your user profile:
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QR 6-

Demo Site Administrator
dspacedemo+admin@gmail.com

Profile
MyDSpace

Subscriptions

(# Log out

From this page, you are able to see all your current Community/Collection subscriptions. You can choose to edit or delete any in the list.

Enable sending out emails

Run "subscription-send” to enable

1
NOTE: Until you enable the "subscription-send" script, users will not receive the email updates for their subscriptions. It is HHGHLY RECOMMENDED to
enable this script via Scheduled Tasks via Cron. See sample settings on that page.

To send out the subscription emails you MUST invoke the subscription-send script from the DSpace command-line or Processes Ul. It is advised to
setup this script as a Scheduled Tasks via Cron. See sample settings on that page.

# Exanpl e of running subscription-send to send out all "Daily" subscription emails
./ dspace subscription-send -f D

This script requires the "-f" (--frequency) parameter with a value of "D" (Daily), "W" (Weekly), or "M" (Monthly). Keep in mind, you will want to schedule it to
run on a Daily, Weekly and Monthly basis to send the appropriate emails.
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Request a Copy

Introduction
Requesting a copy using the User Interface
(Optional) Requesting a copy with Help Desk workflow
Email templates
Configuration parameters
Selecting Request a Copy strategy
Configure who gets request via a metadata field
Configure all requests to go to a helpdesk email
Configure all requests to go to the administrators of a Collection
Combine multiple strategies

Introduction
Su@)rted in 7.1 or above

Re(Uest a Copy was not available in DSpace 7.0. It was restored in DSpace 7.1. See DSpace Release 7.0 Status
The request a copy functionality was added to DSpace as a measure to facilitate access in those cases when uploaded content can not be openly shared
with the entire world immediately after submission into DSpace. It gives users an efficient way to request access to the original submitter of the item, who

can approve this access with the click of a button. This practice complies with most applicable policies as the submitter interacts directly with the requester
on a case by case basis.

Requesting a copy using the User Interface

Users can request a copy by clicking the file thumbnail or the name of a file that the user is restricted from viewing.

Lorem Ipsum 6

URI
http:i/hdl.handle.net/123456769/8

Collections

No Thumbnail Nonsense

Available © Full item page

Files
& lorem-ipsum-folded.txt (446 B)

Date
2021

Authors
Wood, Mark

The request form asks the user for his or her name, email address and message where the reason for requesting access can be entered.
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Request a copy of the file

Enter the following information to request a copy for the following item: Lorem Ipsum 6
Requesting the following file: lorem-ipsum-folded.txt

Name *

Your e-mail address *

This email address is used for sending the file.
Files
All files (of this item) in restricted access

O 0Only the requested file

Message

y

€ Back Request copy

After clicking "Request copy" at the bottom of this form, the original submitter of the item will receive an email containing the details of the request. The
email also contains a link with a token that brings the original submitter to a page where he or she can either grant or reject access. If the original submitter
can not evaluate the request, he or she can forward this email to the right person, who can use the link containing the token without having to log into
DSpace.

Document copy request

If you are one of the authors of the document Lorem lpsum 6, then please use one of the options below to respond to the user's request.

After choosing an option, you will be presented with a suggested email reply which you may edit.

Send copy | Don't send copy

Each of these buttons registers the choice of the submitter, displaying the following form in which an additional reason for granting or rejecting the access
can be added.
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Grant document copy request

This message will be sent to the applicant of the request. The requested document(s) will be attached.
Subject

Request copy of document

Message

Dear Mark Wood,
In response to your request | have the pleasure to send you in attachment a copy of the file(s) concerning the document: "http://hdl handle.net/123456789/8" (Lorem Ipsum &),
of which | am an author.

Best regards
Mark Wood <mwood@iupui.edu=

4

‘You may use this occasion to reconsider the access restrictions on the document, to avoid having to respond to these requests. If you'd like to ask the repository administrators to
remove these restrictions, please check the box below.

Change to open access

After hitting send, the contents of this form will be sent together with the associated files to the email address of the requester. In case the access is
rejected, only the reason will be sent to the requester.

While responding positively to a request for copy, the person who approved may also ask the repository administrator to alter the access rights of the item,
allowing unrestricted open access to everyone, by checking "Change to open access".

(Optional) Requesting a copy with Help Desk workflow

Available in 7.5 or later. However, in 7.5, users approving/rejecting these requests via the HelpDesk workflow must first authenticate. This is a known bug
acribed in https://github.com/DSpace/DSpace/issues/8636

As of 7.6, the HelpDesk workflow can be performed without requiring authentication (issue #8636 has been fixed)

(Optional) Request Item with HelpDesk intermediary, is steered towards having your Repository Support staff act as a helpdesk that receives all incoming
Requestltem requests, and then processes them. This adds the options of "Initial Reply to Requestor” to let the requestor know that their request is being
worked on, and an option "Author Permission Request" which allows the helpdesk to email the author of the document, as not all documents are deposited
by the author, or the author will need to be tracked down by a support staff, as DSpace might not have their current email address.

Document copy request

IF ¥OU ARE THE AUTHOR (OR AN AUTHOR) OF DOCUMENT "Test item with closed access document” use the
buttons to answer the user's request.

This repository will propose an appropriate model reply, which you may edit.

|
i
i

g

g
:
§

Initial Reply to Requester
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Document copy request

Initial communication with the requester, to let them know their request is being processed.

To:

jane@dspace.org

Subject:

Request copy of document

Message:

Dear Jane Doe,

Thanks for your interest! Since the author owns the copyright for this work, | will contact the
author and ask permission to send you a copy. Il let you know as soon as | hear from the
author.

Thanks!
Help Desk <dspace-help@myu.edu=

Author permission request, includes information about the original request (requester name, requester email, requester's reason for requesting). The author
/submitter's name and email address will be pre-populated in the form from the submitter, but the email address and author name are editable, as the
submitter's of content to DSpace aren't always the author.
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Document copy request

This is the text to be sent to the applicant (together with the document).

To:

peter@longsight.com

Subject:

Request copy of document

Message:

Dear,

document®. The digital version is here:

httpzihdl.handle.net1 23456789/1959

It is not accessible to the public. We have received a request for access to waork from
someone who does not have access to it. Since you own the copyright to your work, we
need your permission to grant the requester access. If you grant access, | will email the
requester a digital copy.

Please let me know whether you approve or deny this request.

Requested by: Jane Doe <jane@dspace.org=

University.

Thank you!
Help Desk <dspace-help@myu.edu=

Email templates

Most of the email templates used by Request a Copy are treated just like other email templates in DSpace. The templates can be found in the /config
/emails directory and can be altered just by changing the contents and restarting tomcat.

request_item. template for the message that will be sent to the administrator of the repository, after the original submitter requests to have the
admin permissions changed for this item.

request_item. template for the message that will be sent to the original submitter of an item with the request for copy.

author

The templates for emails that the requester receives, that could have been customized by the approver in the aforementioned dialog are not managed as
separate email template files. These defaults are stored in the Messages.properties file under the keys

itemRequest.response.body.approve Default message for informing the requester of the approval
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itemRequest.response.body.reject Default message for informing the requester of the rejection
itemRequest.response.body.contactAuthor Default message for the helpdesk to contact the author

itemRequest.response.body.contactRequester | Default message for the helpdesk to contact the requester

Configuration parameters

Request a copy is enabled by default. These configuration parameters in dspace.cfg relate to Request a Copy:

Propert  request.itemtype
y:

Examp | request.itemtype = all
le
Value

Inform | This parameter manages who can file a request for an item. The parameter is optional. When it is empty or commented out, request a copy is
ational = disabled across the entire repository. When set to all, any user can file a request for a copy. When set to logged, only registered users can
Note file a request for copy.

Propert | mai | . hel pdesk
y:

Examp | mai |l . hel pdesk = foo@ar.com
le
Value

Inform | The email address assigned to this parameter will receive the emails both for granting or rejecting request a copy requests, as well as
ational | requests to change item policies.
Note

This parameter is optional. If it is empty or commented out, it will default to mai | . adni n.

WARNING: This setting is only utilized if the Request | t enHel pdeskSt r at egy bean is enabled in [ dspace] / confi g/ spri ng/ api
/requestitem xnl (see below)

Propert | request.item hel pdesk. override
y:

Examp | request.item hel pdesk. override = true
le
Value

Inform | Should all Request Copy emails go to the mai | . hel pdesk instead of the item submitter? Default is f al se, which sends Item Requests to
ational | the item submitter.
Note
WARNING: This setting is only utilized if the Request | t enHel pdeskSt r at egy bean is enabled in [ dspace] / confi g/ spri ng/ api
/requestitem xm (see below)

Selecting Request a Copy strategy

The process that DSpace uses to determine who is the recipient of the Iltem Request is configurable in this Spring file: [ dspace] / confi g/ spri ng/ api
/requestitem xm

New in DSpace 7

The Strategy is selected using a Spring <al i as al i as=' or g. dspace. app. requestitem Request |t emAut hor Extractor'
name='t heStrat egyd ass'/>. Previously this was done by moving the Request | t emAut hor Ext r act or i d to the selected <bean> definition.
New in DSpace 7.6

TheStrategy is selected by configuring it into the <bean/ > for Request | t enVet adat aSt r at egy as a constructor argument.

Configure who gets request via a metadata field

By default the Request | t emVet adat aSt r at egy is enabled, but falls back to the Item Submitter eperson's name and email. You can configure the Requ
est |t emvet adat aSt r at egy to load the author's name and email address if you set that information into an item metadata field. For example:
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Syntax for 7.6 or later

<l-- This alias defines that you want to use the RequestltemnietadataStrategy (this is enabled by default) -->
<l-- This bean specifies that you want to use the RequestltenetadataStrategy (this is enabled by default) -->
<bean cl ass="org. dspace. app. requestitem Request|tenEnail Notifier" lazy-init="false' >

<description>This sends various emails between the requestor and the grantor.</description>

<l-- Mdify the "ref" here to point at the "Request|tenHel pdeskStrategy" -->
<constructor-arg i ndex='0'
ref =" org. dspace. app. requestitem Request |t eniet adat aStrat egy' / >
</ bean>

<l-- This bean allows you to specify which netadata field is used (if any) -->
<bean cl ass="org. dspace. app. requesti t em Request | t eniVet adat aSt r at egy"
i d="org. dspace. app. requestitem Request |t emet adat aSt r at egy" >

<I--

Uncomrent these properties if you want |ookup in netadata the enmil and the nane of the author to contact for
request copy.

If you don't configure that or if the requested itemdoesn't have these nmetadata the subnmitter data are used
as fail over

<property nanme="enuil Met adata" val ue="schena. el ement. qualifier" />
<property nanme="ful | NaneMat adat a" val ue="schena. el ement. qualifier" />

-->
</ bean>

Syntax for 7.5 or earlier

<l-- This alias defines that you want to use the RequestltenietadataStrategy (this is enabled by default) -->
<alias alias="org.dspace. app.requestitem Request|temAut hor Extractor"'
nane=' or g. dspace. app. requestitem Request |t em\vet adat aStrat egy' / >

<l-- This bean allows you to specify which netadata field is used (if any) -->
<bean cl ass="org. dspace. app. requestitem Request |t emnm\et adat aSt r at egy"
i d="org. dspace. app. requestitem Request |t em\Vet adat aSt r at egy"
aut owi reCandi date="true">
<l--
Unconmment these properties if you want | ookup in netadata the email and the name of the author to contact for
request copy.
If you don't configure that or if the requested itemdoesn't have these netadata the subnmtter data are used
as fail over

<property nanme="enmil Met adata" val ue="schena. el ement. qualifier"” />
<property name="ful | NameMat adat a" val ue="schena. el enent. qualifier" />

-->
</ bean>

Configure this as follows:

1. Create a metadata field which you'd like to use to store this email address (and optionally a second metadata field for the full name).
a. Hint: You may wish to add this metadata field to your "metadata.hide.*" settings in local.cfg in order to ensure this metadata field is
hidden from normal users & is only visible to Administrative users. That way this email address will NOT appear in Item display pages
(except to Administrators)
2. Uncomment the "emailMetadata” setting above, and configure it's "value" to use the new metadata field.
3. Edit the Item(s) which you wish to use this field. Add the new metadata field to those items, given it a value of the email address which will receive
the request for copy. By default, if an Item does NOT have this metadata field, the request for copy will still go to the Item's submitter.

Configure all requests to go to a helpdesk email
Prior to 7.6, all users who wish to respond to a request to the helpdesk email must first login to DSpace. See https://github.com/DSpace/DSpace/issues
/8§34 This was fixed in 7.6.

Another common request strategy is the use a single Helpdesk email address to receive all of these requests (see corresponding helpdesk configs in

dspace.cfg above). If you wish to use the Helpdesk Strategy, you must replace the references to the default Request | t emVet adat aSt r at egy, bean
with the Request | t enHel pdeskSt r at egy bean:
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Syntax for 7.6 or later

<l-- To change the settings, you need to nodify the constructor-arg (see below) to use the

"Request|tenEmail Notifier" bean.-->

<bean cl ass="org. dspace. app. requestitem Request|tenEnail Notifier" lazy-init="false' >
<description>This sends various emails between the requestor and the grantor.</description>

<l-- Mdify the "ref" here to point at the "Request|tenHel pdeskStrategy" -->
<constructor-arg i ndex='0'
ref =" org. dspace. app. requestitem Request |t entel pdeskStrat egy' />
</ bean>

Syntax for 7.5 or earlier

<l-- Change this alias to use "Requestl|tenHel pdeskStrategy" bean-->
<alias alias='org.dspace. app.requestitem Request|temAut hor Extractor"'
name=' or g. dspace. app. requesti t em Request | t enHel pdeskStrat egy' / >

<!-- Ensure the bean is uncommented (it should be by default) -->

<bean cl ass="org. dspace. app. requestitem Request|tenHel pdeskStrat egy"
i d="org. dspace. app. requestitem Request|tentel pdeskStrat egy"
aut owi r eCandi date="true"/>

Configure all requests to go to the administrators of a Collection

This strategy sends mail to all of the members of the administrators group for the collection which owns the item.

Syntax for 7.6 or later

<l-- To change the settings, you need to nodify the constructor-arg (see below) to use the

"Col | ecti onAdmi ni stratorsRequest|tenttrategy” bean.-->

<bean cl ass="org. dspace. app. requestitem Request|tenEnmail Notifier" lazy-init="false' >
<description>This sends various enuils between the requestor and the grantor.</description>

<l-- Mdify the "ref" here to point at the "CollectionAdm ni stratorsRequest|tenftrategy" -->
<constructor-arg i ndex='0'
ref =" org. dspace. app. requestitem Col | ecti onAdm ni strat orsRequest|tenttrategy' />
</ bean>

Syntax for 7.5 or earlier

<!-- Change this alias to use "Coll ectionAdn ni stratorsRequest|tenStrategy" bean-->
<alias alias='org.dspace. app. requestitem Request|temAut hor Extractor’
name=' or g. dspace. app. requestitem Col | ecti onAdm ni strat or sRequest|tenftrategy'/>

<l-- Ensure the bean is uncommented (it should be by default) -->

<bean cl ass='org. dspace. app. requestitem Col | ecti onAdni ni strat or sRequest|tenftrategy’
i d=' org. dspace. app. requestitem Col | ecti onAdmi ni st rat or sRequest | tenftrat egy’
aut owi reCandi date="true' />

Combine multiple strategies

This strategy combines the results of other strategies into a single list of email recipients. Pass the strategy a single constructor argument, being a list of
the strategy beans whose output should be combined.

In the following example, email will be sent to the address(es) found in the configured metadata fields (or to the submitter if none), and to the owning
collection's administrators.
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Syntax for 7.6 or later

<l-- To change the settings, you need to nodify the constructor-arg (see below) to use the

" Conbi ni ngRequest It ent r at egy" bean. - ->

<bean cl ass="org. dspace. app. requestitem Request|tenEnail Notifier" lazy-init="false' >
<description>This sends various emails between the requestor and the grantor.</description>

<l-- Mdify the "ref" here to point at the "Conbini ngRequest|tenttrategy" -->
<constructor-arg i ndex='0'
ref =" org. dspace. app. requesti t em Conbi ni ngRequest I tenStrategy' />

</ bean>

<l-- This bean is where you can conbine nultiple strategies by referencing themin the <list> below -->
<bean cl ass=' org. dspace. app. requesti t em Conbi ni ngRequest | t enSt r at egy"’
i d=" org. dspace. app. request it em Conbi ni ngRequest |t enttrat egy' >
<constructor-arg>
<description>A list of references to Requestl|tenmAut hor Extractor beans</description>
<list>
<ref bean='org. dspace. app.requestitem Request|temnet adataStrategy' />
<ref bean='org. dspace. app. requestitem Col | ecti onAdmi ni stratorsRequest|tenttrategy'/>
</list>
</ constructor-arg>
</ bean>

Syntax for 7.5 or earlier

<l-- Change this alias to use "Conbi ni ngRequest|tenttrategy" bean-->
<alias alias="org.dspace. app.requestitem Request|temAut hor Extractor'
nane=' or g. dspace. app. r equest it em Conbi ni ngRequest | tenfStrat egy' / >

<l-- This bean is where you can conbine nultiple strategies by referencing themin the <list> below -->
<bean cl ass=' org. dspace. app. request it em Conbi ni ngRequest | t enSt r at egy’
i d=" org. dspace. app. requesti t em Conbi ni ngRequest |t enStr at egy’
aut owi reCandi date="true' >
<constructor-arg>
<description>A list of references to Requestl|tenmAut hor Extractor beans</description>
<list>
<ref bean='org. dspace. app.requestitem Request|tenetadataStrategy' />
<ref bean='org. dspace. app.requestitem Col | ecti onAdmi ni stratorsRequestltenttrategy' />
</list>
</ constructor-arg>
</ bean>
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CAPTCHA Verification

This feature is available starting from DSpace 7.4

This feature, when enabled, offers a powerful additional layer of protection against possible unwanted behaviors like massive registrations performed by
bots using random or stolen email addresses. Feature can be enabled or disabled by decision of DSpace instance administrator, and is based on Google
reCAPTCHA.

ReCAPTCHA supported versions are v2 with both invisible (https://developers.google.com/recaptcha/docs/invisible) and checkbox (https://developers.
google.com/recaptcha/docs/display) verification modes, and v3 (https://developers.google.com/recaptcha/docs/v3)

Prerequisites

Before enabling the feature, a valid site and secret pair should be obtained from Google reCAPTCHA system, by registering the DSpace application on

which verification will be set on reCAPTCHA admin panel (https://www.google.com/recaptcha/admin)

How to enable the feature

Once site and secret are available, following property, set in configuration files (dspace.cfg or local.cfg) enables the CAPTCHA verification

registration.verification.enabled = true

Whereas, in case v2 of Google reCAPTCHA is to be enabled, these properties, in configuration files, must be set

googl e. recapt cha. versi on = v2

googl e. recapt cha. node = <invisible or checkbox depending on which node is wanted>
googl e.recaptcha. key.site = <your site here>

googl e. recapt cha. key. secret = <your secret here>

In case v3 of Google reCAPTCHA is to be enabled, properties to be set are:

googl e. recapt cha. versi on = v3

googl e.recaptcha. key.site = <your site here>

googl e. recapt cha. key. secret = <your secret here>

googl e.recaptcha.site-verify = https://ww. googl e. com recapt cha/ api/siteverify
googl e. recapt cha. key. t hreshold = <score threshol d>

googl e. recapt cha. nnde = invisible

googl e. recapt cha. key. t hreshol d property is related to reCAPTCHA verification logic. v3 assigns to each request made against verification APIs,
in this case by DSpace system during registration process. reCAPTCHA v3 returns a score (1.0 is very likely a good interaction, 0.0 is very likely a bot).
By default a good threshold could be 0.5. For further information, see https://developers.google.com/recaptcha/docs/v3#interpreting_the_score

Once feature is enabled, the user registration will actually be performed if and only if the CAPTCHA token, passed in registration payload, is verified during
registration process itself and is considered valid. Each registration request, even if made using DSpace REST APIs must have a captcha token in its
header.

New user registration

Register an account to subscribe to collections for email updates, and submit new items to DSpace.

Email Address *

This address will be verified and used as your login name.

™

reCAPTCHA
Frivacy

I'm not a robot
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A new type of cookie has been added to DSpace cookie set, "Registration and Password Recovery". This cookie is proposed only when CAPTCHA
verification is enabled.

ration and Password recovery

. Google reCaptcha

This cookie option must be enabled by users before registering, otherwise they won't be able to perform a registration

Email Address *

This address will be verified and used as your login name.

In order to register you must accept the Registration and Password recovery (Google reCaptcha) cookies.
Open cookie settings
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Configurable Entities

® Introduction
® Default Entity Models
© Research Entities
© Journals
® Enabling Entities
o 1. Configure your entity model (optionally)
. Import entity model into the database
. Configure Collections for each Entity type
. Configure Submission Forms for each Entity type
= 4.1 Use of collection-entity-type attribute for default Submission forms per Entity Type
o 5. Configure Workflow for each Entity type (optionally)
© 6. Configure Virtual Metadata to display for related Entities (optionally)
® Designing your own Entity model
© Thinking about the object model
© Configuring the object model
© Configuring the metadata fields
O Configuring the item display pages
o]
o]

A WN P

[e]
[e]
[e]

Configuring virtual metadata
Configuring discovery
© Additional Technical Details
® \ersioning Support
o Example of the latest status of a relationship (technical details)
© Metadata fields that represent relations
© Configure versioning for an entity type

Introduction

DSpace users have expressed the need for DSpace to be able to provide more support for different types of digital objects related to open access
publications, such as authors/author profiles, data sets etc. Configurable Entities are designed to meet that need.

In DSpace, an Entity is a special type of Item which often has Relationships to other Entities. Breaking it down with more details...

® Entity: Every Entity is an Item.
© This means they must belong to a Collection, just like a normal Item. (Community & Collection objects are unchanged and unaffected by
Entities.)
© Normal Items are still the "default” Item, and they are unchanged. So, not every Item is an Entity.
© Because Entities are all Items, they are immediately usable in submission/workflow process, batch import/export, OAI-PMH, etc.
® Entity (or Item) Type: Entities all have a "dspace.entity.type" metadata field which defines their Entity/ltem "type". For example, this type may be
"Person", "Project”, "Publication”, "Journal”, etc. It's highly visible within the User Interface as a label.
® Relationships: Based on that "type", an Entity may be related to other Entities via a Relationship. One Entity type may support several
relationship types at once. Examples of relationship types include "isPersonOfProject" or "isPublicationOfAuthor". These relationship types are
named based on the Entity "type" (as you can likely tell). Relationships also appear on Entities as metadata using the "relation” schema.
® Virtual Metadata: Entities of different types may also have customized visualizations in the User Interface. These visualizations may also
dynamically pull in metadata from related Entities. For example, a Publication entity may be displayed in the User Interface with an author name
dynamically pulled in from a related Person entity. The metadata "appears" as though it is part of the Entity you are viewing, but it is dynamically
pulled via the Relationship.

Entities and their Relationships are also completely configurable. DSpace provides some sample models out of the box, which you can use directly or
adapt as needed.

The Entity model also has similarities with the Portland Common Data Model (PCDM), with an Entity roughly mapping to a "pcdm:Object" and existing

Communities and Collections roughly mapping to a "pcdm:Collection”. However, at this time DSpace Entities concentrate more on building a graph
structure of relationships, instead of a tree structure.

Default Entity Models

DSpace currently comes with the following Entity models, both of which are defined in [ dspace]/config/entities/rel ationship-types.xm. T
hese Entity models are not used by default, but may be enabled as described below.

Research Entities

Research Entities include Person, OrgUnit, Project and Publication. They allow you to create author profiles (Person) in DSpace, and relate those people
to their department(s) (OrgUnit), grant project(s) (Project) and works (Publication).
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model. pdf

Each publication can link to projects, people and org units
Each person can link to projects, publications and org units
Each project can link to publications, people and org units
Each org units can link to projects, people and publications

Journals

Journal Entities include Journal, Journal Volume, Journal Issue and Publication (article). They allow you to represent a Journal hierarchy more easily
within DSpace, starting at the overall Journal, consisting of multiple Volumes, and each Volume containing multiple Issues. Issues then link to all articles
(Publication) which were a part of that journal issue.

NOTE: that this model includes the same "Publication” entity as the Research Entities model described above. This Entity overlap allows you to link an
article (Publication) both to its author (Person) as well as the Journal Issue it appeared in.

Enabling Entities

By default, Entities are not used in DSpace. But, as described above several models are available out-of-the-box that may be optionally enabled.

Keep in mind, there are a few DSpace import/export features that do not yet support Entities in DSpace 7.0. These will be coming in future 7.x
releases. See DSpace Release 7.0 Status for prioritization information, etc.

® AIP Backup and Restore does not fully support entity types or relationships. In other words, Entities are only represented as normal Items in AIPs
® Importing and Exporting Items via Simple Archive Format does not fully support entity types or relationships. In other words, Entities are only

represented as normal Items in SAF. (Note: early work to bring this support is already begun in https://github.com/DSpace/DSpace/pull/3322)
® SWORDv1 Server and SWORDvV2 Server does not yet support Entity or relationship creation.

1. Configure your entity model (optionally)

As described above, DSpace provides two default entity models defined in [ dspace] / confi g/ entities/rel ati onshi p-types.xm . These
models may be used as-is, or modified.

You can also design your own model from scratch (see "Designing your own model” section below). So, feel free to start by modifying r el at i onshi p-
types. xml , or creating your own model based on the r el ati onshi p-types. dtd.

2. Import entity model into the database

In order to enable a defined entity model, it MUST be imported into the DSpace database This is achieved by using the "initialize-entities" script. The
example below will import the "out-of-the-box" entity models into your DSpace installation

# The -f command requires a full path to an Entities nmpodel configuration file.
[dspace]/bin/dspace initialize-entities -f [dspace]/config/entities/relationship-types.xm

If an Entity (of same type name) already exists, it will be updated with any new relationships defined in relationship-types.xml
If an Entity (of same type name) doesn't exist, the new Entity type will be created along with its relationships defined in relationship-types.xml
Once imported into the Database, the overall structure is as follows:

® All valid Entity Types are stored in the "entity_type" database table.
® All Relationship type definitions are stored in the "relationship_type" database table
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® All Relationships between entities get stored in the "relationship” table.
® Entities themselves are stored alongside Items in the 'item' table. Every Entity must have a "dspace.entity.type" metadata field whose value is a
valid Entity Type (from the "entity_type" table).

Keep in mind, your currently enabled Entity model is defined in your database, and NOT in the "relationship-types.xml". Anytime you want to update your
data model, you'd update/create a configuration (like relationship-types.xml) and re-run the "initialize-entities" command.

3. Configure Collections for each Entity type

Because all Entities are Items, they MUST belong to a Collection. Therefore, the recommended way to create a different submission forms per Entity type
(e.g. Person, Project, Journal, Publication, etc) is to ensure you create a Collection for each Entity Type (as each Collection can have a custom
Submission Form).

1. Create at least one Collection for each Entity Type needing a custom Submission form. For example, a Collection for "Person" entities, and a
separate one for "Publication” entities.
2. Edit the Collection. On the "Edit Metadata" page, use the "Entity Type" dropdown to select the Entity Type for this Collection.

a. This "Entity Type" selection will ensure that every Item submitted to this collection is automatically assigned that Entity type. So, it ties
this Collection to that type of Entity (i.e. no other type of Entity can be submitted to this Collection).

i. NOTE: Entity Type is currently not modifiable after being set. This is because changing the Entity type may result in odd
behavior (or errors) with in-progress submissions (as they will continue to use the old Entity Type). If you really need to modify
the Entity Type, you can do so by changing the "dspace.entity.type" metadata value on the Collection object. At this time,
changing that metadata field would need to be done at the database level.

b. NOTE: In 7.0, this "Entity Type" dropdown did not exist. In that release, you have to create a "Template Item" from that page. In the In
the Template Item, add a single metadata field "dspace.entity.type". Give it a value matching the Entity type (e.g. Publication, Person,
Project, OrgUnit, Journal, JournalVolume, Journallssue). This value IS CASE SENSITIVE and it MUST match the Entity type name
defined in relationship-types.xml

i. As of 7.1 (or above) , if you previously created a Template Item in 7.0, the "dspace.entity.type" field value will be migrated to the
"Entity Type" dropdown automatically (via a database migration).

3. In the Edit Collection page, switch to the "Assign Roles" tab and create a "Submitters" group. Add any people who should be allowed to submit
[create this new Entity type.

a. If you only want Administrators to create this Entity type, you can skip this step. Administrators can submit to any Collection.

4. If you want to hide this Collection, you can choose to only make it visible to that same Submitters group (or Administrators). This does NOT hide
the Entities from search or browse, but it will hide the Collection itself.

a. In the Edit Collection page, switch to the "Authorizations" tab.

b. Add a new Authorization of TYPE_CUSTOM, restricting "READ" to the Submitters group created above (or Administrators if there is no
Submitters group). You can also add multiple READ policies as needed. WARNING: The Submitters group MUST have READ
privileges to be able to submit/create new Entities.

c. Remove the default READ policy giving Anonymous permissions.

d. Assuming you want the Entities to still be publicly available, make sure the DEFAULT_ITEM_READ policy is set to "Anonymous"!

Obviously, how you organize your Entity Types into Collections is up to you. You can create a single Collection for all Entities of that type (e.g. an "Author
Profiles” collection could be where all "Person" Entities are submitted/stored). Or, you could create many Collections for each Entity Type (e.g. each
Department in your University may have it's own Community, and underneath have a "Staff Profiles" Collection where all "Person” Entities for that
department are submitted/stored). A few example structures are shown below.

Example Structure based on the departments:

® Department of Architecture
© Building Technology Program
© Theses - Department of Architecture
® Department of Biology
© Theses - Biology
* People
® Projects

OR

® Department of Architecture
© Building Technology Program
© Theses - Department of Architecture
O People in Department of Architecture
© Projects in Department of Architecture
® Department of Biology
© Theses - Biology
O People in Department of Biology
© Projects in Department of Biology

Example Structure based on the publication type:

® Books
© Book Chapter
© Edited Volume
© Monograph

® Theses
© Bachelor Thesis
© Doctoral Thesis
© Habilitation Thesis
O Master Thesis

® People
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® Projects

4. Configure Submission Forms for each Entity type

You should have already created Entity-specific Collections in the previous step. Now, we just need to map those Collections to Submission processes
specific to each Entity.

On the backend, you will now need to modify the [ dspace] / confi g/item subm ssi on. xnl to "map" this Collection (or Collections) to the submission
process for this Entity type.

® DSpace comes with sample submission forms for each Entity type.
O The sample <submission-process> is defined in i t em submi ssi on. xm and named based on the Entity type (e.g. Publication,

<name- nap
<name- nap
<name- nap
<name- nap
<name- nap
<name- nap
<name- nap

Person,

Project, etc).

© The metadata fields captured for each Entity are defined in a custom step in submi ssi on-f or ns. xni , and named in the format
"[entityType]Step" (where the entity type is camelcased). For example: "publicationStep", "personStep", "projectStep".

® Optionally, modify those sample submission forms. See Submission User Interface for hints/tips on customizing the i t em submi ssi on. xnl ors
ubmi ssi on-forns. xn files

® As of 7.6, you can simply map each Entity Type to a specific submission form as follows in your i t em subni ssi on. xm (This section already
exists, just uncomment it)

coll ection-entity-type="Publication" subm ssion-nanme="Publication"/>
collection-entity-type="Person" subm ssion-nane="Person"/>

coll ection-entity-type="Project" submi ssion-nane="Project"/>
collection-entity-type="OrgUnit" subm ssion-nane="OrgUnit"/>

coll ection-entity-type="Journal" subni ssion-nane="Journal "/>

col l ection-entity-type="Journal Vol ume" subm ssi on- nanme="Jour nal Vol une"/ >
coll ection-entity-type="Journal |l ssue" subni ssion-nanme="Jour nal | ssue"/>

© WARNING: If you create a new Collection using a specific Entity Type, you must currently restart your servlet container (e.g. Tomcat) for
the submission form configuration to take effect for the new Collection. This is the result of a known bug where the Submission forms
are cached until the servlet container is restarted. See this issue ticket: https://github.com/DSpace/DSpace/issues/7985

© In 7.5 and earlier, you needed to map each Collection's handle one by one to a Submission form ini t em submi ssi on. xm . Map your
Collection's handle (findable on the Collection homepage) to the submission form you want it to use. In the below example, we've
mapped a single Collection to each of the out-of-the-box Entity types.

<nane-nmap col | ecti on-handl e="123456789/5" submi ssi on- nane="Publication"/>
<nane- map col | ecti on-handl e="123456789/ 6" subm ssi on- nane="Per son"/>

<nane- map col | ection-handl e="123456789/ 7" subm ssi on- nane="Proj ect"/>

<nane- map col | ecti on-handl e="123456789/ 8" subm ssi on-nane="OrgUnit"/>

<nane- map col | ecti on-handl e="123456789/ 28" submni ssi on- nane="Jour nal "/ >
<nane-map col | ecti on- handl e="123456789/ 29" subni ssi on- nane="Jour nal Vol une"/ >
<nane- map col | ecti on-handl e="123456789/ 30" subni ssi on- nane="Jour nal | ssue"/ >

Once your modifications to the submission process are complete, you will need to quickly reboot Tomcat (or your servlet container) to reload the current

settings.

4.1 Use of collection-entity-type attribute for default Submission forms per Entity Type

Alternatively to a collection's Handle, Entities Types can be used as an attribute. So, instead of specifying the collection handle, you will need to use the co
Il ection-entity-type attribute and what Entity Type to use (like: Person, Project). Please mind that your Collections with Entity Type need to be
previously created.

<name- nap
<name- map
<name- nap
<name- nap
<name- nap
<name- nap
<name- map

col l ecti
col l ecti
col | ecti
col l ecti
col l ecti
col | ecti
col l ecti

on-entity-type="Publication" subm ssion-nane="Publication"/>
on-entity-type="Person" subm ssion-nanme="Person"/>
on-entity-type="Project" subnission-name="Project"/>
on-entity-type="OrgUnit" submission-nane="OrgUnit"/>
on-entity-type="Journal" submni ssion-nanme="Journal "/>
on-entity-type="Journal Vol unme" subm ssi on- nane="Jour nal Vol une"/ >
on-entity-type="Journal | ssue" submi ssion-nanme="Journal | ssue"/>

Once your modifications to the submission process are complete, you will need to quickly reboot Tomcat (or your servlet container) to reload the current

settings.
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For DSpace 7.6 release it requires Tomcat Restart for every new collection

1
Due to the way SubmissionConfigReader is loaded into memory (on a initialize process) currently there is no implemented way to reload submission forms.
So, every time you assign an entity type to a collection, or create a new collection with an associated entity type, you will need to do a Tomcat restart for
that collection to be available at the item submission config. There is an on going fix for that.
DS;ace 7.6.1 introduced a fix and you don't need to do a Tomcat Restart anymore

DSpace 7.6.1 adds a way to reload Submission Configs, so you no longer need to do a Tomcat Restart after creating a new collection with an entity type,
or assigning to a existing one.

5. Configure Workflow for each Entity type (optionally)

The DSpace workflow can be used for reviewing all objects in the Object Model since these objects are all Items, and separate collections can be used.
The workflow used for e.g. a Person Object can be configured to be identical to a publication, different from a publication, or use no workflow at all.

See Configurable Workflow for more information on configuring workflows per Collection.

6. Configure Virtual Metadata to display for related Entities (optionally)

"Virtual Metadata" is metadata that is dynamically determined (at the time of access) based on an Entity's relationship to other Entities. A basic example is
displaying a Person Entity's name in the "dc.contributor.author" field of a related Publication Entity. That "dc.contributor.author” field doesn't actually exist
on the Publication, but is dynamically added as "virtual metadata" simply because the Publication is linked to the Person (via a relationship).

Virtual Metadata is configurable for all Entities and all relationships. DSpace comes with default settings for its default Entity model, and those can be
found in [ dspace] / confi g/ spring/ api/ vi rtual - net adat a. xii . In that Spring Bean configuration file, you'll find a map of each relationship type
to a metadata field & its value. Here's a summary of how it works:

® The "org.dspace.content.virtual.VirtualMetadataPopulator" bean maps every Relationship type (from r el at i onshi p-types. xni ) to a <util:
map> definition (of a given ID) also in the vi r t ual - net adat a. xni

<I-- For exanple, the isAuthorOf Publication relationship is linked to a map of ID
"i sAut hor O Publ i cati onMap" -->
<entry key="isAut hor O Publ i cation" val ue-ref="i sAut hor O Publ i cati onVap"/ >

® That <util:map> defintion defines which DSpace metadata field will store the virtual metadata. It also links to the bean which will dynamically
define the value of this metadata field.

<l-- In this exanple, isAuthorCOfPublication will be displayed in the "dc.contributor.author" field -->
<l-- The *value* of that field will be defined by the "publicationAuthor_author" bean -->
<util:map id="isAut hor O PublicationMap">
<entry key="dc.contributor.author" val ue-ref="publicati onAuthor_author"/>
</util:mp>

® A bean of that ID then defines the value of the field, based on the related Entity. In this example, these fields are pulled from the related Person
entity and concatenated. If the Person has "person.familyName=Jones" and "person.givenName=Jane", then the value of "dc.contributor.author"
on the related Publication will be dynamically set to "Jones, Jane.

<bean cl ass="org. dspace. content.virtual . Concat enate" id="publicati onAuthor_aut hor">
<property name="fiel ds">
<util:list>
<val ue>person. f am | yName</ val ue>
<val ue>per son. gi venNane</ val ue>
<val ue>or gani zat i on. | egal Nane</ val ue>
<futil:list>
</ property>
<property name="separator">
<val ue>, </val ue>
</ property>
<property name="useFor Pl ace" val ue="true"/>
<property name="popul at eWt hNaneVari ant" val ue="true"/>
</ bean>

If the default Virtual Metadata looks good to you, no changes are needed. If you make any changes, be sure to restart Tomcat to update the bean
definitions.

Designing your own Entity model

When using a different entities model, the new model has to be configured an loaded into your repository
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Thinking about the object model
First step: identify the entity types

® Which types of objects would you want to create items for: e.g. Person, Publication, JournalVolume
® Be careful not to confuse a type with a relationship. A Person is a type, an author is a relationship between the publication and the person

Second step: identify the relationship types
® Which relationship types would you want to create between the entity items from the previous step: e.g. isAuthorOfPublication,
isEditorOfPublication, isProjectOfPublication, isOrgUnitOfPerson, isJournallssueOfPublication
® Multiple relationships between the same 2 types can be created: isAuthorOfPublication, isEditorOfPublication
® Relationships are automatically bidirectional, so no need to worry about whether you want to display the authors in a publication or the
publications of an author
Third step: visualize your model

® By creating a drawing of your model, you'll be able to quickly verify whether anything is missing

model pdf

Configuring the object model
Configure the model in relationship-types.xml

Similar to the default relationship-types.xml, configure a relationship type per connection between 2 entity types
Include the 2 entity type names which are being connected.

Determine a clear an unambiguous name for the relation in both directions

Optionally: determine the cardinality (min/max occurrences) for the relationships

Optionally: determine default behavior for copying metadata if the relationship is deleted

Configuring the metadata fields
Determining the metadata fields to use
® Dublin Core works for publications, but not for a Person, JournalVolume, ...
® There are many standards which can be easily configured: schema.org, eurocris, datacite, ...
® Pick a schema which suits your needs
Configure the submission forms
® Add a form in submission-forms.xml for each entity type, containing the relevant metadata fields

® See also Submission User Interface documentation.
® Configure which relationships to create

Configuring the item display pages

®* The metadata configuration is not specific to configurable entities.

® Similar to other customizations to the item display pages, configure in Angular which metadata fields to display and their label. A template per
entity type can be created

® The relationship display is similar to the metadata configuration

® Similar to the metadata configuration: configure in Angular which relationship to display and their label

Configuring virtual metadata
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® The isAuthorOfPublication relationship can be displayed for the Publication item as dc.contributor.author
® The isOrgUnitOfPerson relationship can be displayed for the Person item as organization.legalName
® This can be configured in virtual-metadata.xml

Configuring discovery
® Configure the discovery facets, filters, sort options, ...

© The facets for a Person can be job title, organization, project, ...
© The filters for a Person can be person.familyName, person.givenName, ...

Additional Technical Details

The original Entities design document is available in Google Docs at: https://docs.google.com/document/d
/IWEmMHirFzrY3qgGtRr2YBQwWGOVH1IuTVGmxDIldngvwxM/edit

We are working on pulling that information into this Wiki space as a final home, but currently some technical details exist only in that document.

A talk on Configurable Entities was also presented at DSpace 7 at OR2021

Versioning Support

DSpace entities fully support versioning. For the most part, this works like any other item. For example, when creating a new version of an item, a new
item is created and all metadata values of the preceding item are copied over to the new item. Special care was taken to version relationships between
entities.

Example of the latest status of a relationship (technical details)

To understand how versioning between entities with relationships works, let's walk through the following example:

(v) true 0 --- 0 true () ———P

Consider Volume 1.1 (left side) and Issue 1.1 (right side). Both are archived and both are the first version. Note that on the arrow, representing the relation
between the volume and the issue, two booleans and two numbers are indicated.

® The boolean on side (v) is true if and only if volume 1.1 is the latest version that is relevant to issue 1 (even though it may be possible that
volume 1.2, the second version of volume 1, exists). This means that on the item page of issue 1.1, a link to the item page of volume 1.1 should
be displayed. It also means that searching for (the uuid of) issue 1.1 should yield volume 1.1.

® The boolean on side (i) is true if and only if issue 1.1 is the latest version that is relevant to volume 1.1 (even though it may be possible that
issue 1.1, the second version of issue 1, exists). This means that on the item page of volume 1.1, a link to the item page of issue 1.1 should be
displayed. It also means that searching for (the uuid of) volume 1.1 should yield issue 1.1.

® The number on side (v) indicates the place at which the virtual metadata representing this relationship (if any) will appear on volume 1.1. E.g.
using the out-of-the-box configuration in vi r t ual - met adat a. xm , metadata field publ i cat i oni ssue. i ssueNunber of issue 1.1 would
appear as metadata field publ i cat i oni ssue. i ssueNunber on volume 1.1 on place O (i.e. as the first metadata value).

®* The number on side (i ) indicates the place at which the virtual metadata representing this relationship (if any) will appear on issue 1.1. E.g.
using the out-of-the-box configuration in vi r t ual - met adat a. xm , metadata field publ i cat i onvol unme. vol umeNunber of volume 1.1 would
appear as metadata field publ i cati onvol une. vol uneNunber on issue 1.1 on place O (i.e. as the first metadata value).

With the groundwork out of the way, let's see what happens when we create a new version of volume 1.1. The new version is not yet archived, because it
still has to be edited in the submission UI.
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At this moment, when viewing the item page of issue 1.1, the user should only see volume 1.1 (as volume 1.2 is not yet archived). When viewing the item
page of volume 1.1, nothing has changed: only a link to issue 1.1 will appear. When viewing the item page of volume 1.2 (e.g. as an admin), a link to issue
1.1 will appear as well.

As soon as volume 1.2 is deposited (archived), the "latest status” of both volume 1.1 and volume 1.2 are updated. When viewing the item page of issue
1.1, volume 1.2 should be visible. When viewing the item pages of the volumes, nothing has changed.

Let's create another version of the volume (not archived):
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And after archiving volume 1.3:

107



© falsg 0

Ot

\

j ———P
. (v)false0-—-Otrue (i)

Qe \l

o-
) e

What happens if we create a new version of issue 1.1?
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Only the relationship with volume 1.3 is copied. For issue 1.1, no relationship was displayed with volume 1.1 and 1.2. (The relationships still exist in the
database, but are not visible in the Ul.). For volume 1.1, a relationship to issue 1.1 remains present, but it should not be updated to issue 1.2. For issue
1.2, these relationships are longer relevant, so they are not copied.

On the item pages of volume 1.1, volume 1.2 and volume 1.3, you should see issue 1.1 (as 1.2 is not archived yet)

Because issue 1.2 is not yet archived, all volumes are still pointing to issue 1.1. Let's archive it:
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Now on the item pages of volume 1.1 and volume 1.2, you should see issue 1.1; it's the latest issue at the time that those volumes were superseded by
volume 1.3. On the item page of volume 1.3, you'll see issue 1.3. On the item page of issue 1.1 you'll still see volume 1.3 as well.

Metadata fields that represent relations
If you have a closer look at items with relationships, you'll notice two categories of metadata fields that are controlled by DSpace:

® rel ation.* fields, for example r el ati on. i sl ssueX Jour nal Vol une on volume items
® relation.*.|atestForDiscovery fields, forexamplerel ati on. i sl ssueOf Jour nal Vol une. | at est For Di scovery on volume items

Metadata fields of the first category (r el ati on. *) contain all uuids of related items that the current item can see. l.e. a relationship has to exist between
the current item and the other item, and the other item needs to have "latest status" for that specific relationship.

As an example take the following state of the previous section:

Item issue 1.1 will contain metadata field r el at i on. i sJour nal Vol unmeCf | ssue with as value the uuid of volume 1.3. Volume 1.1 and 1.2 are not
included because they don't have "latest status" on the relevant relationships.

Metadata fields of the second category (r el ati on. *. | at est For Di scovery) contain all uuids of the items for which the current item is visible. l.e. a
relationship has to exist between the current item and the other item, and the current item needs to have "latest status” for that specific relationship. These
fields are particularly important for indexing and search, because they allow to us to surface all the items that a particular item is referring to.

Continuing on the example above, issue 1.1 will have metadata field r el at i on. i sJour nal Vol umeCf | ssue. | at est For Di scovery containing the
uuids of volume 1.1 and 1.2.

With issue 1.1 containing volume 1.1 and 1.2 inr el ati on. i sJour nal Vol umeCf | ssue. | at est For Di scovery, a search on the volume 1.1 page for
all issues containing volume 1.1 will display issue 1.1 thanks to this setup.

Configure versioning for an entity type

DSpace contains a bunch of example entity types that support versioning out of the box. What follows is an overview of the requirements to make entity
versioning work.

1. when introducing a relationship type, make sure to add four new metadata fields to confi g/ regi stri es/rel ati onshi p-fornats. xm . E.g.
rel ation.isAuthor Of Publication,rel ation.isAuthor O Publication. | atestForDi scovery,relation.
i sPubl i cationOf Aut hor andrel ation.isPublicationOf Aut hor. | at est For Di scovery
2. when introducing an entity type, filter items on | at est Ver si on: t rue in di scovery. xnl . This will be the default search, which ensures older
versions are not shown
® |f you want to show all related items, including older versions, you can create another discovery config without | at est Ver si on: t r ue.
This should be used for item pages displaying the related items to the current item using the discovery search.
® The entity types configured out-of-the-box have discovery config <enti t y-t ype> and discovery config <enti t y-
t ype>Rel at i onshi ps for that purpose.

Note that versioning support is enabled by default, but can be turned off by setting ver si oni ng. enabl ed = fal seinversioning.cfgorlocal.cfg
. For more details on item versioning, see: https://wiki.lyrasis.org/display/DSDOC7x/ltem+Level+Versioning.
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Curation System

DSpace supports running curation tasks, which are described in this section. DSpace includes several useful tasks out-of-the-box, but the system also is
designed to allow new tasks to be added between releases, both general purpose tasks that come from the community, and locally written and deployed
tasks.

1 Tasks
2 Activation
3 Task Invocation
3.1 On the command line
3.2 In the admin Ul
3.3 In workflow
3.4 In arbitrary user code
4 Asynchronous (Deferred) Operation
5 Task Output and Reporting
5.1 Status Code
5.2 Result String
5.3 Reporting Stream
6 Task Properties
7 Task Parameters
8 Scripted Tasks

Tasks

The goal of the curation system ("CS") is to provide a simple, extensible way to manage routine content operations on a repository. These operations are
known to CS as "tasks", and they can operate on any DSpaceObject (i.e. subclasses of DSpaceObject) - which means the entire Site, Communities,
Collections, and ltems - viz. core data model objects. Tasks may elect to work on only one type of DSpace object - typically an Iltem - and in this case they
may simply ignore other data types (tasks have the ability to "skip" objects for any reason). The DSpace core distribution will provide a number of useful
tasks, but the system is designed to encourage local extension - tasks can be written for any purpose, and placed in any java package. This gives DSpace
sites the ability to customize the behavior of their repository without having to alter - and therefore manage synchronization with - the DSpace source code.
What sorts of activities are appropriate for tasks?

Some examples:

apply a virus scan to item bitstreams (this will be our example below)

profile a collection based on format types - good for identifying format migrations

ensure a given set of metadata fields are present in every item, or even that they have particular values
call a network service to enhance/replace/normalize an item's metadata or content

ensure all item bitstreams are readable and their checksums agree with the ingest values

Since tasks have access to, and can modify, DSpace content, performing tasks is considered an administrative function to be available only to
knowledgeable collection editors, repository administrators, sysadmins, etc. No tasks are exposed in the public interfaces.

Activation

For CS to run a task, the code for the task must of course be included with other deployed code (to [ dspace] /| i b, WAR, etc) but it must also be
declared and given a name. This is done via a configuration property in [ dspace] / conf i g/ nodul es/ cur at e. cf g as follows:

### Task O ass inplenmentations

pl ugi n. named. or g. dspace. cur at e. Curati onTask = org. dspace. ct ask. general . NoOpCur ati onTask = noop

pl ugi n. naned. or g. dspace. curate. Curati onTask = org. dspace. ct ask. general . Profil eFormats = profileformats

pl ugi n. naned. or g. dspace. curate. Curati onTask = org. dspace. ct ask. general . Requi redMet adata = requirednet adat a
pl ugi n. named. or g. dspace. cur at e. Curati onTask = org. dspace. ct ask. general . C anScan = vscan

pl ugi n. naned. or g. dspace. curate. Curati onTask = org. dspace. ct ask. general . M crosoftTransl ator = transl ate

pl ugi n. named. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. gener al . Met adat aVal ueLi nkChecker = checkl i nks

For each activated task, a key-value pair is added. The key is the fully qualified class name and the value is the taskname used elsewhere to configure the
use of the task, as will be seen below. Note that the curate.cfg configuration file, while in the config directory, is located under "modules”. The intent is that
tasks, as well as any configuration they require, will be optional "add-ons" to the basic system configuration. Adding or removing tasks has no impact on
dspace.cfg.

For many tasks, this activation configuration is all that will be required to use it. But for others, the task needs specific configuration itself. A concrete
example is described below, but note that these task-specific configuration property files also reside in [ dspace] / confi g/ nodul es

Task Invocation

Tasks are invoked using CS framework classes that manage a few details (to be described below), and this invocation can occur wherever needed, but CS
offers great versatility "out of the box™:

On the command line
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A simple tool "CurationCli" provides access to CS via the command line. This tool bears the name "curate" in the DSpace launcher. For example, to
perform a virus check on collection "4":

[dspace]/ bin/dspace curate -t vscan -i 123456789/ 4

The complete list of options:

option meaning
-t taskname name of task to perform.
-T filename name of file containing a list of tasknames to be performed.

-e epersoniD (required) email address or netid of the E-Person performing the task

-i identifier ID of object to curate. May be (1) a Handle, (2) a workflow ID, or (3) ‘all' to operate on the whole repository.

-q queue name of queue to process. -i and -q are mutually exclusive.

-| limit maximum number of objects in Context cache. If absent, unlimited objects may be added.

-s scope declare a scope for database transactions. Scope must be: (1) ‘open’ (default value), (2) ‘curation’ or (3) ‘object'.
-V emit verbose output

-r filename emit reporting to the named file. '-r -' writes reporting to standard out. If not specified, report is discarded silently.

-p name=value @ set a runtime task parameter nane to the value val ue. May be repeated as needed. See "Task parameters" below.

As with other command-Iline tools, these invocations could be placed in a cron table and run on a fixed schedule, or run on demand by an administrator.

In the admin Ul
In the UlI, there are several ways to execute configured Curation Tasks:

1. From the "Curate" tab/button that appears on each "Edit Community/Collection/ltem" page: this tab allows an Administrator, Community
Administrator or Collection Administrator to run a Curation Task on that particular Community, Collection or Item. When running a task on a
Community or Collection, that task will also execute on all its child objects, unless the Task itself states otherwise (e.g. running a task on a
Collection will also run it across all Items within that Collection).

® NOTE: Community Administrators and Collection Administrators can only run Curation Tasks on the Community or Collection which they
administer, along with any child objects of that Community or Collection. For example, a Collection Administrator can run a task on that
specific Collection, or on any of the Items within that Collection.

2. From the Administrator's "Curation Tasks" page: This option is only available to DSpace Administrators, and appears in the Administrative
side-menu. This page allows an Administrator to run a Curation Task across a single object, or all objects within the entire DSpace site.

® |In order to run a task from this interface, you must enter in the handle for the DSpace object. To run a task site-wide, you can use the
handle: [ your - handl e- prefix]/0

Each of the above pages exposes a drop-down list of configured tasks, with a button to '‘perform’ the task, or queue it for later operation (see section
below). Not all activated tasks need appear in the Curate tab - you filter them by means of a configuration property. This property also permits you to
assign to the task a more user-friendly name than the PluginManager taskname. The property resides in [ dspace] / conf i g/ nodul es/ cur at e. cf g:

curate. ui.tasknames = profileformats = Profile Bitstream Fornmats
curate.ui.tasknanes = requirednetadata = Check for Required Metadata

When a task is selected from the drop-down list and performed, the tab displays both a phrase interpreting the "status code" of the task execution, and the
"result" message if any has been defined. When the task has been queued, an acknowledgement appears instead. You may configure the words used for
status codes in curate.cfg (for clarity, language localization, etc):

curate.ui.statusnessages = -3 = Unknown Task
curate. ui.statusnessages = -2 = No Status Set
curate.ui.statusnessages = -1 = Error

curate.ui.statusnessages = 0 = Success
curate.ui.statusnmessages = 1 = Fail
curate.ui.statusnessages = 2 = Skip

curate. ui.statusnmessages = other = Invalid Status

Report output from tasks run in this way is collected by configuring a Reporter plugin. You must have exactly one Reporter configured. The default is to
use the FileReporter, which writes a single report of the output of all tasks in the run over all of the selected objects, to a file in the reports directory
(configured as report.dir). See [ DSpace] / confi g/ nodul es/ submi ssi on- confi gur ati on.cfg for the value of pl ugi n. si ngl e. or g. dspace.
cur at e. Report er. Other Reporter implementations are provided, or you may supply your own.
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As the number of tasks configured for a system grows, a simple drop-down list of all tasks may become too cluttered or large. DSpace 1.8+ provides a
way to address this issue, known as task groups. A task group is a simple collection of tasks that the Admin Ul will display in a separate drop-down list.
You may define as many or as few groups as you please. If no groups are defined, then all tasks that are listed in the ui.tasknames property will appear in
a single drop-down list. If at least one group is defined, then the admin Ul will display two drop-down lists. The first is the list of task groups, and the
second is the list of task names associated with the selected group. A few key points to keep in mind when setting up task groups:

® atask can appear in more than one group if desired
® tasks that belong to no group are invisible to the admin Ul (but of course available in other contexts of use)

The configuration of groups follows the same simple pattern as tasks, using properties in [ dspace] / conf i g/ modul es/ cur at e. cf g. The group is
assigned a simple logical name, but also a localizable name that appears in the Ul. For example:

# ui.taskgroups contains the |ist of defined groups, together with a pretty name for U display

curate. ui.taskgroups = replication = Backup and Restoration Tasks

curate.ui.taskgroups = integrity = Metadata Integrity Tasks

# each group nmenbership list is a separate property, whose value is comma-separated |ist of |ogical task nanes
curate.ui.taskgroup.integrity = profileformats, requirednetadata

In workflow

CS provides the ability to attach any number of tasks to standard DSpace workflows. Using a configuration file [ dspace] / conf i g/ wor kf | ow
curation. xm , you can declaratively (without coding) wire tasks to any step in a workflow. An example:

<t askset - map>
<mappi ng col | ecti on-handl e="default" taskset="cautious" />
</ taskset - map>
<t askset s>
<taskset name="cautious">
<fl owst ep name="editstep">
<task nanme="vscan">
<wor kf | ow>r ej ect </ wor kf | ow>
<notify on="fail">%f| owgroup</notify>
<notify on="fail">$col | adnm n</notify>
<notify on="error">$siteadm n</notify>
</ task>
</ fl owst ep>
</ taskset >
</ taskset s>

This markup would cause a virus scan to occur during the "editstep” of workflow for any collection, and automatically reject any submissions with infected
files. It would further notify (via email) both the reviewers ("editstep" role/group), and the collection administrators, if either of these are defined. If it could
not perform the scan, the site administrator would be notified.

The notifications use the same procedures that other workflow notifications do - namely email. There is a new email template defined for curation task use:
[dspace]/confi g/ email s/flow ask_noti fy. This may be language-localized or otherwise modified like any other email template.

Tasks wired in this way are normally performed as soon as the workflow step is entered, and the outcome action (defined by the 'workflow' element)
immediately follows. It is also possible to delay the performance of the task - which will ensure a responsive system - by queuing the task instead of
directly performing it:

<t askset nane="cautious">
<fl owst ep name="editstep" queue="workfl ow'>

This attribute (which must always follow the "name" attribute in the flowstep element), will cause all tasks associated with the step to be placed on the
gueue named "workflow" (or any queue you wish to use, of course), and further has the effect of suspending the workflow. When the queue is emptied
(meaning all tasks in it performed), then the workflow is restarted. Each workflow step may be separately configured,

Like configurable submission, you can assign these task rules per collection, as well as having a default for any collection.

As with task invocation from the administrative Ul, workflow tasks need to have a Reporter configured in submi ssi on- confi gurati on. cfg.

In arbitrary user code
If these pre-defined ways are not sufficient, you can of course manage curation directly in your code. You would use the CS helper classes. For example:
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Col l ection coll = (Collection)Handl eManager.resol veToObj ect (context, "123456789/4");
Curator curator = new Curator();

curator. set Reporter(System out);

curator.addTask("vscan").curate(coll);

Systemout.println("Result: " + curator.getResult("vscan"));

would do approximately what the command line invocation did. the method "curate" just performs all the tasks configured (you can add multiple tasks to a
curator).

The above directs report output to standard out. Any class which implements Appendable may be set as the reporter class.

Asynchronous (Deferred) Operation

Because some tasks may consume a fair amount of time, it may not be desirable to run them in an interactive context. CS provides a simple API and
means to defer task execution, by a queuing system. Thus, using the previous example:

Curator curator = new Curator();
curator.addTask("vscan"). queue(context, "nonthly", "123456789/4");

would place a request on a named queue "monthly” to virus scan the collection. To read (and process) the queue, we could for example:

[dspace]/ bi n/ dspace curate -q nmonthly

use the command-line tool, but we could also read the queue programmatically. Any number of queues can be defined and used as needed.
In the administrative Ul curation "widget", there is the ability to both perform a task, but also place it on a queue for later processing.

Task Output and Reporting

Few assumptions are made by CS about what the 'outcome’ of a task may be (if any) - it. could e.g. produce a report to a temporary file, it could modify
DSpace content silently, etc. But the CS runtime does provide a few pieces of information whenever a task is performed:

Status Code

This was mentioned above. This is returned to CS whenever a task is called. The complete list of values:

-3 NOTASK - CS could not find the requested task

-2 UNSET - task did not return a status code because it has not yet run
-1 ERROR - task could not be perforned

0 SUCCESS - task performed successfully

1 FAIL - task performed, but failed

2 SKIP - task not perforned due to object not being eligible

In the administrative Ul, this code is translated into the word or phrase configured by the ui.statusmessages property (discussed above) for display.

Result String

The task may define a string indicating details of the outcome. This result is displayed, in the "curation widget" described above:
"Virus 12312 detected on Bitstream 4 of 1234567789/ 3"

CS does not interpret or assign result strings, the task does it. A task may not assign a result, but the "best practice" for tasks is to assign one whenever
possible.

Reporting Stream

For very fine-grained information, a task may write to a reporting stream. This stream may be sent to a file or to standard out, when running a task from the
command line. Tasks run from the administrative Ul or a workflow use a configured Reporter class to collect report output. Your own code may collect the
report using any implementation of the Appendable interface. Unlike the result string, there is no limit to the amount of data that may be pushed to this
stream.

Task Properties
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DSpace 1.8 introduces a new "idiom" for tasks that require configuration data. It is available to any task whose implementation extends Abstr act Curati o
nTask, but is completely optional. There are a number of problems that task properties are designed to solve, but to make the discussion concrete we will
start with a particular one: the problem of hard-coded configuration file names. A task that relies on configuration data will typically encode a fixed

reference to a configuration file name. For example, the virus scan task reads a file called "cl amav. cf g", which lives in [ dspace] / conf i g/ nodul es. It
could look up its configuration properties in the ordinary way. But tasks are supposed to be written by anyone in the community and shared around
(without prior coordination), so if another task uses the same configuration file name, there is a name collision here that can't be easily fixed, since the
reference is hard-coded in each task. In this case, if we wanted to use both at a given site, we would have to alter the source of one of them - which
introduces needless code localization and maintenance.

Task properties gives us a simple solution. Here is how it works: suppose that both colliding tasks instead use the task properties facility instead of
ordinary configuration lookup. For example, each asks for the property cl amav. servi ce. host . At runtime, the curation system resolves this request
to a set of configuration properties, and it uses the name the task has been configured as as the prefix of the properties. So, for example, if both were
installed (in, say, cur at e. cf g) as:

or g. dspace. ct ask. general . Gl amAv = vscan,
org.comuni ty. ctask. ConflictTask = virusscan,

then the task property f oo will resolve to the property named vscan. f oo when called from ClamAv task, but vi r usscan. f oo when called from
ConflictTask's code. Note that the "vscan" etc are locally assigned names, so we can always prevent the "collisions" mentioned, and we make the tasks
much more portable, since we remove the "hard-coding" of config names.

Another use of task properties is to support multiple task profiles. Suppose we have a task that we want to operate in one of two modes. A good example
would be a mediafilter task that produces a thumbnail. We can either create one if it doesn't exist, or run with "-force" which will create one regardless.
Suppose this behavior was controlled by a property in a config file. If we configured the task as "thumbnail”, then we would have in (perhaps) [ dspace]
/ confi g/ modul es/ t hunbnai | . cfg:

...other properties...

t hunbnai | . t hunbnai | . maxhei ght = 80
thurmbnai | . t hurbnai | . maxwi dth = 80
t hunbnai | . f or ceupdat e=f al se

The thumbnail generating task code would then resolve “forcedupdate” to see whether filtering should be forced.
But an obvious use-case would be to want to run force mode and non-force mode from the admin Ul on different occasions. To do this, one would have to

stop Tomcat, change the property value in the config file, and restart, etc However, we can use task properties to elegantly rescue us here. All we need to
do is go into the config/modules directory, and create a new file perhaps called: t hurnbnai | . f or ce. cf g. In this file, we put the properties:

t hunbnai | . force. t hunbnai | . maxhei ght = 80
thurbnai | . force. t hunbnai | . maxwi dth = 80
t hunbnai |l . force. f or ceupdat e=t r ue

Then we add a new task (really just a new name, no new code) in curate.cfg:

or g. dspace. ct ask. gener al . Thunbnai | Task = t hunbnai |
org. dspace. ct ask. general . Thunbnai | Task = thunbnail.force

Consider what happens: when we perform the task "t hunbnai | " (using taskProperties), it uses the t hunbnai | . * properties and operates in "non-force"
profile (since the value is false), but when we run the task "t hunbnai | . f or ce" the curation system uses the t hunbnai | . f or ce. * properties. Notice
that we did all this via local configuration - we have not had to touch the source code at all to obtain as many "profiles" as we would like.

See Task Properties in Curation Tasks for details of how properties are resolved in task code.

Task Parameters

New in DSpace 7, you can pass parameters to a task at invocation time. These runtime parameters will be presented to the task as if they were task
properties (see above) and, if present, will override the value of identically-named properties. Example:

Task parameters

bi n/ dspace curate -t reticulate -i 123456789/ 36 -p foreground=red -p background=green

Scripted Tasks

The procedure to set up curation tasks in Jython is described on a separate page: Curation tasks in Jython
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DSpace 1.8 includes limited (and somewhat experimental) support for deploying and running tasks written in languages other than Java. Since version 6,
Java has provided a standard way (API) to invoke so-called scripting or dynamic language code that runs on the java virtual machine (JVM). Scripted tasks
are those written in a language accessible from this API. The exact number of supported languages will vary over time, and the degree of maturity of each
language, or suitability of the language for curation tasks will also vary significantly. However, preliminary work indicates that Ruby (using the JRuby
runtime) and Groovy may prove viable task languages.

Support for scripted tasks does not include any DSpace pre-installation of the scripting language itself - this must be done according to the instructions
provided by the language maintainers, and typically only requires a few additional jars on the DSpace classpath. Once one or more languages have been

installed into the DSpace deployment, task support is fairly straightforward. One new property must be defined in [ dspace] / confi g/ nodul es/ cur at e.
cfg:

curate.script.dir = ${dspace.dir}/scripts

This merely defines the directory location (usually relative to the deployment base) where task script files should be kept. This directory will contain a
"catalog" of scripted tasks named t ask. cat al og that contains information needed to run scripted tasks. Each task has a 'descriptor' property with value
syntax:

<engi ne>| <r el Fi | ePat h>| <i npl d assCt or >

An example property for a link checking task written in Ruby might be:

I'i nkchecker = ruby|rubytask. rb| Li nkChecker . new

This descriptor means that a "r uby" script engine will be created, a script file named "r ubyt ask. r b" in the directory <scri pt . di r > will be loaded and
the resolver will expect an evaluation of "Li nkChecker . new" will provide a correct implementation object. Note that the task must be configured in all
other ways just like java tasks (in ui . t asknames, ui . taskgroups, etc).

Script files may embed their descriptors to facilitate deployment. To accomplish this, a script must include the descriptor string with syntax:
$t d=<descr i pt or > somewhere on a comment line. For example:

# My descriptor $td=ruby|rubytask.rb]|Li nkChecker. new

For reasons of portability, the <relFilePath> component may be omitted in this context. Thus, "$t d=r uby| | Li nkChecker . new" will be expanded to a
descriptor with the name of the embedding file.
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Bundled Tasks

DSpace bundles a small number of tasks of general applicability. Those that do not require configuration (or have usable default values) are activated by
default to demonstrate the use of the curation system. They may be deactivated by means of configuration, if desired, without affecting system integrity.
Those that require configuration may be enabled (activated) by means editing DSpace configuration files. Each task is briefly described in this section.

All bundled tasks are in the package or g. dspace. ct ask. gener al . So, for example, to activate the no-operation task, which is implemented in the

class NoOpCur at i onTask, one would configure:

pl ugi n. naned. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. general . NoOpCur ati onTask = noop
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Bitstream Format Profiler Task

The task with the taskname ‘formatprofiler' (in the admin Ul it is labeled "Profile Bitstream Formats") examines all the bitstreams in an item and produces a
table ("profile") which is assigned to the result string. It is activated by default, and is configured to display in the administrative Ul. The result string has the
layout:

10 (K) Portabl e Network G aphics
5 (S) Plain Text

where the left column is the count of bitstreams of the named format and the letter in parentheses is an abbreviation of the repository-assigned support
level for that format:

U Unsupported
K Known
S Supported

The profiler will operate on any DSpace object. If the object is an item, then only that item's bitstreams are profiled,; if a collection, all the bitstreams of all
the items; if a community, all the items of all the collections of the community.
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Link Checker Tasks

Two link checker tasks, BasicLinkChecker and MetadataValueLinkChecker, can be used to check for broken or unresolvable links appearing in item
metadata.

This task is intended as a prototype / example for developers and administrators who are new to the curation system.
These tasks are not configurable.
Basic Link Checker

BasicLinkChecker iterates over all metadata fields ending in "uri" (eg. dc.relation.uri, dc.identifier.uri, dc.source.uri ...), attempts a GET to the value of the
field, and checks for a 200 OK response.
Results are reported in a simple "one row per link" format.

Metadata Value Link Checker

MetadataValueLinkChecker parses all metadata fields for valid HTTP URLSs, attempts a GET to those URLSs, and checks for a 200 OK response.
Results are reported in a simple "one row per link" format.
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MetadataWebService Task

DSpace item metadata can contain any number of identifiers or other field values that participate in networked information systems. For example, an item
may include a DOI which is a controlled identifier in the DOI registry. Many web services exist to leverage these values, by using them as 'keys' to retrieve
other useful data. In the DOI case for example, CrossRef provides many services that given a DOI will return author lists, citations, etc. The
MetadataWebService task enables the use of such services, and allows you to obtain and (optionally) add to DSpace metadata the results of any web
service call to any service provider. You simply need to describe what service you want to call, and what to do with the results. Using the task code ([ t ask
code] ), you can create as many distinct tasks as you have services you want to call.

Each task description lives in a configuration file in ‘config/modules’ (or in your local.cfg), and is a simple properties file, like all other DSpace configuration
files (see Configuration Reference). All of the settings associated with a given task should be prepended with the task name (as assigned in confi g

/ modul es/ cur at e. cf g). For example, if the task name is i ssn2pubnane in curate.cfg, then all settings should start with "i ssn2pubnane. " Your
settings can either be setin your | ocal . cf g, or in a new configuration file which is included (i ncl ude = path/to/ new fil e. cf g)into either your
local.cfg or the dspace.cfg. See the Configuration Reference for examples of including configuration files, or modifying your | ocal . cf g

There are a few required properties you must configure for any service, and for certain services, a few additional ones. An example will illustrate best.

ISSN to Publisher Name

Suppose items (holding journal articles) include ‘dc.identifier.issn' when available. We might also want to catalog the publisher name (in 'dc.publisher’). The
cataloger could look up the name given the ISSN in various sources, but this 'research’ is tedious, costly and error-prone. There are many good quality,
free web services that can furnish this information. So we will configure a MetadataWebService task to call a service, and then automatically assign the
publisher name to the item metadata. As noted above, all that is needed is a description of the service, and what to do with the results. Create a new file in
‘config/modules’ called 'issn2pubname.cfg' (or whatever is mnemonically useful to you). The first property in this file describes the service in a 'template’.
The template is just the URL to call the web service, with parameters to substitute values in. Here we will use the 'Sherpa/Romeo’ service:

[taskcode] . tenpl at e=ht t p: // ww. sher pa. ac. uk/ r omeo/ api 29. php?i ssn={dc. i dentifier.issn}

When the task runs, it will replace '{dc.identifier.issn} with the value of that field in the item, If the field has multiple values, the first one will be used. As a
web service, the call to the above URL will return an XML document containing information (including the publisher name) about that ISSN. We need to
describe what to do with this response document, i.e. what elements we want to extract, and what to do with the extracted content. This description is
encoded in a property called the 'datamap’. Using the example service above we might have:

[taskcode] . dat amap=// publ i sher/ nanme=>dc. publ i sher, //ronmeocol or

Each separate instruction is separated by a comma, so there are 2 instructions in this map. The first instruction essentially says: find the XML element
'publisher name' and assign the value or values of this element to the 'dc.publisher’ field of the item. The second instruction says: find the XML element
‘romeocolor’, but do not add it to the DSpace item metadata - simply add it to the task result string (so that it can be seen by the person running the task).
You can have as many instructions as you like in a datamap, which means that you can retrieve multiple values from a single web service call. A little more
formally, each instruction consists of one to three parts. The first (mandatory) part identifies the desired data in the response document. The syntax (here '
/lpublisher/name’) is an XPath 1.0 expression, which is the standard language for navigating XML trees. If the value is to be assigned to the DSpace item
metadata, then 2 other parts are needed. The first is the 'mapping symbol' (here '=>'), which is used to determine how the assignment should be made.
There are 3 possible mapping symbols, shown here with their meanings:

'->' mapping will add to any existing value(s) in the itemfield
'=>'" mapping will replace any existing value(s) in the itemfield
'~>'" mapping will add *only if* itemfield has no existing val ue(s)

The third part (here 'dc.publisher') is simply the name of the metadata field to be updated. These two mandatory properties (template and datamap) are
sufficient to describe a large number of web services. All that is required to enable this task is to edit 'conf i g/ nodul es/ cur at e. cf g' (or your | ocal .
cf g), and add 'i ssn2pubnan®’ to the list of tasks:

pl ugi n. nanmed. or g. dspace. cur at e. Curati onTask org. dspace. ct ask. gener al . Met adat aWebSer vi ce i ssn2pubnane
pl ugi n. naned. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. gener al . Met adat aWebSer vi ce = doi 2cr ossr ef

If you wish the task to be available in the Admin Ul, see the Invocation from the Admin Ul documentation (above) about how to configure it. The remaining
sections describe some more specialized needs using the MetadataWebService task.

HTTP Headers

For some web services, protocol and other information is expressed not in the service URL, but in HTTP headers. Examples might be HTTP basic auth
tokens, or requests for a particular media type response. In these cases, simply add a property to the configuration file (our example was 'issn2pubname.
cfg’) containing all headers you wish to transmit to the service:

[taskcode] . header s=Accept: application/xm || Cache-Control: no-cache
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You can specify any number of headers, just separate them with a 'double-pipe’ ('| | '). Ensure that any commas in values are escaped (with backslash
comma, i.e. '\, ").

Transformations

One potential problem with the simple parameter substitutions performed by the task is that the service might expect a different format or expression of a
value than the way it is stored in the item metadata. For example, a DOI service might expect a bare prefix/suffix notation ('10.000/12345"), whereas the
DSpace metadata field might have a URI representation (‘http://dx.doi.org/10.000/12345"). In these cases one can declare a 'transformation' of a value in
the template. For example:

[taskcode] . tenpl at e=htt p: // www. cr ossref. org/ openurl /?i d={doi : dc. rel ation.isversi onof } & or mat =uni xr ef

The 'doi:" prepended to the metadata field name declares that the value of the 'dc.relation.isversionof' field should be transformed before the substitution
into the template using a transformation named 'doi'. The transformation is itself defined in the same configuration file as follows:

[taskcode] . transform doi =match 10. trunc 60

This would be read as: exclude the value string up to the occurrence of '10.', then truncate any characters after length 60. You may define as many
transformations as you want in any task, although generally 1 or 2 will suffice. They keywords 'match’, ‘trunc’, etc are names of 'functions' to be applied (in
the order entered). The currently available functions are:

'cut' <nunber> = renopve nunber |eading characters

"trunc' <number> = renove trailing characters after nunber Iength

'match' <pattern> = start match at pattern

'text' <characters> = append literal characters (enclose in ' ' when whitespace needed)

When the task is run, if the transformation results in an invalid state (e.g. cutting more characters than there are in the value), the un-transformed value will
be used and the condition will be logged. Transformations may also be applied to values returned from the web service. That is, one can apply the
transformation to a value before assigning it to a metadata field. In this case, the declaration occurs in the datamap property, not the template:

[taskcode] . dat anap=// publ i sher/ name=>short en: dc. publ i sher, //romeocol or

Here the task will apply the 'shorten' transformation (which must be defined in the same config file) before assigning the value to 'dc.publisher.

Result String Programatic Use

Normally a task result string appears in a window in the admin Ul after it has been invoked. The MedataWebService task will concatenate all the values
declared in the 'datamap' property and place them in the result string using the format: 'name:value name:value' for as many values as declared. In the
example above we would get a string like 'publisher: Nature romeocolor: green'. This format is fine for simple display purposes, but can be tricky if the
values contain spaces. You can override the space separator using an optional property 'separator' (put in the config file, with all other properties). If you
use:

[taskcode] . separator=| |

for example, it becomes easy to parse the result string and preserve spaces in the values. This use of the result string can be very powerful, since you are
essentially creating a map of returned values, which can then be used to populate a user interface, or any other way you wish to exploit the data (drive a
workflow, etc).

Limits and Use

A few limitations should be noted. First, since the response parsing utilizes XPath, the service can only operate on XML, (not JSON) response documents.
Most web services can provide either, so this should not be a major obstacle. The MetadataWebService can be used in many ways: showing an admin a
value in the result string in a Ul, run in a batch to update a set of items, etc. One excellent configuration is to wire these tasks into submission workflow, so
that 'automatic cataloging' of many fields can be performed on ingest.

120



MicrosoftTranslator Task

Microsoft Translator uses the Microsoft Translate API to translate metadata values from one source language into one or more target languages.

This task cab be configured to process particular fields, and use a default language if no authoritative language for an item can be found. Bing API v2 key
is needed.

MicrosoftTranslator extends the more generic AbstractTranslator. This now seems wasteful, but a GoogleTranslator had also been written to extend
AbstractTranslator. Unfortunately, Google has announced they are decommissioning free Translate API service, so this task hasn't been included in
DSpace's general set of curation tasks.

Translated fields are added in addition to any existing fields, with the target language code in the 'language’ column. This means that running a task
multiple times over one item with the same configuration could result in duplicate metadata.

This task is intended as a prototype / example for developers and administrators who are new to the curation system.

Configure Microsoft Translator

An example configuration file can be found in [ dspace] / confi g/ nodul es/ transl ator. cf g.

[ e R PP #
T TRANSLATOR CURATI ON TASK CONFI GURATI ONS- - - - - - == - - - - - - #
L e R L R T #
# Configuration properties used solely by McrosoftTransl ator #
# Curation Task (uses Mcrosoft Translation APl v2) #
L L T R P #
## Translation field settings

##t

## Authoritative |anguage field

## This will be read to determ ne the original |anguage an itemwas submitted in
## Default: dc.|anguage

translator.field.language = dc.|anguage

## Metadata fields you wish to have transl ated
translator.field.targets = dc.description.abstract, dc.title, dc.type

## Transl ation | anguage settings

H##t

## |f the language field configured in translate.field.language is not present
## in the record, set translate.language.default to a default source |anguage
## or |eave blank to use autodetection

transl ator. | anguage. default = en

## Target |anguages for translation
transl ator. | anguage.targets = de, fr

## Transl ation APl settings

#t

## Your Bing APl v2 key and/or CGoogle "Sinple APl Access" Key

## (note to Google users: your vl APl key will not work with Translate v2,
## you will need to visit https://code. googl e.cont api s/ console and activate
## a Sinple APl Access key)

#it

## You do not need to enter a key for both services.

transl ator. api . key. mcrosoft = YOUR M CROSOFT_API _KEY_GOES_HERE

transl ator. api . key. googl e = YOUR_GOOGLE_API _KEY_GOES_HERE
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NoOp Task

This task does absolutely nothing. It is intended as a starting point for developers and administrators wishing to learn more about the curation system.
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Required Metadata Task

The "r equi r ednet adat a" task examines item metadata and determines whether fields that the web submission (i nput - f or ms. xn1 ) marks as required
are present. It sets the result string to indicate either that all required fields are present, or constructs a list of metadata elements that are required but
missing. When the task is performed on an item, it will display the result for that item. When performed on a collection or community, the task be performed
on each item, and will display the last item result. If all items in the community or collection have all required fields, that will be the last in the collection. If
the task fails for any item (i.e. the item lacks all required fields), the process is halted. This way the results for the 'failed' items are not lost.
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Virus Scan Task

The "vscan" task performs a virus scan on the bitstreams of items using the ClamAV software product.

Clam AntiVirus is an open source (GPL) anti-virus toolkit for UNIX. A port for Windows is also available. The virus scanning curation task interacts with the
ClamAV virus scanning service to scan the bitstreams contained in items, reporting on infection(s). Like other curation tasks, it can be run against a
container or item, in the GUI or from the command line. It should be installed according to the documentation at http://www.clamav.net. It should not be
installed in the dspace installation directory. You may install it on the same machine as your dspace installation, or on another machine which has been
configured properly.

Setup the service from the ClamAV documentation.

This plugin requires a ClamAV daemon installed and configured for TCP sockets. Instructions for installing ClamAV (http://www.clamav.net/doc/latest/clam
doc.pdf)

NOTICE: The following directions assume there is a properly installed and configured clamav daemon. Refer to links above for more information about
ClamAV.

The Clam anti-virus database must be updated regularly to maintain the most current level of anti-virus protection. Please refer to the ClamAV
documentation for instructions about maintaining the anti-virus database.

DSpace Configuration
In[dspace]/ confi g/ nodul es/ cur at e. cf g, activate the task:
® Add the plugin to the list of curation tasks.
### Task O ass inplenentations

pl ugi n. naned. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. general . NoOpCur ati onTask = noop
pl ugi n. named. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. general . Profil eFormats = profileformats

pl ugi n. naned. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. general . Requi redMet adat a = requi rednet adat a

# This is the damAV scanner plugin

pl ugi n. naned. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. general . l anScan = vscan

pl ugi n. naned. or g. dspace. curate. Curati onTask = org. dspace. ct ask. general . M crosoftTransl ator = transl ate

pl ugi n. named. or g. dspace. curat e. Curati onTask = org. dspace. ct ask. gener al . Met adat aVal ueLi nkChecker = checkl i nks

® Optionally, add the vscan friendly name to the configuration to enable it in the administrative it in the administrative user interface.

curate.ui.tasknames = profileformats = Profile Bitstream Fornmats
curate. ui.tasknanmes = requirednetadata = Check for Required Metadata
curate. ui.tasknanes = checklinks = Check Links in Metadata

# Enable C amAV from Ul

curate. ui.tasknanes = vscan = Virus Scan

®* In[dspace]/confi g/ nodul es, edit configuration file clamav.cfg:

cl amav. servi ce. host = 127.0.0.1

# Change if not running on the same host as your DSpace installation.
cl amav. servi ce. port = 3310

# Change if not using standard C amAV port

cl amav. socket . ti meout = 120

# Change if longer tineout needed

clamav. scan.failfast = fal se

# Change only if items have |arge nunbers of bitstreans

® Finally, if desired virus scanning can be enabled as part of the submission process upload file step. In [ dspace] / conf i g/ nodul es, edit
configuration file subm ssi on-curati on. cfg:

NOT YET SUPPORTED IN 7.0

submi ssi on-curation.virus-scan = true

Task Operation from the Administrative user interface

Curation tasks can be run against container and item dspace objects by e-persons with administrative privileges. A curation tab will appear in the
administrative ui after logging into DSpace:
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1. Click on the curation tab.
2. Select the option configured in ui.tasknames above.
3. Select Perform.

Task Operation from the Item Submission user interface

If desired virus scanning can be enabled as part of the submission process upload file step. In [ dspace] / conf i g/ nodul es, edit configuration file subm
ssion-curation.cfg:

NOT YET SUPPORTED IN 7.0

submi ssi on-curation.virus-scan = true

Task Operation from the curation command line client

To output the results to the console:

[dspace]/ bi n/dspace curate -t vscan -i <handle of container or itemdso> -r -

Or capture the results in a file:

[dspace]/ bi n/dspace curate -t vscan -i <handle of container or itemdso> -r - > /<path...>/ <nanme>

Table 1 — Virus Scan Results Table

GUI (Interactive Mode) = FailFast Expectation

Container T Stop on 1%t Infected Bitstream
Container F Stop on 1% Infected Item

Item T Stop on 15! Infected Bitstream
Item F Scan all bitstreams

Command Line

Container T Report on 15t infected bitstream within an item/Scan all contained Items
Container F Report on all infected bitstreams/Scan all contained Items

ltem T Report on 1t infected bitstream

Item F Report on all infected bitstreams
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Exporting Content and Metadata

General top level page to group all DSpace facilities for exporting content and metadata.

Signposting

OpenAIRE4 Guidelines Compliancy

OAI

Exchanging Content Between Repositories
SWORDuv1 Client

Linked (Open) Data

Rioxx v3 schema compliance
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Signposting

Overview

The concept of Signposting is aimed at facilitating machine agents in navigating scholarly information systems easily. Signposting uses typed links to
clarify patterns found in scholar portals, offering a standard approach to address the issue of making the descriptive metadata and links in landing pages,
usually optimized for human use, readable for machine agents.

To provide machine-friendly authorship information, the publisher can include author links in the Link header of the HTTP response. Additionally, the
publisher can use a "cite-as" link to fetch the persistent identifier of the resource. These links enable bots to follow them and discover relevant additional
information related to the resource.

By adopting Signposting techniques, the users contribute to improving the machine accessibility and navigation of scholarly web resources, enhancing the
overall efficiency and interoperability of scholarly information systems.

More information can be found on the Signposting website: https://signposting.org/

DSpace supports FAIR Signposting Profile at Level 2: By supporting the FAIR Signposting Profile at Level 2, your platform demonstrates a commitment to
improving the machine accessibility, interoperability, and reusability of scholarly resources. It ensures that the information you provide is standardized,
consistent, and easily navigable by both human users and machine agents, contributing to a more efficient and FAIR scholarly web ecosystem. More
information on: https://github.com/DSpace/RestContract/blob/main/signposting.md

The FAIR Signposting profile (more information on: https://signposting.org/FAIR/) is based on the FAIR principles (Findable, Accessible, Interoperable, and
Reusable - https://www.go-fair.org/fair-principles/).

® Findability: Your system ensures that scholarly resources are easily discoverable by both humans and machines. It includes the use of persistent
identifiers, such as DOIs (Digital Object Identifiers), to uniquely identify and locate resources. These identifiers are included in the signposting
links provided in the HTTP responses.

® Accessibility: Your system supports accessibility by providing machine-readable metadata and links that facilitate automated processing. The
Signposting Patterns specified in the profile guide the inclusion of links in the HTTP Link headers, HTML link elements, or Link Sets. These links
convey essential information about the resource, such as authorship, identifiers, and relationships to other resources.

® Interoperability: Your system promotes interoperability by adopting standardized formats and protocols. It ensures that the signposting links and
metadata adhere to established conventions and vocabularies, making it easier for machines to interpret and process the information consistently.
By implementing the FAIR Signposting Profile, your system aligns with a community-accepted standard for interoperability.

® Reusability: Your system supports reusability by providing clear and structured metadata about scholarly resources. This includes information
about licenses, permissions, and terms of use. By including this information in the signposting links or associated metadata, your system enables
users and machines to understand the conditions under which the resources can be reused.

Enabling / Disabling

Signposting is enabled by default in DSpace 7 (starting with version 7.6). When enabled on the backend, the ${ dspace. server. url }/si gnposti ng/
REST Endpoint will be available and can be used based on the documentation at https://github.com/DSpace/RestContract/blob/main/signposting.md. Whe
n disabled, this endpoint will return a 404.

However, if you wish to disable it, you can change this configuration in your local.cfg
si gnposti ng. enabled = fal se

Modifications to this setting require rebooting your servlet container (e.g. Tomcat)

Configuration

Additional signposting configuration options are available in [ dspace] / conf i g/ nodul es/ si gnposti ng. cf g. For most sites, the default settings
should be all you need.
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OpenAIRE4 Guidelines Compliancy

Loading of Entities and Fields

OpenAlRE4 features depends on Configurable Entities feature and its default configurations. In order to have your repository compliant with OpenAIRE4
guidelines you need to follow some steps:

The default submission-forms.xml file configures the form fields that allow the creation of the specific OpenAIRE entities and their relationships. In order to
use those forms you need to configure your item-submission.xml and add these to the <submni ssi on- nap>:

item-submission.xml

<nane- map col | ecti on-handl e="123456789/ 2" subm ssi on- nane="openAl REPubl i cati onSubm ssi on" />
<nane- map col | ecti on-handl e="123456789/ 3" subm ssi on- nane="openAl REPer sonSubmi ssi on" />
<nane-nmap col | ecti on-handl e="123456789/5" subm ssi on- nane="openAl REPr oj ect Submi ssi on" />
<nane- map col | ecti on-handl e="123456789/ 4" subm ssi on- nane="openAl REOr gani zat i onSubni ssi on" />

Please note that my col | ecti on- handl e="123456789/ 4" will be different in your system and it refers to the collection that will gather a specific Entity
type like Publications, Persons, Projects or Organizations.

To load OpenAlIRE Entities model you must firstly run the following:

loading openaire entity-relationships model

[/ dspace] /bin/dspace initialize-entities -f [/dspace]/config/entities/openaires-relationships.xnl

and load the required metadata fields

loading openaire registries

[/ dspace]/ bi n/ dspace registry-loader -netadata [/dspace]/config/registries/openaire4-types.xni

After those steps your repository will have the required fields and entities for the compliancy.

OAl interface

As decided in our Entities meeting (2019-11-19 DSpace 7 Entities WG Meeting), the XOAI Default Context should only display Publications or non Entity
Items. For OpenAIRE4 it will also be considered only Publications as the main Entity to be processed and all the related ones will be loaded in the process.

OpenAlRE4 is accessible in a specific OAIl context through the URL:
http://[dspace-server-url]/oai/openaired?verb=Li st Recor ds&et adat aPr ef i x=0ai _openaire

in order to use it, you must first ensure you have the oai.cfg setting uncommented:

oai . enabled = true
(NOTE: you may need to restart your tomcat service)

If you need to display additional metadata at the oai_openaire metadata format, you could rename the file:
[/ dspace/]config/spring/api/virtual -nmetadata.xn .openaire

and replace it with the existing one:

[/ dspace/]config/spring/api/virtual -nnetadata. xnl

Please note if you do this you should restart your tomcat service container.
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This additional virtual metadata will enable to represent something like this in this XML in the oai_openaire metadata format, where you have, for instance,
author identifiers:

oai datacite:creators example

<dat aci te: creat ors>
<dat acite: creator>
<dat aci t e: creat or Nane>Evans, R. J.</datacite: creator Nane>
<datacite:affiliation>nstitute of Science and Technol ogy</datacite:affiliation>
<dat aci t e: nanel denti fi er naneldentifierSchene="ORCI D' scheneURI ="http://orcid.org"> 1234-1234-1234-1234 <
/datacite: nanel dentifier>
</ datacite: creator>
</ dat aci te: creators>

Then you may need to run the OAl import from the command line with the cleaning cache parameter to reload all data to OAI:
[/ dspace/]/bin/dspace oai inport -c
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OAl

OAI Interfaces

1 OAI-PMH Server
1.1 OAI-PMH Server Activation
1.2 OAI-PMH Server Maintenance
2 OAI-PMH / OAI-ORE Harvester (Client)
2.1 Harvesting from another DSpace
2.2 OAI-PMH / OAI-ORE Harvester Configuration
2.3 Setting up a harvest to import content into a collection
2.3.1 Using the "harvest" script
2.3.1.1 Examples of harvesting a collection through CLI commands
2.3.2 Setting up a harvest content source from the Ul
3 DSpace 7 Demo - OAI-PMH

OAI-PMH Server

In the following sections and subpages, you will learn how to configure OAI-PMH server and activate additional OAI-PMH crosswalks. The user is also
referred to OAI-PMH Data Provider for greater depth details of the program.

The OAI-PMH Interface may be used by other systems to harvest metadata records from your DSpace.

OAI-PMH Server Activation

DSpace's OAI-PMH server is enabled by default. However, you can choose to enable/disable it in your local.cfg using these configurations:

# Enable (true) or disable (false) OAl-PM server
oai . enabled = true

# When enabl ed, OAl-PMH server is available at this path
oai . path = oai

If you modify either of these configuration, you must restart your Servlet Container (usually Tomcat).

® You can test that it is working by sending a request to: [ dspace. server. url]/[oai . path]/request ?verb=Identify (e.g.
http://localhost:8080/server/oai/request?verb=Identify)
® The response should look similar to the response from the DSpace 7 Demo Server: https://api7.dspace.org/server/oai/request?verb=Identify

If you're using a recent browser, you should see a HTML page describing your repository. What you're getting from the server is in fact an XML file with a
link to an XSLT stylesheet that renders this HTML in your browser (client-side). Any browser that cannot interpret XSLT will display pure XML. The default
stylesheet is located in [ dspace- sour ce] / dspace- oai / src/ mai n/ resour ces/ stati c/styl e. xsl and can be changed by configuring the st yl e
sheet attribute of the Conf i gur ati on elementin [ dspace]/confi g/ cr osswal ks/ oai / xoai . xm .

Relevant Links
® OAI 2.0 Server - basic information needed to configure and use the OAIl Server in DSpace

® OAI-PMH Data Provider 2.0 (Internals) - information on how it's implemented
® http://www.openarchives.org/pmh/ - information on the OAI-PMH protocol and its usage (not DSpace-specific)

OAI-PMH Server Maintenance

After activating the OAI-PMH server, you need to also ensure its index is updated on a regular basis. Currently, this doesn't happen automatically within
DSpace. Instead, you must schedule the [ dspace. di r]/ bi n/ dspace oai i nport commandline tool to run on a regular basis (usually at least
nightly, but you could schedule it more frequently).

Here's an example cron that can be used to schedule an OAI-PMH reindex on a nightly basis (for a full list of recommended DSpace cron tasks see Schedu
led Tasks via Cron):

# Update the QAl-PVH index with the newest content at midnight every day
# NOTE: ONLY NECESSARY | F YOU ARE RUNNI NG QAl - PMH

# (This ensures new content is available via QAl-PWV)

0 0 * * * [dspace.dir]/bin/dspace oai inport > /dev/null

More information about the dspace oai commandline tool can be found in the OAI Manager documentation.

130


https://wiki.lyrasis.org/display/DSDOC8x/Application+Layer#ApplicationLayer-OAI-PMHDataProvider
https://api7.dspace.org/server/oai/request?verb=Identify
http://www.openarchives.org/pmh/
https://wiki.lyrasis.org/display/DSDOC5x/Scheduled+Tasks+via+Cron
https://wiki.lyrasis.org/display/DSDOC5x/Scheduled+Tasks+via+Cron
https://wiki.lyrasis.org/display/DSDOC8x/OAI+2.0+Server#OAI2.0Server-OAIManager

OAI-PMH / OAI-ORE Harvester (Client)

This section describes the parameters used in configuring the OAI-ORE / OAI-ORE harvester. This harvester can be used to harvest content (bitstreams
and metadata) into DSpace from an external OAI-PMH or OAI-ORE server.

Supiorted in 7.1 or above
(@) arvesting was not available in DSpace 7.0. It was restored in DSpace 7.1. See DSpace Release 7.0 Status

Harvesting from another DSpace

If you are harvesting content (bitstreams and metadata) from an external DSpace installation via OAI-PMH & OAI-ORE, you first should verify that the
external DSpace installation allows for OAI-ORE harvesting.

If the external DSpace is running v6.x or below, it must be running both the OAI-PMH interface and the XMLUI interface to support harvesting content from

it via OAI-ORE.

If the external DSpace is running v7.x or above, it just needs to be running the OAI-PMH interface.

You can verify that OAI-ORE harvesting option is enabled by following these steps:

1. First, check to see if the external DSpace reports that it will support harvesting ORE via the OAI-PMH interface. Send the following request to the
DSpace's OAI-PMH interface: ht t p: / /[ ful | - URL-t o- OAl - PMH] / r equest ?ver b=Li st Recor ds&met adat aPr ef i x=or e
® The response should be an XML document containing ORE, similar to the response from the DSpace Demo Server: http://demo.dspace.

org/oailrequest?verb=ListRecords&metadataPrefix=ore

2. For 6.x or below, you can verify that the XMLUI interface supports OAI-ORE (it should, as long as it's a current version of DSpace). First, find a
valid Item Handle. Then, send the following request to the DSpace's XMLUI interface: ht t p: / /[ ful | - URL-t o- XMLUI ] / met adat a/ handl e/
[item handl e]/ore. xnl

® The response should be an OAI-ORE (XML) document which describes that specific Item. It should look similar to the response from the

DSpace Demo Server: http://demo.dspace.org/xmlui/metadata/handle/10673/3/ore.xml

OAI-PMH / OAI-ORE Harvester Configuration

There are many possible configuration options for the OAI harvester. Most of these are contained in the [ dspace] / conf i g/ nodul es/ oai . cf g file
(unless otherwise noted below). They may be updated there or overridden in your | ocal . cf g config file (see Configuration Reference).

Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:

[ dspace]/ confi g/ nodul es/ oai . cfg

oai . harvester. eperson

oai . harvester. eperson = adm n@myu. edu

The EPerson under whose authorization automatic harvesting will be performed. This field does not have a default value and must
be specified in order to use the harvest scheduling system. This will most likely be the DSpace admin account created during
installation.

oai . url

oai .url = ${dspace. server.url}/${oai.path}

The base url of the OAI-PMH disseminator webapp (i.e. do not include the /request on the end). This is necessary in order to mint
URIs for ORE Resource Maps. The default value of ${ dspace. baseUr | }/ oai will work for a typical installation, but should be
changed if appropriate. Please note that dspace. baseUr | is defined in your dspace. cf g configuration file.

oai .ore.authoritative. source

oai .ore.authoritative.source = oai
The webapp responsible for minting the URIs for ORE Resource Maps. If using oai, the oai . ur| config value must be set.
® When set to 'oai', all URIs in ORE Resource Maps will be relative to the OAI-PMH URL (configured by oai . ur| above)

The URIs generated for ORE ReMs follow the following convention for either setting: http:/\[base-URL\}/metadata/handle/\[item-
handle\]/ore.xml

oai . harvester.autoStart

oai . harvester.autoStart = fal se

Determines whether the harvest scheduler process starts up automatically when DSpace webapp is redeployed.

oai . harvest er. met adat af or mat s. Pl ugi nNare
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Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

oai . harvest er. met adat af or mat s. Pl ugi nName =\
http://ww. openarchi ves. org/ QAl /2. 0/ oai _dc/, Sinple Dublin Core

This field can be repeated and serves as a link between the metadata formats supported by the local repository and those
supported by the remote OAI-PMH provider. It follows the form oai . har vest er . met adat af or mat s. Pl ugi nNane =
NanmespaceURI , Optional Di splay Name . The pluginName designates the metadata schemas that the harvester "knows" the
local DSpace repository can support. Consequently, the PluginName must correspond to a previously declared ingestion crosswalk.
The namespace value is used during negotiation with the remote OAI-PMH provider, matching it against a list returned by the
ListMetadataFormats request, and resolving it to whatever metadataPrefix the remote provider has assigned to that namespace.
Finally, the optional display name is the string that will be displayed to the user when setting up a collection for harvesting. If
omitted, the PluginName:NamespaceURI combo will be displayed instead.

oai . harvester.oreSerializationFormat. OREPrefix

oai . harvester.oreSerializati onFormat. OREPrefix =\
http://ww. w3. or g/ 2005/ At om

This field works in much the same way as oai . har vest er . net adat af or mat s. Pl ugi nNane . The OREPr ef i x must
correspond to a declared ingestion crosswalk, while the Namespace must be supported by the target OAI-PMH provider when
harvesting content.

oai . harvester. ti mePaddi ng

oai . harvester. ti mePaddi ng = 120

Amount of time subtracted from the from argument of the PMH request to account for the time taken to negotiate a connection.
Measured in seconds. Default value is 120.

oai . harvester. harvest Frequency

oai . harvester. harvest Frequency = 720

How frequently the harvest scheduler checks the remote provider for updates. Should always be longer than timePadding .
Measured in minutes. Default value is 720.

oai . harvest er. m nHeart beat

oai . harvester. m nHeartbeat = 30

The heartbeat is the frequency at which the harvest scheduler queries the local database to determine if any collections are due for
a harvest cycle (based on the harvestFrequency) value. The scheduler is optimized to then sleep until the next collection is actually
ready to be harvested. The minHeartbeat and maxHeartbeat are the lower and upper bounds on this timeframe. Measured in
seconds. Default value is 30.

oai . harvest er. maxHear t beat

oai . harvest er. naxHeart beat = 3600

The heartbeat is the frequency at which the harvest scheduler queries the local database to determine if any collections are due for
a harvest cycle (based on the harvestFrequency) value. The scheduler is optimized to then sleep until the next collection is actually
ready to be harvested. The minHeartbeat and maxHeartbeat are the lower and upper bounds on this timeframe. Measured in
seconds. Default value is 3600 (1 hour).

oai . harvest er. maxThr eads

oai . harvester. maxThreads = 3

How many harvest process threads the scheduler can spool up at once. Default value is 3.

oai . harvester. t hreadTi neout

oai . harvester.threadTi mneout = 24

How much time passes before a harvest thread is terminated. The termination process waits for the current item to complete ingest
and saves progress made up to that point. Measured in hours. Default value is 24.

oai . harvest er. unknownFi el d

oai . harvester.unkownField = fail | add | ignore
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Informational You have three (3) choices. When a harvest process completes for a single item and it has been passed through ingestion

Note: crosswalks for ORE and its chosen descriptive metadata format, it might end up with DIM values that have not been defined in the
local repository. This setting determines what should be done in the case where those DIM values belong to an already declared
schema. Fail will terminate the harvesting task and generate an error. Ignore will quietly omit the unknown fields. Add will add the
missing field to the local repository's metadata registry. Default value: fail.

Property: oai . harvest er. unknownSchema
Example Value: oai . harvest er. unknownScherma = fail | add | ignore
Informational When a harvest process completes for a single item and it has been passed through ingestion crosswalks for ORE and its chosen
Note: descriptive metadata format, it might end up with DIM values that have not been defined in the local repository. This setting

determines what should be done in the case where those DIM values belong to an unknown schema. Fail will terminate the
harvesting task and generate an error. Ignore will quietly omit the unknown fields. Add will add the missing schema to the local
repository's metadata registry, using the schema name as the prefix and "unknown" as the namespace. Default value: fail.

Property: oai . harvest er. accept edHandl eSer ver

Example Value: .
P oai . harvester. accept edHandl eServer =\

hdl . handl e. net, handl e. test. edu

Informational A harvest process will attempt to scan the metadata of the incoming items (identifier.uri field, to be exact) to see if it looks like a
Note: handle. If so, it matches the pattern against the values of this parameter. If there is a match the new item is assigned the handle
from the metadata value instead of minting a new one. Default value: hdl.handle.net .

Property: oai . harvester. rejectedHandl ePrefix

Example Value: oai . harvester.rejectedHandl ePrefix = 123456789, nyeduHandl e
Informational Pattern to reject as an invalid handle prefix (known test string, for example) when attempting to find the handle of harvested items. If
Note: there is a match with this config parameter, a new handle will be minted instead. Default value: 123456789 .

Setting up a harvest to import content into a collection

There are two options to set up a collection for harvesting. One is by using the DSpace scripts "harvest”, the other is by setting up the content source of a
collection through the UL.

Using the "harvest" script

The harvest script can be called from both the CLI and REST API by calling "harvest". It uses the paramaters as defined in the following table.

Short Long Argument Explanation
option option
-p --purge [none] Delete all the items in the collection provided with the - ¢ parameter.
-r --run [none] Run the standard harvesting procedure for the collection provided with the - ¢ parameter.
-g --ping [none] Verify that the server provided through the - a parameter and the set provided through the - i parameter can be resolved and
work.
-s --setup [none] Set the collection provided with the - ¢ parameter up for harvesting. The server will need to be provided through the - a

parameter, and the oai set id needs to be provided by the -i parameter.

-S --start [none] Start the harvest loop for all collections.
-R --reset [none] Reset the harvest status on all collections.
-P - [none] Purge all harvestable collections.
purgeCollec
tions
-0 --reimport [none] Reimport all items the items in the collection provided by the - ¢ parameter. This is the equivalent of running both the - p and

the - r command for the provided collection.
-C --collection | [id-or-handle] = The harvesting collection (handle or id)

-t --type [type-code] The type of harvesting: 0 for no harvesting, 1 for metadata only, 2 for metadata and bitstream references (requires ORE
support), 3 for metadata and bitstreams (requires ORE support)

-a --address [url] The address of the OAI-PMH server to be harvested
-i --oai_set_id | [set-id] The id of the PMH set representing the harvested collection. In case all sets need to harvested the value "all* should be
provided.
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-m - [format] The name of the desired metadata format for harvesting, resolved to namespace and crosswalk in the dspace.cfg

metadata_f
ormat
-h --help [none] Print the help message
-e --eperson [email] (CLI ONLY) The eperson that performs the harvest. When the command is used from the REST API, the currently logged in

user will be used.

Examples of harvesting a collection through CLI commands

1. Verify whether the harvester source can be reached

dspace/ bi n/ dspace -g -a https://harvest.source.org -i harvest-set

Replace htt ps: // har vest . sour ce. or g with the source you want to use, the har vest - set with the set/sets you want to harvest or al | in case you
want to harvest all sets.

2. Set up a collection for harvesting

dspace/ bi n/ dspace harvest -s -c 123456789/ 123 -a https://harvest.source.org -i harvest-set -mdc -t 1

Replace the 123456789/ 123 with your collection, ht t ps: / / har vest . sour ce. or g with the source you want to use, the har vest - set with the set
/sets you want to harves or al | in case you want to harvest all sets. The - mparameter indicated the metadata format to be used and the -t parameter
indicates the harvest type to be used. When the value 0 is used for - t , harvesting will be disabled.

3. Run the harvest for the set up collection

dspace/ bi n/ dspace harvest -r -c 123456789/ 123 -e harvest-user @space. org

Replace the 123456789/ 123 with your collection, the har vest - user @lspace. or g with an existing user in DSpace that has sufficient rights to perform
the ingestion.

Setting up a harvest content source from the Ul
A collection can be configured to retrieve its content from an external source. This can be done from the "Edit Collection" Ul by using the following steps.

1. Configure the collection to harvest its content from an external source

Navigate to the "Edit collection" > "Content Source" tab. Tick the checkbox "This collection harvests its content from an external source".

E d |t CO LLectl on W Delete this collection

Edit Metadata Assign Roles Content Source Curate Authorizations Item Mapper

Content Source

[J This collection harvests its content from an external source

€ Back

2. Configure the harvest source

Once the checkbox has been ticket, the OAI provider, set id and metadata format can be configured. An example of the configuration can be found in the
image below.
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Edit Collection

Edit Metadata  Assign Roles  ContentSource ~ Curate  Authorizations Item Mapper

This collection harvests its content from an external source
Configure an external source
OAIl Provider *

https://demo.dspace.orgloailrequest

OAI specific setid Metadata Format.

col_10673_2 Qualified Dublin Core v

Content being harvested

Harvest metadata Harvest metadata and references to bitstreams (requires ORE Harvest metadata and bitstreams (requires ORE
only support) support)

Harvest Controls

Harvest status:

Harvest start time: N/A
Last time harvested: N/A
Harvest info: N/A

When all sets need to be harvested, the field can be left empty.
The server configuration will be tested upon clicking the "Save" button.
3. Start the harvest

Click the "Import Now" button to start the import. When the import has started, the button will indicate that the import is in progress, however, there is no
need to remain on this page as the harvest will continue to run after leaving this page.

Edit Collection

EditMetadata ~ Assign Roles  Content Source  Curate  Authorizations  Item Mapper

Content Source m

This collection harvests its content from an external source
Configure an external source
OAIl Provider *

https:/demo.dspace.org/oailrequest

QA specific set id Metadata Format

col_10673_2 Qualified Dublin Core 2

Content being harvested

Harvest metadata Harvest metadata and references to bitstreams (requires ORE Harvest metadata and bitstreams (requires ORE
only support) support)

=

Harvest Controls

Harvest status: READY

Harvest start time: 2021-10-29T14:13:58.201+00:00

Last time : Harvest from https://demo.dspa successful
Harvest info: N/A

If the current server configuration needs to be retested at a later point, the "Test configuration" button can be used. To fully reset the collection by purging
all items and starting a reimport, click the "Reset and reimport" button.

DSpace 7 Demo - OAI-PMH

® https://demo.dspace.org/server/oai/request?verb=ldentify
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OAIl 2.0 Server

1 Introduction
1.1 What is OAI 2.0?
1.2 Why OAI 2.0?
1.3 Concepts (XOAI Core Library)
2 OAI 2.0
2.1 Indexing OAI content
2.1.1 OAI Manager
2.1.2 Scheduled Tasks
2.2 Client-side stylesheet
2.3 Metadata Formats
2.4 Encoding problems
3 Configuration
3.1 Basic Configuration
3.2 Advanced Configuration
3.2.1 General options
3.2.2 Add/Remove Metadata Formats
3.2.3 Add/Remove Metadata Fields
4 Driver/OpenAIRE compliance
4.1 Driver Compliance
4.2 OpenAlRE compliance
5 Sanity check your OAl interface with the OAIl Validator

Introduction
Open Archives Initiative Protocol for Metadata Harvesting is a low-barrier mechanism for repository interoperability. Data Providers are repositories that

expose structured metadata via OAI-PMH. Service Providers then make OAI-PMH service requests to harvest that metadata. OAI-PMH is a set of six
verbs or services that are invoked within HTTP.

What is OAIl 2.0?

OAI 2.0 is a Java implementation of an OAI-PMH data provider interface (originally developed by Lyncode) that uses XOAI, an OAI-PMH Java Library.

Why OAI 2.0?
Projects like OpenAIRE have specific metadata requirements (to the published content through the OAI-PMH interface). As the OAI-PMH protocol doesn't

establish any frame to these specifics, OAIl 2.0 can, in a simple way, have more than one instance of an OAl interface (feature provided by the XOAI core
library) so one could define an interface for each project. That is the main purpose, although, OAIl 2.0 allows much more than that.

Concepts (XOAI Core Library)
To understand how XOAI works, one must understand the concept of Filter, Transformer and Context. With a Filter it is possible to select information from

the data source. A Transformer allows one to make some changes in the metadata before showing it in the OAI interface. XOAI also adds a new concept
to the OAI-PMH basic specification, the concept of context. A context is identified in the URL:

http://ww. exanpl e. coni oai / <cont ext >

Contexts could be seen as virtual distinct OAl interfaces, so with this one could have things like:

® http://www.example.com/oai/request
® http://www.example.com/oai/driver
® http://www.example.com/oai/openaire

With this ingredients it is possible to build a robust solution that fulfills all requirements of Driver, OpenAIRE and also other project-specific requirements.

As shown in Figure 1, with contexts one could select a subset of all available items in the data source. So when entering the OpenAIRE context, all OAI-
PMH request will be restricted to that subset of items.
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At this stage, contexts could be seen as sets (also defined in the basic OAI-PMH protocol). The magic of XOAI happens when one need specific metadata
format to be shown in each context. Metadata requirements by Driver slightly differs from the OpenAIRE ones. So for each context one must define its
specific transformer. So, contexts could be seen as an extension to the concept of sets.

To implement an OAl interface from the XOAI core library, one just need to implement the datasource interface.

OAIl 2.0

OAI 2.0 is deployed as a part of the DSpace server (backend) webapp. OAI 2.0 has a configurable data source, by default it will not query the DSpace
SQL database at the time of the OAI-PMH request. Instead, it keeps the required metadata in its Solr index (currently in a separate "oai" Solr core) and
serves it from there. It's also possible to set OAIl 2.0 to only use the database for querying purposes if necessary, but this decreases performance
significantly. Furthermore, it caches the requests, so doing the same query repeatedly is very fast. In addition to that it also compiles DSpace items to
make uncached responses much faster.

Details about OAI 2.0 internals can be found here.

The OAI 2.0 Server only uses Solr for its indexing. The previous capability to use Database indexing has been removed.

Indexing OAI content
OAI 2.0 uses Solr for all indexing of content.

The Solr index can be updated at your convenience, depending on how fresh you need the information to be. Typically, the administrator sets up a nightly
cron job to update the Solr index from the SQL database.

OAIl Manager

OAIl manager is a utility that allows one to do certain administrative operations with OAI. You can call it from the command line using the dspace launcher:
Syntax

[dspace]/bin/dspace oai <action> [parameters]

Actions

® import Imports DSpace items into OAI Solr index (also cleans OAI cache)
® clean-cache Cleans the OAIl cache

Parameters

® -c Clears the Solr index before indexing (it will import all items again)
® -v Verbose output
® -h Shows an help text

Scheduled Tasks

In order to refresh the OAI Solr indey, it is required to run the [ dspace] / bi n/ dspace oai i nport command periodically. You can add the following
task to your crontab:

0 3 * * * [dspace]/bin/dspace oai inport

Note that [ dspace] should be replaced by the correct value, that is, the value defined in dspace. cf g parameter dspace. di r.
Client-side stylesheet
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The OAI-PMH response is an XML file. While OAI-PMH is primarily used by harvesting tools and usually not directly by humans, sometimes it can be
useful to look at the OAI-PMH requests directly - usually when setting it up for the first time or to verify any changes you make. For these cases, XOAI
provides an XSLT stylesheet to transform the response XML to a nice looking, human-readable and interactive HTML. The stylesheet is linked from the
XML response and the transformation takes place in the user's browser (this requires a recent browser, older browsers will only display the XML directly).
Most automated tools are interested only in the XML file itself and will not perform the transformation. If you want, you can change which stylesheet will be
used by placing it into the [ dspace] / webapps/ oai / st ati ¢ directory (or into the [ dspace- src] / dspace- xoai / dspace- xoai - webapp/ src/ mai n
/ webapp/ st at i c after which you have to rebuild DSpace), modifying the "stylesheet" attribute of the "Configuration" element in [ dspace] / confi g

/ crosswal ks/ oai / xoai . xm and restarting your servlet container.

Metadata Formats
By default OAI 2.0 provides 12 metadata formats within the /request context:

OAI_DC
DIDL
DIM
ETDMS
METS
MODS

. OAI-ORE
QDC
RDF

10. MARC
11. UKETD_DC
12. XOA

Nk NE

At /driver context it provdes:
1. OAI_DC
2. DIDL
3. METS
And at /openaire context it provides:

1. OAl_DC
2. METS

Encoding problems

There are two main potential sources of encoding problems:

a) The servlet connector port has to use the correct encoding. E.g. for Tomcat, this would be <Connect or port ="8080" URI Encodi ng="UTF-
8" [/ >, where the port attribute specifies port of the connector that DSpace is configured to access Solr on (this is usually 8080, 80 or in case of AJP

8009).

b) System locale of the dspace command line script that is used to do the oai import. Make sure the user account launching the script (usually from cron)
has the correct locale set (e.g. en_US.UTF-8). Also make sure the locale is actually present on your system.

Configuration

Basic Configuration

Configuration
File:

Property:

Example Value:

Information Note:

Property:

Example Value:

Information Note:

Property:

Example Value:

Information Note:

[ dspace]/ confi g/ nodul es/ oai . cfg

oai.enabled

oai . enabl ed = true (default)

Allows you to enable or disable the OAI module/endpoint
oai.path

oai .path = oai (default)

Allows you to specify the path where the OAI module will be deployed. This path is relative to the dspace.server.url. So, for
example, if "dspace.server.url=http://localhost:8080/server", then by default the OAlI module is available at http://localhost:8080
Iserver/oai/

oai . storage

oai .storage = solr

This allows to choose the OAI data source between solr and database. ONLY "solr" is supported at this time.
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Property: oai.solr.url

Example Value: oai.solr.url = ${solr.server}/oai
Informational Solr Server location

Note:

Property: oai .identifier.prefix

Example Value: oai.identifier.prefix = ${dspace. host nane}

Informational OAI persistent identifier prefix. Format - oai:PREFIX:HANDLE
Note:
Property: oai.config.dir

Example Value: oai.config.dir = ${dspace. dir}/config/crosswal ks/ oai

Informational Configuration directory, used by XOAI (core library). Contains xoai.xml, metadata format XSLTs and transformer XSLTs.
Note:
Property: oai . cache. enabl ed

Example Value: oai . cache. enabled = true

Informational Whether to enable the OAI cache. Default is true (for better performance).
Note:
Property: oai . cache.dir

Example Value: oai . cache.dir = ${dspace.dir}/var/ oai

Informational Directory to store runtime generated files (for caching purposes).
Note:

Advanced Configuration
OAI 2.0 allows you to configure following advanced options:

Contexts
Transformers
Metadata Formats
Filters

Sets

It's an XML file commonly located at: [dspace]/config/crosswalks/oai/xoai.xml

General options

These options influence the OAl interface globally. "per page" means per request, next page (if there is one) can be requested using resumptionToken
provided in current page.

identation [boolean] - whether the output XML should be indented to make it human-readable

maxListldentifiersSize [integer] - how many identifiers to show per page (verb=Listldentifiers)

maxListRecordsSize [integer] - how many records to show per page (verb=ListRecords)

maxListSetsSize [integer] - how many sets to show per page (verb=ListSets)

stylesheet [relative file path] - an xsl stylesheet used by client's web browser to transform the output XML into human-readable HTML

Their location and default values are shown in the following fragment:

<Configuration xm ns="http://ww.|yncode. conl XQAl Confi guration"
i dentation="fal se"
maxLi stldentifiersSize="100"
maxLi st Recor dsSi ze="100"
maxLi st Set sSi ze="100"
styl esheet="static/style.xsl">

Add/Remove Metadata Formats

Each context could have its own metadata formats. So to add/remove metadata formats to/from it, just need add/remove its reference within xoai.xml, for
example, imagine one need to remove the XOAI schema from:
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<Cont ext baseurl="request">
<Format refid="oaidc" />
<Format refid="nmets" />
<Format refid="xoai" />
<Format refid="didl" />
<Format refid="din />
<Format refid="ore" />
<Format refid="rdf" />
<Format refid="etdns" />
<Format refid="nods" />
<Fornmat refid="qdc" />
<Format refid="marc" />
<Format refid="uketd_dc" />

</ Cont ext >

Then one would have:

<Cont ext baseurl ="request">
<Format refid="oaidc" />
<Format refid="nmets" />
<Format refid="didl" />
<Format refid="dint />
<Format refid="ore" />
<Format refid="rdf" />
<Format refid="etdns" />
<Format refid="nods" />
<Format refid="qdc" />
<Format refid="marc" />
<Format refid="uketd_dc" />

</ Cont ext >

It is also possible to create new metadata format by creating a specific XSLT for it. All already defined XSLT for DSpace can be found in the [dspace]
/config/crosswalks/oai/metadataFormats directory. So after producing a new one, add the following information (location marked using brackets) inside
the <Formats> element in [dspace]/config/crosswalks/oai/xoai.xml:

<Format id="[|DENTIFIER] ">
<Prefi x>[ PREFI X] </ Prefix>
<XSLT>net adat aFor mat s/ [ XSLT] </ XSLT>
<Namespace>[ NAVMESPACE] </ Namespace>
<SchenaLocat i on>[ SCHEMA LCOCATI ON] </ SchenaLocati on>

</ For mat >
where:
Parameter Description
IDENTIFIER The identifier used within context configurations to reference this specific format, must be unique within all Metadata Formats
available.
PREFIX The prefix used in OAl interface (metadataPrefix=PREFIX).
XSLT The name of the XSLT file within [dspace]/config/crosswalks/oai/metadataFormats directory
NAMESPACE XML Default Namespace of the created Schema

SCHEMA_LOCATION URI Location of the XSD of the created Schema
NOTE: Changes in [dspace]/config/crosswalks/oai/xoai.xml requires reloading/restarting the servlet container.

Add/Remove Metadata Fields

The internal DSpace fields (Dublin Core) are exposed in the internal XOAI format (xml). All other metadata formats exposed via OAl are mapped from this
XOAI format using XSLT (xoai.xsl itself is just an identity transformation). These XSLT stylesheets are found in the [dspace]/config/crosswalks/oai
/metadataFormats directory. So e.g. oai_dc.xsl is a transformation from the XOAI format to the oai_dc format (unqualified Dublin Core).

Therefore exposing any DSpace metadata field in any OAI format is just a matter of modifying the corresponding output format stylesheet (This assumes
the general knowledge of how XSLT works. For a tutorial, see e.g. http://www.w3schools.com/xsl/).
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For example, if you have a DC field "local.note.librarian" that you want to expose in oai_dc as <dc:note> (please note that this is not a valid DC field and
thus breaks compatibility), then edit oai_dc.xsl and add the following lines just above the closing tag </oai_dc:dc>:

<xsl : for-each sel ect ="doc: net adat a/ doc: el enent [ @ane='1ocal ']/ doc: el ement[ @ane=' note']/doc: el enent/ doc: el enent
/doc:field]l @ame="1ibrarian']">

<dc: not e><xsl : val ue-of sel ect=".
</ xsl : for-each>

/ ></ dc: not e>

If you need to add/remove metadata fields, you're changing the output format. Therefore it is recommended to create a new metadata format as a copy of
the one you want to modify. This way the old format will remain available along with the new one and any upgrades to the original format during DSpace
upgrades will not overwrite your customizations. If you need the format to have the same name as the original format (e.g. the default oai_dc format), you
can create a new context in xoai.xsl containing your modified format with the original name, which will be available as /oai/context-name.

NOTE: Please, keep in mind that the OAI provider caches the transformed output, so you have to run [ dspace] / bi n/ dspace oai cl ean-cache after

any .xsl modification and reload the OAI page for the changes to take effect. When adding/removing metadata formats, making changes in [dspace]/config
/crosswalks/oai/xoai.xml requires reloading/restarting the servlet container.

Driver/OpenAIRE compliance
The default OAI 2.0 installation provides two new contexts. They are:

® Driver context, which only exposes Driver compliant items;
® OpenAlRE context, which only exposes OpenAIRE compliant items;

However, in order to be exposed DSpace items must be compliant with Driver/OpenAIRE guide-lines.

Driver Compliance

DRIVER Guidelines for Repository Managers and Administrators on how to expose digital scientific resources using OAI-PMH and Dublin Core Metadata,
creating interoperability by homogenizing the repository output. The OAI-PMH dri ver setis based on DRIVER Guidelines 2.0.

This set is used to expose items of the repository that are available for open access. It's not necessary for all the items of the repository to be available for
open access.

What specific metadata values are expected?
To have items in this set, you must configure your i nput - f or ms. xrd file in order to comply with the DRIVER Guidelines:
® Must have a publication date - dc.date.issued (already configured in DSpace items)
® dc.language must use ISO639-3
® the value of dc.type must be one of the 16 types named in the guidelines
How do you easily add those metadata values?
As DRIVER guidelines use Dublin Core, all the needed items are already registered in DSpace. You just need to configure the deposit process.
OpenAIRE compliance
For OpenAlRE v4 compliance, see OpenAlRE4 Guidelines Compliancy
The OpenAlIRE Guidelines 2.0 provide the OpenAIRE compatibility to repositories and aggregators. By implementing these Guidelines, repository
managers are facilitating the authors who deposit their publications in the repository in complying with the EC Open Access requirements. For developers

of repository platforms, the Guidelines provide guidance to add supportive functionalities for authors of EC-funded research in future versions.

The name of the set in OAI-PMH is "ec_fundedresources" and will expose the items of the repository that comply with these guidelines. These guidelines
are based on top of DRIVER guidelines. See version 2.0 of the Guidelines.

See the Application Profile of OpenAIRE.
What specific metadata values are expected?
These are the OpenAIRE metadata values only, to check these and driver metadata values check page 11 of the OpenAIRE guidelines 2.0.

¢ dc:relation with the project ID (see p.8)
® dcrights with the access rights information from vocabulary (possible values here)

Optionally:

® dc:date with the embargo end date (recommended for embargoed items)
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<dc: dat e>i nf o: eu-r epo/ dat e/ enbar goEnd/ 2011- 05- 12<dc: dat e>

How do you easily add those metadata values?

® Have a dc:relation field in i nput - f or ns. xm with a list of the projects. You can also use the OpenAIRE Authority Control Addon to facilitate the
process of finding the project.
® Just use a combo-box for dc:rights to input the 4 options:
© info:eu-repo/semantics/closedAccess
© info:eu-repo/semantics/embargoedAccess
© info:eu-repo/semantics/restrictedAccess
© info:eu-repo/semantics/openAccess
® Use an input-box for dc:date to insert the embargo end date

Relevant Links

® QAI 2.0 is a standard part of DSpace 3.0
® Download & Install OAI 2.0 for DSpace 1.8.x: http://www.lyncode.com/dspace/addons/xoai/

Sanity check your OAIl interface with the OAI Validator

There is a very useful validator for OAI interfaces available at http://validator.oaipmh.com, we urge you to use this validator to confirm your OAl interface is
in fact usable.
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OAI-PMH Data Provider 2.0 (Internals)

1 OAI-PMH Data Provider 2.0 (Internals)
1.1 Sets
1.2 Unique Identifier
1.3 Access control
1.4 Modification Date (OAI Date Stamp)
1.5 "About" Information
1.6 Deletions
1.7 Flow Control (Resumption Tokens)

OAI-PMH Data Provider 2.0 (Internals)

The DSpace platform supports the Open Archives Initiative Protocol for Metadata Harvesting (OAI-PMH) version 2.0 as a data provider. This is
accomplished using the XOAI OAI-PMH Java Toolkit.

The DSpace build process builds a single backend webapp, which optionally includes an OAI-PMH endpoint (when oai.enabled=true) In a typical
configuration, this endpoint is deployed at ${ dspace. server. url }/oai (configured by "oai.path"), containing request, driver and openaire contexts,
for example:

http://dspace. nyu. edu/ server/ oai/ request ?ver b=l dentify

The "base URL" of this DSpace deployment would be:

http://dspace. myu. edu/ server/ oai / r equest

But one could also provide the Driver or OpenAIRE contexts:

http://dspace. myu. edu/ server/oai/driver
http://dspace. myu. edu/ server/ oai / openaire

It is this URL that should be registered with www.openarchives.org.

DSpace provides implementations of the XOAI data sources interfaces.

Sets

OAI-PMH allows repositories to expose an hierarchy of sets in which records may be placed. A record can be in zero or more sets.

DSpace exposes collections and communities as sets.

Each community and collection has a corresponding OAI set, discoverable by harvesters via the ListSets verb. The setSpec is based on the community

[collection handle, with the "/" converted to underscore to form a legal setSpec. The setSpec is prefixed by "com_" or "col_" for communities and
collections, respectively (this is a change in set names in DSpace 3.0 / OAI 2.0). For example:

col 1721.1 1234

Naturally enough, the community/collection name is also the name of the corresponding set.

Unigue Identifier

Every item in OAI-PMH data repository must have an unique identifier, which must conform to the URI syntax. As of DSpace 1.2, Handles are not used;
this is because in OAI-PMH, the OAI identifier identifies the metadata record associated with the resource. The resource is the DSpace item, whose resour
ce identifier is the Handle. In practical terms, using the Handle for the OAI identifier may cause problems in the future if DSpace instances share items with
the same Handles; the OAI metadata record identifiers should be different as the different DSpace instances would need to be harvested separately and
may have different metadata for the item.

The OAl identifiers that DSpace uses are of the form:

oai : PREFI X: handl e

For example:
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oai : dspace. nyu. edu: 123456789/ 345

If you wish to use a different scheme, this can easily be changed by editing the value of identifier.prefix at [dspace]/config/modules/oai.cfg file.

Access control

OAI provides no authentication/authorisation details, although these could be implemented using standard HTTP methods. It is assumed that all access
will be anonymous for the time being.

A question is, "is all metadata public?" Presently the answer to this is yes; all metadata is exposed via OAI-PMH, even if the item has restricted access
policies. The reasoning behind this is that people who do actually have permission to read a restricted item should still be able to use OAI-based services
to discover the content. But, exposed data could be changed by changing the XSLT defined at [dspace]/config/crosswalks/oai/metadataFormats.

Modification Date (OAI Date Stamp)

OAI-PMH harvesters need to know when a record has been created, changed or deleted. DSpace keeps track of a "last modified" date for each item in the
system, and this date is used for the OAI-PMH date stamp. This means that any changes to the metadata (e.g. admins correcting a field, or a withdrawal)
will be exposed to harvesters.

"About" Information

As part of each record given out to a harvester, there is an optional, repeatable "about" section which can be filled out in any (XML-schema conformant)
way. Common uses are for provenance and rights information, and there are schemas in use by OAlI communities for this. Presently DSpace does not
provide any of this information, but XOAI core library allows its definition. This requires to dive into code and perform some changes.

Deletions

As DSpace supports two forms of deletions (withdrawals or permanent expunging), this has an impact on how OAI-PMH exposes delitions. During a
permanent deletion (expunge), DSpace no longer retains any information about the deleted object. Therefore, permanent deletions "disappear” from OAI-
PMH, as DSpace no longer has any information about the object. This is considered a "transient" approach to deletion based on OAI-PMH definitions.

When an item is withdrawn in DSpace, the item still exists but it hidden from public view. Withdrawn items will report a "<header status="deleted">" in OAI-
PMH when a GetRecord request is made for a withdrawn item (however, they are NOT shown in an OAI-PMH "ListRecords" request by default). Keep in
mind that the OAI-PMH index does NOT update automatically, so withdrawn items will not show this "deleted" status until "./dspace oai import" is next run.
Once an item has been withdrawn, OAI-PMH harvests of the date range in which the withdrawal occurred will find the "deleted" record header. Harvests of
a date range prior to the withdrawal will not find the record, despite the fact that the record did exist at that time. As an example of this, consider an item

that was created on 2002-05-02 and withdrawn on 2002-10-06. A request to harvest the month 2002-10 will yield the "record deleted" header. However, a
harvest of the month 2002-05 will not yield the original record.

Flow Control (Resumption Tokens)

An OAI data provider can prevent any performance impact caused by harvesting by forcing a harvester to receive data in time-separated chunks. If the
data provider receives a request for a lot of data, it can send part of the data with a resumption token. The harvester can then return later with the
resumption token and continue.

DSpace supports resumption tokens for "ListRecords", "Listldentifiers" and "ListSets" OAI-PMH requests.

Each OAI-PMH ListRecords request will return at most 100 records (by default) but it could be configured in the [ dspace] / confi g/ cr osswal ks/ oai
/ xoai . xn file.

When a resumption token is issued, the optional completeListSize and cursor attributes are included. OAI 2.0 resumption tokens are persistent, so expiratio
nDate of the resumption token is undefined, they do not expire.

Resumption tokens contain all the state information required to continue a request.
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Exchanging Content Between Repositories

1 Transferring Content via Export and Import

1.1 Transferring Communities, Collections, or Items using Packages
2 Transferring Iltems using Simple Archive Format
3 Transferring Items using OAI-ORE/OAI-PMH Harvester

Transferring Content via Export and Import

To migrate content from one DSpace to another, you can export content from the Source DSpace and import it into the Destination DSpace.

Transferring Communities, Collections, or Iltems using Packages

You may transfer any DSpace content (Communities, Collections or ltems) from one DSpace to another by utilizing the AIP Backup and Restore tool. This
tool allows you to export content into a series of Archival Information Packages (AIPs). These AIPs can be used to restore content (from a backup) or move
/migrate content to another DSpace installation.

For more information see AIP Backup and Restore.

Transferring Items using Simple Archive Format

Where items are to be moved between DSpace instances (for example from a test DSpace into a production DSpace) the Item Exporter and Item Importer
can be used.

First, you should export the DSpace Item(s) into the Simple Archive Format, as detailed at: Importing and Exporting Items via Simple Archive Format. Be
sure to use the --migrate option, which removes fields that would be duplicated on import. Then import the resulting files into the other instance.

Transferring Items using OAI-ORE/OAI-PMH Harvester

OAI Harvesting is not available in DSpace 7.0. It is scheduled to be restored in a later 7.x release (currently 7.1), see DSpace Release 7.0 Status

You may also choose to enable the OAI-ORE Harvester. This OAI-ORE Harvester allows one DSpace installation to harvest Iltems (via OAI-ORE) from
another DSpace Installation (or any other system supporting OAI-ORE). ltems are harvested from a remote DSpace Collection into a local DSpace
Collection. Harvesting can also be scheduled to run automatically (or by demand).

See OAI - Harvesting from another DSpace
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SWORDv1 Client

The embedded SWORD Client allows a user (currently restricted to an administrator) to copy an item to a SWORD server. This allows your DSpace
installation to deposit items into another SWORD-compliant repository (including another DSpace install).

DSpace 7.0 does not yet support

The'SWORDv1 Client is not available in DSpace 7.0. It may be restored in a later 7.x release, see DSpace Release 7.0 Status

1 Enabling the SWORD Client
2 Configuring the SWORD Client

Enabling the SWORD Client

The SWORDuv1 Client is not available in DSpace 7.0. It may be restored in a later 7.x release, see DSpace Release 7.0 Status

Configuring the SWORD Client

All the relevant configuration can be found in swor d- cl i ent . cf g. These may be overridden in your | ocal . cf g config (see Configuration Reference).

Configuration File: [dspace] / confi g/ nodul es/ sword-client.cfg

Property: sword-client.targets

Example value:
P sword-client.targets = http://Iocal host: 8080/ sword/ servi cedocunent, \

http://client.swordapp.org/client/servicedocurent, \
http://dspace. swor dapp. or g/ swor d/ servi cedocunent, \
http://sword. eprints. org/sword-app/ servi cedocunent, \
http://sword.intralibrary.conl|ntraLibrary-Deposit/service, \
http://fedora. swordapp. or g/ swor d- f edor a/ servi cedocunent

Informational note: List of remote Sword servers. Used to build the drop-down list of selectable SWORD targets.
Property: sword-client.file-types

Example value: sword-client.file-types = application/zip

Informational note: List of file types from which the user can select. If a type is not supported by the remote server

it will not appear in the drop-down list.

Property: swor d-cl i ent. package-formats

E. | lue:
xample value sword-client.package-formats = http://purl.org/ net/sword-types/ METSDSpaceS| P

Informational note: List of package formats from which the user can select. If a format is not supported by the remote server
it will not appear in the drop-down list.
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Linked (Open) Data

® |ntroduction

© Exchanging repository contents
© Terminology

® Linked (Open) Data Support within DSpace

© Architecture / Concept
o Install a Triple Store
© Default configuration and what you should change
© Configuration Reference
= [dspace-source]/dspace/config/modules/rdf.cfg
® [dspace-source]/dspace/config/modules/rdf/constant-data-*.ttl
[dspace-source]/dspace/config/modules/rdf/metadata-rdf-mapping.ttl
]
]

= [dspace-source]/dspace/config/modules/rdf/fuseki-assembler.ttl
= [dspace-source]/dspace/config/spring/api/rdf.xml
© Maintenance

Introduction

Exchanging repository contents

Most sites on the Internet are oriented towards human consumption. While HTML may be a good format for presenting information to humans, it is not a
good format to export data in a way easy for a computer to work with. Like most software for building repositories, DSpace supports OAI-PMH as an
interface to expose the stored metadata. While OAI-PMH is well known in the field of repositories, it is rarely known elsewhere (e.g. Google retired its
support for OAI-PMH in 2008). The Semantic Web is a generic approach to publish data on the Internet together with information about its semantics. Its
application is not limited to repositories or libraries and it has a growing user base. RDF and SPARQL are W3C-released standards for publishing
structured data on the web in a machine-readable way. The data stored in repositories is particularly suited for use in the Semantic Web, as the metadata
are already available. It doesn’t have to be generated or entered manually for publication as Linked Data. For most repositories, at least for Open Access
repositories, it is quite important to share their stored content. Linked Data is a rather big chance for repositories to present their content in a way that can
easily be accessed, interlinked and (re)used.

Terminology

We don't want to give a full introduction into the Semantic Web and its technologies here as this can be easily found in many places on the web.
Nevertheless, we want to give a short glossary of the terms used most often in this context to make the following documentation more readable.

Semantic
Web

Linked
Data

Linked
Open
Data

RDF
RDF/XML
Turtle
N-Triples
N3-
Notation

Triple
Store

SPARQL

SPARQL
endpoint

The term "Semantic Web" refers to the part of the Internet containing Linked Data. Just like the World Wide Web, the Semantic Web is
also woven together by links among the data.

Data in RDF, following the Linked Data Principles are called Linked Data. The Linked Data Principles describe the expected behavior of
data publishers who shall ensure that the published data are easy to find, easy to retrieve, can be linked easily and link to other data as
well.

Linked Open Data is Linked Data published under an open license. There is no technical difference between Linked Data and Linked
Open Data (often abbreviated as LOD). It is only a question of the license used to publish it.

RDF is an acronym for Resource Description Framework, a metadata model. Don't think of RDF as a format, as it is a model.
Nevertheless, there are different formats to serialize data following RDF. RDF/XML, Turtle, N-Triples and N3-Notation are probably the
most well-known formats to serialize data in RDF. While RDF/XML uses XML, Turtle, N-Triples and N3-Notation don't and they are
easier for humans to read and write. When we use RDF in DSpace configuration files, we currently prefer Turtle (but the code should be
able to deal with any serialization).

A triple store is a database to natively store data following the RDF model. Just as you have to provide a relational database for DSpace,
you have to provide a Triple Store for DSpace if you want to use the LOD support.

The SPARQL Protocol and RDF Query Language is a family of protocols to query triple stores. Since version 1.1, SPARQL can be used
to manipulate triple stores as well, to store, delete or update data in triple stores. DSpace uses SPARQL 1.1 Graph Store HTTP Protocol
and SPARQL 1.1 Query Language to communicate with the Triple Store. The SPARQL 1.1 Query Language is often referred to simply
as SPARQL, so expect the SPARQL 1.1 Query Language if no other specific protocol out of the SPARQL family is explicitly specified.

A SPARQL endpoint is a SPARQL interface of a triple store. Since SPARQL 1.1, a SPARQL endpoint can be either read-only, allowing o
nly to query the stored data; or readable and writable, allowing to modify the stored data as well. When talking about a SPARQL
endpoint without specifying which SPARQL protocol is used, an endpoint supporting SPARQL 1.1 Query Language is meant.

Linked (Open) Data Support within DSpace

Starting with DSpace 5.0, DSpace provides support for publishing stored contents in form of Linked (Open) Data.
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Architecture / Concept

To publish content stored in DSpace as Linked (Open) Data, the data have to be converted into RDF. The conversion into RDF has to be configurable as
different DSpace instances may use different metadata schemata, different persistent identifiers (DOI, Handle, ...) and so on. Depending on the content to
convert, configuration and other parameters, conversion may be time-intensive and impact performance. Content of repositories is much more often read
then created, deleted or changed because the main goal of repositories is to safely store their contents. For this reason, the content stored within DSpace
is converted and stored in a triple store immediately after it is created or updated. The triple store serves as a cache and provides a SPARQL endpoint to
make the converted data accessible using SPARQL. The conversion is triggered automatically by the DSpace event system and can be started manually
using the command line interface — both cases are documented below. There is no need to backup the triple store, as all data stored in the triple store can
be recreated from the contents stored elsewhere in DSpace (in the assetstore(s) and the database). Beside the SPARQL endpoint, the data should be
published as RDF serialization as well. With dspace-rdf DSpace offers a module that loads converted data from the triple store and provides it as an RDF
serialization. It currently supports RDF/XML, Turtle and N-Triples.

Repositories use Persistent Identifiers to make content citable and to address content. Following the Linked Data Principles, DSpace uses a Persistent
Identifier in the form of HTTP(S) URIs, converting a Handle to http://hdl.handle.net/<handle> and a DOI to http://dx.doi.org/<doi>. Altogether, DSpace Linke
d Data support spans all three Layers: the storage layer with a triple store, the business logic with classes to convert stored contents into RDF, and the
application layer with a module to publish RDF serializations. Just like DSpace allows you to choose Oracle or Postgresql as the relational database, you
may choose between different triple stores. The only requirements are that the triple store must support SPARQL 1.1 Query Language and SPARQL 1.1
Graph Store HTTP Protocol which DSpace uses to store, update, delete and load converted data in/out of the triple store and uses the triple store to
provide the data over a SPARQL endpoint.

Store public data only in the triple store!

TheTriple store should contain only data that are public, because the DSpace access restrictions won't affect the SPARQL endpoint. For this reason,
DSpace converts only archived, discoverable (non-private) ltems, Collections and Communities which are readable for anonymous users. Please consider
this while configuring and/or extending DSpace Linked Data support.

The org.dspace.rdf.conversion package contains the classes used to convert the repository content to RDF. The conversion itself is done by plugins. The or
g.dspace.rdf.conversion.ConverterPlugin interface is really simple, so take a look at it you if can program in Java and want to extend the conversion. The
only thing important is that plugins must only create RDF that can be made publicly available, as the triple store provides it using a spargl endpoint for
which the DSpace access restrictions do not apply. Plugins converting metadata should check whether a specific metadata field needs to be protected or
not (see org.dspace.app.util. MetadataExposure on how to check that). The MetadataConverterPlugin is heavily configurable (see below) and is used to
convert the metadata of Iltems. The StaticDSOConverterPlugin can be used to add static RDF Triples (see below). The SimpleDSORelationsConverterPlugii
creates links between items and collections, collections and communities, subcommunitites and their parents, and between top-level communities and the
information representing the repository itself.

As different repositories uses different persistent identifiers to address their content, different algorithms to create URIs used within the converted data can
be implemented. Currently HTTP(S) URIs of the repository (called local URIs), Handles and DOls can be used. See the configuration part of this document
for further information. If you want to add another algorithm, take a look at the org.dspace.rdf.storage.URIGenerator interface.

Install a Triple Store

In addition to a normal DSpace installation you have to install a triple store. You can use any triple store that supports SPARQL 1.1 Query Language and
SPARQL 1.1 Graph Store HTTP Protocol. If you do not have one yet, you can use Apache Fuseki. Download Fuseki from its official download page and
unpack the downloaded archive. The archive contains several scripts to start Fuseki. Use the start script appropriate to the OS of your choice with the
options '--localhost --config=<dspace-install>/config/modules/rdf/fuseki-assembler.ttl'. Instead of changing to the directory into which you unpacked Fuseki,
you may set the variable FUSEKI_HOME. If you're using Linux and bash, you unpacked Fuseki to /usr/local/jena-fuseki-1.0.1 and you installed DSpace to
[dspace-install], this would look like this:

export FUSEKI _HOVE=/usr/local/jena-fuseki-1.0.1 ; $FUSKI _HOME/ fuseki-server --local host --config [dspace-
install]/config/ nmodul es/ rdf/fuseki-assenbler.ttl

Fuseki's archive contains a script to start Fuseki automatically at startup as well.

Make Fuseki connect to localhost only, by using the argument --localhost when launching if you use the configuration provided with DSpace! The
coﬁiiﬁuration contains a writeable SPARQL endpoint that allows any connection to change/delete the content of your triple store.

Use Apache mod proxy, mod rewrite or any other appropriate web server/proxy to make localhost:3030/dspace/spargl readable from the internet. Use the
a s under which it is accessible as the address of your public spargl endpoint (see the property public.spargl.endpoint in the configuration reference
below.).

The configuration provided within DSpace makes it store the files for the triple store under [dspace-install]/triplestore. Using this configuration, Fuseki
provides three SPARQL endpoints: two read-only endpoints and one that can be used to change the data of the triple store. You should not use this
configuration if you let Fuseki connect to the internet directly as it would make it possible for anyone to delete, change or add information to the triple
store. The option --localhost tells Fuseki to listen only on the loopback device. You can use Apache mod_proxy or any other web or proxy server to make
the read-only SPARQL endpoint accessible from the internet. With the configuration described, Fueski listens to the port 3030 using HTTP. Using the
address http://localhost:3030/ you can connect to the Fuseki Web Ul. http://localhost:3030/dspace/data addresses a writeable SPARQL 1.1 HTTP Graph
Store Protocol endpoint, and http://localhost:3030/dspace/get a read-only one. Under http://localhost:3030/dspace/spargl a read-only SPARQL 1.1 Query
Language endpoint can be found. The first one of these endpoints must be not accessible by the internet, while the last one should be accessible
publicly.

Default configuration and what you should change
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First, you'll want to ensure the Linked Data endpoint is enabled/configured. Inyour | ocal . cf g, add rdf . enabl ed = true. You can optionally
change it's path by setting r df . pat h (it defaults to "rdf" which means the Linked Data endpoint is available at [ dspace. server. url]/rdf/ (whereds
pace. server. url is also specified in your | ocal . cf g)

In the file [ dspace] / conf i g/ dspace. cf g you should look for the property event . di spat cher. def aul t. consuner s and add r df there. Adding
rdf there makes DSpace update the triple store automatically as the publicly available content of the repository changes.

As the Linked Data support of DSpace is highly configurable this section gives a short list of things you probably want to configure before using it. Below
you can find more information on what is possible to configure.

In the file [ dspace] / conf i g/ modul es/ r df . cf g you want to configure the address of the public spargl endpoint and the address of the writable
endpoint DSpace use to connect to the triple store (the properties r df . publ i c. spar gl . endpoi nt, rdf . st or age. gr aphst or e. endpoi nt). In the
same file you want to configure the URL that addresses the dspace-rdf module which is depending on where you deployed it (property r df . cont ext Pat h
) and switch content negotiation on (set property r df . cont ent Negot i ati on. enabl e = true).

In the file [ dspace] / conf i g/ modul es/ rdf / const ant - dat a- general . tt1 you should change the links to the Web Ul of the repository and the
public readable SPARQL endpoint. The URL of the public SPARQL endpoint should point to a URL that is proxied by a webserver to the Triple Store. See
the section Install a Triple Store above for further information.

In the file [ dspace] / confi g/ modul es/ rdf / const ant -dat a-si te. ttl you may add any triples that should be added to the description of the
repository itself.

If you want to change the way the metadata fields are converted, take a look into the file [ dspace] / conf i g/ nodul es/ r df / net adat a- r df - mappi ng.
ttl. This is also the place to add information on how to map metadata fields that you added to DSpace. There is already a quite acceptable default
configuration for the metadata fields which DSpace supports out of the box. If you want to use some specific prefixes in RDF serializations that support
prefixes, you have to edit [ dspace] onf i g/ nodul es/ r df / net adat a- prefi xes.ttl.

Configuration Reference

There are several configuration files to configure DSpace's LOD support. The main configuration file can be found under [ dspace- sour ce] / dspace

/ confi g/ nodul es/ rdf . cf g. Within DSpace we use Spring to define which classes to load. For DSpace's LOD support this is done within [ dspace-
sour ce] / dspace/ confi g/ spri ng/ api / rdf . xm . All other configuration files are positioned in the directory [ dspace- sour ce] / dspace/ confi g
/ modul es/ r df /. Configurations in r df . cf g can be modified directly, or overridden via your | ocal . cf g config file (see Configuration Reference). You'll
have to configure where to find and how to connect to the triple store. You may configure how to generate URIs to be used within the generated Linked
Data and how to convert the contents stored in DSpace into RDF. We will guide you through the configuration file by file.

[dspace-source]/dspace/config/modules/rdf.cfg

Pr  rdf.enabled
op

ert

y:

Ex | rdf.enabled = true
am
ple
Val
ue:

Inf = Defines whether the RDF endpoint is enabled or disabled (disabled by default). If enabled, the RDF endpoint is available at ${dspace.server.url}
or | /${rdf.path}. Changing this value requires rebooting your servlet container (e.g. Tomcat)

ma

tio

nal

No

te:

Pr  rdf.path
op
ert

Ex | rdf.path = rdf
am
ple
Val
ue:

Inf | Defines the path of the RDF endpoint, if enabled. For example, a value of "rdf" (the default) means the RDF interface/endpoint is available at
or | ${dspace.server.url}/rdf (e.g. if "dspace.server.url = http://localhost:8080/server", then it'd be available at "http://localhost:8080/server

ma  /rdf". Changing this value requires rebooting your servlet container (e.g. Tomcat)

tio

nal

No

te:
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rdf.contentNegotiation.enable

rdf.contentNegotiation.enable = true

Defines whether content negotiation should be activated. Set this true, if you use Linked Data support.

rdf.contextPath

rdf.contextPath = ${dspace.baseUrl}/rdf

The content negotiation needs to know where to refer if anyone asks for RDF serializations of content stored within DSpace. This property sets the
URL where the dspace-rdf module can be reached on the Internet (depending on how you deployed it).

rdf.public.spargl.endpoint

rdf.public.spargl.endpoint = http:/${dspace.baseUrl}/sparq|

Address of the read-only public SPARQL endpoint supporting SPARQL 1.1 Query Language.

rdf.storage.graphstore.endpoint

rdf.storage.graphstore.endpoint = http://localhost:3030/dspace/data

Address of a writable SPARQL 1.1 Graph Store HTTP Protocol endpoint. This address is used to create, update and delete converted data in the
triple store. If you use Fuseki with the configuration provided as part of DSpace 5, you can leave this as it is. If you use another Triple Store or
configure Fuseki on your own, change this property to point to a writeable SPARQL endpoint supporting the SPARQL 1.1 Graph Store HTTP
Protocol.
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Pr  rdf.storage.graphstore.authentication
op
ert

Ex | rdf.storage.graphstore.authentication = no
am
ple
Val
ue:

Inf | Defines whether to use HTTP Basic authentication to connect to the writable SPARQL 1.1 Graph Store HTTP Protocol endpoint.
or

ma

tio

nal

No

te:

Pr  rdf.storage.graphstore.login
op  rdf.storage.graphstore.password
erti

es:

Ex  rdf.storage.graphstore.login = dspace

am | rdf.storage.graphstore.password =ecapsd
ple

Val

ue

Inf | Credentials for the HTTP Basic authentication if it is necessary to connect to the writable SPARQL 1.1 Graph Store HTTP Protocol endpoint.
or

ma
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No

te:

Pr  rdf.storage.spargl.endpoint
op
ert

Ex  rdf.storage.spargl.endpoint = http://localhost:3030/dspace/sparg|
am
ple
Val
ue:

Inf | Besides a writable SPARQL 1.1 Graph Store HTTP Protocol endpoint, DSpace needs a SPARQL 1.1 Query Language endpoint, which can be
or | read-only. This property allows you to set an address to be used to connect to such a SPARQL endpoint. If you leave this property empty the
ma | property ${rdf.public.spargl.endpoint} will be used instead.

tio

nal

No

te:

Pr  rdf.storage.spargl.authentication
op | rdf.storage.spargl.login

erti = rdf.storage.sparql.password

es:

Ex | rdf.storage.spargl.authentication = yes
am | rdf.storage.sparql.login = dspace

ple  rdf.storage.spargl.password = ecapsd
Val

ue

Inf = As for the SPARQL 1.1 Graph Store HTTP Protocol you can configure DSpace to use HTTP Basic authentication to authenticate against the (read-
or  only) SPARQL 1.1 Query Language endpoint.
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rdf.converter.DSOtypes

rdf.converter.DSOtypes = SITE, COMMUNITY, COLLECTION, ITEM

Define which kind of DSpaceObjects should be converted. Bundles and Bitstreams will be converted as part of the Item they belong to. Don't add
EPersons here unless you really know what you are doing. All converted data is stored in the triple store that provides a publicly readable
SPARQL endpoint. So all data converted into RDF is exposed publicly. Every DSO type you add here must have an HTTP URI to be referenced in
the generated RDF, which is another reason not to add EPersons here currently.

following properties configure the StaticDSOConverterPlugin.

rdf.constant.data. GENERAL
rdf.constant.data. COLLECTION
rdf.constant.data. COMMUNITY
rdf.constant.data.ITEM
rdf.constant.data.SITE

rdf.constant.data. GENERAL = ${dspace.dir}/config/modules/rdf/constant-data-general.ttl
rdf.constant.data. COLLECTION = ${dspace.dir}/config/modules/rdf/constant-data-collection.ttl
rdf.constant.data. COMMUNITY = ${dspace.dir}/config/modules/rdf/constant-data-community.ttl

rdf.constant.data.ITEM = ${dspace.dir}/config/modules/rdf/constant-data-item.ttl
rdf.constant.data.SITE = ${dspace.dir}/config/modules/rdf/constant-data-site.ttl

These properties define files to read static data from. These data should be in RDF, and by default Turtle is used as serialization. The data in the
file referenced by the property ${rdf.constant.data. GENERAL} will be included in every Entity that is converted to RDF. E.g. it can be used to point
to the address of the public readable SPARQL endpoint or may contain the name of the institution running DSpace.

The other properties define files that will be included if a DSpace Object of the specified type (collection, community, item or site) is converted.
This makes it possible to add static content to every Item, every Collection, ...

following properties configure the MetadataConverterPlugin.

rdf.metadata.mappings

rdf. metadata.mappings = ${dspace.dir}/config/modules/rdf/metadata-rdf-mapping.ttl

Defines the file that contains the mappings for the MetadataConverterPlugin. See below the description of the configuration file [dspace-source]
/dspace/config/modules/rdf/metadata-rdf-mapping.ttl.

rdf.metadata.schema

rdf.metadata.schema = file://${dspace.dir}/config/modules/rdf/metadata-rdf-schema.ttl
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Configures the URL used to load the RDF Schema of the DSpace Metadata RDF mapping Vocabulary. Using a file:// URI makes it possible to
convert DSpace content without having an internet connection. The version of the schema has to be the right one for the used code. In DSpace
5.0 we use the version 0.2.0. This Schema can be found here as well: http://digital-repositories.org/ontologies/dspace-metadata-mapping/0.2.0. Th
e newest version of the Schema can be found here: http://digital-repositories.org/ontologies/dspace-metadata-mapping/.

rdf.metadata.prefixes

rdf.metadata.prefixes = ${dspace.dir}/config/modules/rdf/metadata-prefixes.ttl

If you want to use prefixes in RDF serializations that support prefixes, you can define these prefixes in the file referenced by this property.

The following properties configure the SimpleDSORelationsConverterPlugin
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rdf.simplerelations.prefixes

rdf.simplerelations.prefixes = ${dspace.dir}/config/modules/rdf/simple-relations-prefixes.ttl

If you want to use prefixes in RDF serializations that support prefixes, you can define these prefixes in the file referenced by this property.

rdf.simplerelations.site2community

rdf.simplerelations.site2community = http://purl.org/dc/terms/hasPart, http://digital-repositories.org/ontologies/dspace/0.1.0#hasCommunity

Defines the predicates used to link from the data representing the whole repository to the top level communities. Defining multiple predicates
separated by commas will result in multiple triples.

rdf.simplerelations.community2site

rdf.simplerelations.community2site = http://purl.org/dc/terms/isPartOf, http://digital-repositories.org/ontologies/dspace/0.1.0#isPartOfRepository
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Defines the predicates used to link from the top level communities to the data representing the whole repository. Defining multiple predicates
separated by commas will result in multiple triples.

rdf.simplerelations.community2subcommunity

rdf.simplerelations.community2subcommunity = http://purl.org/dc/terms/hasPart, http://digital-repositories.org/ontologies/dspace/0.1.0
#hasSubcommunity

Defines the predicates used to link from communities to their subcommunities. Defining multiple predicates separated by commas will result in
multiple triples.

rdf.simplerelations.subcommunity2community

rdf.simplerelations.subcommunity2community = http://purl.org/dc/terms/isPartOf, http://digital-repositories.org/ontologies/dspace/0.1.0
#isSubcommunityOf

Defines the predicates used to link from subcommunities to the communities they belong to. Defining multiple predicates separated by commas
will result in multiple triples.

rdf.simplerelations.community2collection

rdf.simplerelations.community2collection = http://purl.org/dc/terms/hasPart, http://digital-repositories.org/ontologies/dspace/0.1.0#hasCollection

Defines the predicates used to link from communities to their collections. Defining multiple predicates separated by commas will result in multiple
triples.

rdf.simplerelations.collection2community

rdf.simplerelations.collection2community = http://purl.org/dc/terms/isPartOf, http://digital-repositories.org/ontologies/dspace/0.1.0
#isPartOfCommunity
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[dspace-source]/dspace/config/modules/rdf/constant-data-*.ttl

As described in the documentation of the configuration file [dspace-source]/dspace/config/modules/rdf.cfg, the constant-data-*.ttl files can be used to add
static RDF to the converted data. The data are written in Turtle, but if you change the file suffix (and the path to find the files in rdf.cfg) you can use any
other RDF serialization you like to. You can use this, for example, to add a link to the public readable SPARQL endpoint, add a link to the repository
homepage, or add a triple to every community or collection defining it as an entity of a specific type like a bibo:collection. The content of the file [dspace-
source]/dspace/config/modules/rdf/constant-data-general.ttl will be added to every DSpaceObject that is converted. The content of the file [dspace-source]
/dspace/config/modules/rdf/constant-data-community.ttl to every community, the content of the file [dspace-source]/dspace/config/modules/rdf/constant-
data-collection.ttl to every collection and the content of the file [dspace-source]/dspace/config/modules/rdf/constant-data-item.ttl to every Item. You can use
the file [dspace-source]/dspace/config/modules/rdf/constant-data-site.ttl to specify data representing the whole repository.

[dspace-source]/dspace/config/modules/rdf/metadata-rdf-mapping.ttl

155


http://purl.org/dc/terms/hasPart,%5C%22%20data-mce-href=
http://digital-repositories.org/ontologies/dspace/0.1.0#hasItem
http://purl.org/dc/terms/isPartOf,
http://digital-repositories.org/ontologies/dspace/0.1.0#isPartOfCollection
http://purl.org/dc/terms/hasPart,%5C%22%20data-mce-href=
http://digital-repositories.org/ontologies/dspace/0.1.0#hasBitstream

This file should contain several metadata mappings. A metadata mapping defines how to map a specific metadata field within DSpace to a triple that will
be added to the converted data. The MetadataConverterPlugin uses these metadata mappings to convert the metadata of a item into RDF. For every
metadata field and value it looks if any of the specified mappings matches. If one does, the plugin creates the specified triple and adds it to the converted
data. In the file you'll find a lot of examples on how to define such a mapping.

For every mapping a metadata field name has to be specified, e.g. dc.title, dc.identifier.uri. In addition you can specify a condition that is matched against
the field's value. The condition is specified as a regular expression (using the syntax of the java class java.util.regex.Pattern). If a condition is defined, the
mapping will be used only on fields those values which are matched by the regex defined as condition.

The triple to create by a mapping is specified using reified RDF statements. The DSpace Metadata RDF Mapping Vocabulary defines some placeholders
that can be used. The most important placeholder is dm:DSpaceObjectIRI which is replaced by the URI used to identify the entity being converted to RDF.
That means if a specific Item is converted the URI used to address this Item in RDF will be used instead of dm:DSpaceObjectIRI. There are three
placeholders that allow reuse of the value of a meta data field. dm:DSpaceValue will be replace by the value as it is. dm:LiteralGenerator allows one to
specify a regex and replacement string for it (see the syntax of the java classes java.util.regex.Pattern and java.util.regex.Matcher) and creates a Literal
out of the field value using the regex and the replacement string. dm:ResourceGenerator does the same as dm:LiteralGenerator but it generates a HTTP
(S) URI that is used in place. So you can use the resource generator to generate URIs containing modified field values (e.g. to link to classifications). If you
know regular expressions and turtle, the syntax should be quite self explanatory.

[dspace-source]/dspace/config/modules/rdf/fuseki-assembler.ttl

This is a configuration for the triple store Fuseki of the Apache Jena project. You can find more information on the configuration it provides in the section Ins
tall a Triple Store above.

[dspace-source]/dspace/config/spring/api/rdf.xml

This file defines which classes are loaded by DSpace to provide the RDF functionality. There are two things you might want to change: the class that is
responsible to generate the URIs to be used within the converted data, and the list of Plugins used during conversion. To change the class responsible for
the URIs, change the following line:

<property name="generator" ref="org. dspace.rdf.storage. Local URl Generator"/>

This line defines how URIs should be generated, to be used within the converted data. The LocalURIGenerator generates URIs using the ${dspace.url}
property. The HandleURIGenerator uses handles in form of HTTP URLSs. It uses the property ${handle.canonical.prefix} to convert handles into HTTPS
URLSs. The class org.dspace.rdf.storage.DOIURIGenerator uses DOIs in the form of HTTP URLs if possible, or local URIs if there are no DOIs. It uses the
DOI resolver "http://dx.doi.org" to convert DOIs into HTTP URLs. The class org.dspace.rdf.storage.DOIHandleGenerator does the same but uses Handles
as fallback if no DOI exists. The fallbacks are necessary as DOlIs are currently used for Items only and not for Communities or Collections.

All plugins that are instantiated within the configuration file will automatically be used during the conversion. Per default the list looks like the following:

<!-- configure all plugins the converter should use. If you don't want to
use a plugin, renove it here. -->

<bean id="org. dspace. rdf. conversi on. Si npl eDSORel ati onsConverterPl ugi n" class="org. dspace. rdf. conversion.
Si npl eDSORel at i onsConverter Pl ugi n"/ >

<bean i d="org. dspace. rdf. conversi on. Met adat aConverter Pl ugi n" class="org. dspace. rdf. conversion.
Met adat aConverter Pl ugi n"/>

<bean i d="org. dspace. rdf. conversion. St ati cDSOConverter Pl ugi n" cl ass="org. dspace. rdf. conversi on.
St at i cDSCConverter Pl ugi n"/ >

You can remove plugins if you don't want them. If you develop a new conversion plugin, you want to add its class to this list.

Maintenance

As described above you should add r df to the property event . di spat cher. def aul t. consuner s and in dspace.cfg. This configures DSpace to
automatically update the triple store every time the publicly available content of the repository is changed. Nevertheless there is a command line tool that
gives you the possibility to update the content of the triple store. As the triple store is used as a cache only, you can delete its content and reindex it every
time you think it is necessary of helpful. The command line tool can be started by the following command which will show its online help:

[dspace-install]/bin/dspace rdfizer --help

The online help should give you all necessary information. There are commands to delete one specific entity; to delete all information stored in the triple
store; to convert one item, one collection or community (including all subcommunities, collections and items) or to convert the complete content of your
repository. If you start using the Linked Open Data support on a repository that already contains content, you should run [ dspace-i nstal | ]/bin

| dspace rdfizer --convert-all once.

Every time content of DSpace is converted or Linked Data is requested, DSpace will try to connect to the triple store. So ensure that it is running (as you
do with e.g. your sevlet container or relational database).

156


http://digital-repositories.org/ontologies/dspace-metadata-mapping/
http://dx.doi.org

Rioxx v3 schema compliance

Loading of Entities and Fields

To achieve full Rioxx v3 compliance, there is no need to enable DSpace entitites. However, if entities are enabled, richer metadata such as funding or
project related information can be then exposed via the OAl interface. To expose this information, the following steps need to be performed:

First, load the Rioxx Entities model by running the following command:

loading rioxx entity-relationships model

[/ dspace]/bin/dspace initialize-entities -f [/dspace]/config/entities/rioxx3-relationships.xni

(NOTE: the openaire4-relationships.xml model can be loaded instead, as the set of relationships needed to support entities are exactly the same as those
needed by Rioxx)

To support Rioxx metadata, there is no need to load additional registries, as it uses metadata from Dublin Core and Qualified Dublin Core schemas.

OAl interface

For Rioxx v3, only Publication entities or non-entity item types will be loaded as the main Entity to be processed, and any related entities such as projects
or funders (i.e. FundingAgency) will be loaded in the process via virtual metadata.

A Rioxx v3 compliant endpoint is available in a dedicated OAI context, namely rioxx, through the URL:
http://[dspace-server-url]/oai/rioxx?verb=Li st Recor ds&ret adat aPr ef i x=ri oxx
To be able to use it, check first that that the oai application is enabled by checking the oai.cfg setting:

oai . enabled = true
(NOTE: when enabling you may need to restart your tomcat service)

To make metadata available from related entities such as projects or funders, you need to enable the relevant virtual metadata file. The Rioxx context
makes use of the virtual metadata from openaire4. To enable this, you have to copy the file:

[/ dspace/] config/spring/api/virtual - metadata.xm . openaire4
into the default virtual-metadata file:

cp [/dspace/]config/spring/api/virtual - metadata. xm . openaire4 [/dspace/]config/spring/api/virtual -netadata.
xm

(NOTE: if you do this you should restart your tomcat service container)

This additional virtual metadata will enable to represent something like this in this XML in the rioxx metadata format, where you have, for instance, author
identifiers, or funding information:

oai datacite:creators example

<ri oxxtermns:creator>
<rioxxterns:id>https://orcid.org/0000-0001-7656-9453</ri oxxterns:id>
<ri oxxt erms: name>Pat han, Nazi ma</ri oxxterns: nane>
</rioxxterns:creator>

<rioxxtermns: grant funder_nanme="N HR HTA Programre">16/152/01</ri oxxterns: grant >

Then you may need to run the OAl import from the command line with the cleaning cache parameter to reload all data to OAI:
[/ dspace/]/bin/dspace oai inport -c
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Ingesting Content and Metadata

This is a new top level page grouping all documentation concerning all different ways to ingest content and metadata into DSpace

Submission User Interface

Configurable Workflow

Importing and Exporting Content via Packages

Importing and Exporting Items via Simple Archive Format

Registering Bitstreams via Simple Archive Format

Importing Items via basic bibliographic formats (Endnote, BibTex, RIS, CSV, etc) and online services (arXiv, PubMed, CrossRef, CiNii, etc)
Exporting and Importing Community and Collection Hierarchy

SWORDv1 Server

SWORDv2 Server

Ingesting HTML Archives

The section on Batch Metadata Editing also contains information on how to add items through spreadsheet ingest.
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Submission User Interface

This page explains various customization and configuration options that are available within DSpace for the Item Submission user interface.

1 Default Submission Process
1.1 Optional Steps
2 Understanding the Submission Configuration Files
2.1 The Structure of item-submission.xml
2.2 Defining Steps (<step>) within the item-submission.xml
2.2.1 Where to place your <step-definition>
2.2.2 The ordering of <step> tags matter!
2.2.3 Structure of the <step-definition> tag
3 Reordering/Removing/Adding Submission Steps
4 Assigning a custom Submission Process to a Collection
4.1 Getting A Collection's Handle
4.2 Assigning a default Submission Process per Entity Type
5 Custom Metadata-entry Steps for Submission
5.1 Introduction
5.2 Describing Custom Metadata Forms
5.3 The Structure of submission-forms.xml
5.3.1 Using a form in a submission process for a Collection
5.3.2 Adding a Form
5.3.2.1 Forms and Pages
5.3.2.2 Composition of a Field
5.3.2.2.1 Visibility configuration examples
5.3.2.3 Item type Based Metadata Collection
5.3.3 Configuring Controlled Vocabularies
5.3.4 Adding Value-Pairs
5.3.4.1 Example
5.4 Deploying Your Custom Forms
6 Configuring the File Upload step
6.1 Basic Settings
6.2 Modifying metadata form presented for Bitstreams
6.3 Modifying access conditions (embargo, etc.) presented for Bitstreams
7 Configuring the Item Access Conditions step
7.1 Enabling the step
7.2 Modifying access conditions (embargo, etc.) presented for ltems
7.3 Examples of selecting Item and Bitstream access conditions
8 Configuring the Sherpa Romeo step
8.1 Enabling the Sherpa Romeo step
9 Configuring the "Identifiers" step
10 Creating new Submission Steps Programmatically.

DSpace Submission Configuration changed in v7.x

1
The name and structure of the Submission configuration files changed in 7.x. The DSpace 6.x (and below) "item-submission.xml" and “input-forms.xml"
configuration files are no longer supported. In 7.x and above, the format of the "item-submission.xml" file has been updated, and the older "input-forms.
xml" has been replaced by a new "submission-forms.xml".

You can choose to either start fresh with the new v7 configuration files (see documentation below) and/or use the "./dspace submission-forms-migrate"
script to migrate your old configurations into new ones. See the Upgrading DSpace guide (step on "Update your DSpace Configurations") for more
information on using the migration script.

Default Submission Process

The DSpace Submission process consists of a series of "steps”, where each "step" corresponds to one or "sections" in the Submission Ul. By default, the
DSpace Submission process includes the following steps/sections, in this order:

1. "Select Collection” (id="collection"), appears as dropdown: If not already selected, the user must select a collection to deposit the Item into. As
of DSpace 7, you also can change the Collection you are submitting into at any time. However, be aware that there may be some metadata lost if
the Collection you switch two uses a different submission form & you already began entering metadata in the current submission.

2. "Describe" sections (id="traditionalpageone" and "traditionalpagetwo"): This is where the user may enter descriptive metadata about the Item.
This step may consist of one or more sections of metadata entry. By default, there are two sections of metadata-entry . For information on
modifying the metadata entry pages, please see Custom Metadata-entry Pages for Submission section below.

3. "Upload" section (id="upload"): This is where the user may upload one or more files to associate with the Item. As of DSpace 7, you can also
drag and drop files anywhere on the page to trigger an upload. For more information on file upload, also see Configuring the File Upload step
below.

4. "License" section (id="license"): This is where the user must agree to the repository distribution license in order to complete the deposit. This
repository distribution license is defined in the [ dspace] / confi g/ def aul t. | i cense file. It can also be customized per-collection from the
Collection Edit Ul.

5. "Deposit" button: Once all required fields/sections are completed, the "Deposit" button becomes enabled. After clicking it, the new Item will
either become immediately available or undergo a workflow approval process (depending on the Collection policies). For more information on the
workflow approval process see Configurable Workflow
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To modify or reorganize these submission steps, just modify the [ dspace] / confi g/ it em subni ssi on. xm file. Please see the section below on Reor
dering/Removing/Adding Submission Steps.

You can also choose to have different submission processes for different DSpace Collections. For more details, please see the section below on Assigning
a custom Submission Process to a Collection.

Optional Steps
DSpace also ships with several optional steps which you may choose to enable if you wish. In no particular order:

® "|tem Access" (or Embargo) section (id="itemAccessConditions"): Only available in 7.2 or above. This step allows the user to (optionally)
modify access rights or set an embargo during the deposit of an Item. For more information on this step, and Embargo options in general, please
see the Embargo documentation.
® "CC License" section (id="cclicense"): This step allows the user to (optionally) assign a Creative Commons license to a particular ltem. Please
see the Configuring Creative Commons License section of the Configuration documentation for more details.
® "Extraction" section (id="extractionstep"): This step will automatically attempt to extract metadata from uploaded files. Currently it only supports
bibliographic formats documented in Importing Items via basic bibliographic formats (Endnote, BibTex, RIS, TSV, CSV) and online services (OAl,
arXiv, PubMed CrossRef, CiNii). Any extracted metadata is immediately populated in the submission form (without notifying the user).
o By default it is disabled, as it populates metadata automatically (without notifying the user). This means it can sometimes result in
duplicative metadata in the submission form.
© The behavior of this step can be more fully configured via the ‘config/spring/api/step-processing-listener.xml’ configuration
© NOTE: this action is also only triggered when a request is performed (e.g. when a file is uploaded or the submission form is saved). You
can configure the Angular Ul to autosave based on a timer in order to force this action to be done more regularly.
® Various Configurable Entities related steps: These steps are "Describe" steps that are specific to different Entity types. They provide a list of
metadata fields of specific interest to those Entities.

To enable any of these optional submission steps, just uncomment the step definition within the [ dspace] / confi g/ i t em submi ssi on. xm file.
Please see the section below on Reordering/Removing/Adding Submission Steps.

You can also choose to enable certain steps only for specific DSpace Collections. For more details, please see the section below on Assigning a custom
Submission Process to a Collection.

Understanding the Submission Configuration Files

The [ dspace] / confi g/ i tem subm ssi on. xm contains the submission configurations for the DSpace Ul. This configuration file contains detailed
documentation within the file itself, which should help you better understand how to best utilize it.

The Structure of item-submission.xml
The structure of this file changed slightly in DSpace 7
1
As of DSpace 7, the following structural changes were made to item-submission.xml:
® Step definitions under <step-definitions> now use the <step-definition> tag (previously, in 6.x, the tag was named <step>)
® Every step definition now needs to be defined under <step-definitions> (previously, in 6.x, you could also define them in <submission-process>),
and have a unique ID
® Each <step-definition> now only represents a single "section" of the Submission Ul. (previously, in 6.x, some steps like Describe represented
multiple pages)
® An attribute "mandatory=[true|false]" was added to the <step> element. When true, that section is always displayed to the user. When false, it's
not displayed by default, but instead must be activated explicitly by the user by choosing to add the section in the Submission UI.
* The old <workflow-editable> element has been replaced with a <scope> element which defines when/how this <step> should be displayed.

Because this file is in XML format, you should be familiar with XML before editing this file. By default, this file contains the "traditional” Item Submission
Process for DSpace, which consists of the following Steps (in this order):

Select Collection -> Describe (two steps) -> Upload -> License -> Complete

If you would like to customize the steps used or the ordering of the steps, you can do so within the <submission-definition> section of the item-submission.
xml .

In addition, you may also specify different Submission Processes for different DSpace Collections. This can be done in the <submission-map> section. The
item-submission.xml file itself documents the syntax required to perform these configuration changes.

Defining Steps (<step>) within the item-submission.xml

This section describes how Steps of the Submission Process are defined within the item-submission.xml.

Where to place your <step-definition>
The <step-definition> always appear within the <step-definitions> section of the item-submission.xml configuration file.
® This section allows all <step> definitions to be defined globally (i.e. so they may be used in multiple <submission-process> definitions). Steps

defined in this section must define a unique id which can be used to reference this step.
® For example:
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<st ep-definitions>
<step-definition id="customstep">

</ step>

</ step-definitions>

® The above step definition could then be referenced from within a <submission-process> as simply <step id="custom-step"/>

The ordering of <step>tags matter!

The ordering of the <step> tags within a <submission-process> definition directly corresponds to the order in which those steps will appear!

For example, the following defines a Submission Process where the License step directly precedes the Describe step (more information about the
structure of the information under each <step> tag can be found in the section on Structure of the <step> Definition below):

<subnmi ssi on- process>
<I--Step 1 will be to Sign off on the License-->
<step id="license"/>

<I--Step 2 & 3 will be to ask for netadata-->
<step id="traditional pageone"/>
<step id="traditional pagetw"/>

...[other steps]...

</ subm ssi on- process>

Structure of the <step-definition> tag

The structure of the <step-definition> tag is as follows:

<step-definition id="traditional pageone" mandatory="true">
<headi ng>submi t. progressbar. descri be. st epone</ headi ng>
<processi ng- cl ass>or g. dspace. app. rest. subnmit. step. Descri beSt ep</ processi ng-cl ass>
<t ype>subm ssi on-f ornx/type>
<l-- <scope visibility="hidden" visibilityQutside="hidden">subm ssion</scope> -->
</ step-definition>

Each step contains the following elements/attributes. The required elements are so marked:

mandatory (attribute): [true|false] When true, the step's section is displayed by default to all users in the Ul. When false, the step is not displayed
and must be activated explicitly by the user by selecting it in the Ul or supplying data of interest to the section.
heading: Partial 118N key (defined in the Ul's language packs) which corresponds to the text that should be displayed in section header for this
step. This partial I18N key is prefixed with "submission.sections.". Therefore, the full i18n key is "submission.sections.[heading]" in the User
Interface's language packs (e.g. en.json5 for English)
processing-class (Required): Full Java path to the Processing Class for this Step. This Processing Class must perform the primary processing
of any information gathered in this step. All valid step processing classes must extend the abstract or g. dspace. submi t .
Abst ract Processi ngSt ep class (or alternatively, extend one of the pre-existing step processing classes in or g. dspace. subni t. step. *)
type (Required): The type of step defined. Most steps are of type "submission-form", which means they directly map to a <f or > defined in the s
ubmi ssi on-forns. xm configuration file. In this situation, the <st ep- def i ni ti on> "id" attribute MUST map to a <f or n® "name" attribute
defined in submission-forms.xml. Any value is allowed, and only "submission-form" has a special meaning at this time.
scope: Optionally, allows you to limit the "scope"” of this particular step, and define whether the step is visible outside that scope. Valid scope
values include "submission" (limited to the submission form) and "workflow" (limited to workflow approval process).
© "visibility" attribute defines the visibility of the step while within the given scope. Can be set to "read-only" (in this scope you can see this
step but not edit it), or "hidden" (in this scope you cannot see this step).
© "visibilityOutside" attribute defines the visibility of the step while outside the given scope. Can be set to "read-only" (in other scopes you
can see this step but not edit it), or "hidden" (in other scopes you cannot see this step).

Reordering/Removing/Adding Submission Steps

The removal of existing steps and reordering of existing steps is a relatively easy process!

Reordering steps

1.

2.

Locate the <subm ssi on- pr ocess> tag which defines the Submission Process that you are using. If you are unsure which Submission Process
you are using, it's likely the one with name="t r adi ti onal ", since this is the traditional DSpace submission process.
Reorder the <st ep> tags within that <subni ssi on- pr ocess> tag. Be sure to move the entire <st ep> tag.
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Removing one or more steps

1. Locate the <submi ssi on- pr ocess> tag which defines the Submission Process that you are using. If you are unsure which Submission Process
you are using, it's likely the one with name="t r adi ti onal ", since this is the traditional DSpace submission process.
2. Comment out (i.e. surround with <! - - and - - >) the <st ep> tags which you want to remove from that <submission-process> tag. Be sure to
comment out the entire <st ep > tag.
® Hint: You cannot remove the "collection” step, as an DSpace Item cannot exist without belonging to a Collection.

Adding one or more optional steps

1. Locate the <submi ssi on- pr ocess> tag which defines the Submission Process that you are using. If you are unsure which Submission Process
you are using, it's likely the one with name="t r adi t i onal ", since this is the traditional DSpace submission process.

2. Uncomment (i.e. remove the <! -- and - - >) the <st ep> tag(s) which you want to add to that <subni ssi on- pr ocess> tag. Be sure to
uncomment the entire <st ep> tag.

Assigning a custom Submission Process to a Collection

Assigning a custom submission process to a Collection in DSpace involves working with the submission-map section of the item-submission.xml. For a
review of the structure of the item-submission.xml see the section above on Understanding the Submission Configuration File.

Each name-map element within submission-map associates a collection with the name of a submission definition.
There are three ways to configure this mapping:

1. The traditional way is to use the "collection-handle" attribute to map a submission form to it's Collection. Its collection-handle attribute is the
Handle of the collection. Its submission-name attribute is the submission definition name, which must match the name attribute of a submission-
process element (in the submission-definitions section of item-submission.xml.

a. For example, the following fragment shows how the collection with handle "12345.6789/42" is assigned the "custom” submission process:

<submi ssi on- map>
<nane- map col | ecti on-handl e="12345. 6789/ 42" submi ssi on- name="custont />

</ subm ssi on- map>

<subni ssi on-definitions>
<submi ssi on- process nane="custoni >

</ subm ssi on-definitions>

2. Another option is to use the "collection-entity-type" attribute to map all Collections which use that Entity Type (requires Configurable Entities) to a
specific submission definition name (via the submission-name attribute, similar to above).
a. For example, the following fragment shows how to map all Collections which use the out-of-the-box Entity Types to a submission
definition of the same name:

<subni ssi on- map>

<nane-map coll ection-entity-type="Publication" subm ssion-nanme="Publication"/>
<nane-nmap col |l ection-entity-type="Person" subm ssi on-nane="Person"/>

<nane-map coll ection-entity-type="Project" subni ssion-nane="Project"/>

<nane-nmap collection-entity-type="OrgUnit" subm ssion-nane="OrgUnit"/>

<nane-nmap coll ection-entity-type="Journal" subni ssion-nane="Journal "/ >

<nane- map col |l ection-entity-type="Journal Vol une" subm ssi on- nane="Jour nal Vol une"/ >
<nane-map col |l ection-entity-type="Journal |l ssue" subni ssion-name="Jour nal | ssue"/>

<submi ssi on- map>
3. Finally, it is also possible to use the "community-handle" attribute to map a submission process to all descendant collections that do not have a
direct mapping assigned by collection handle or by entity type (also via the submission-name attribute).

a. For example, the following fragment shows how the descendant collections of the community with handle "12345.6789/38" are assigned
the "custom2" submission process:
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<submi ssi on- map>
<nane- map conmuni ty-handl e="12345. 6789/ 38" subni ssi on- nane="cust on" />

</ subm ssi on- map>

<subni ssi on-definitions>
<submi ssi on- process nanme="cust onR">

</ subm ssi on-definitions>

b. If a collection has multiple parent communities with a defined mapping, the collection will use the submission process mapped for the
closest community.

It's a good idea to keep the definition of the default name-map, so there is always a default for collections which do not have a custom form set.

Getting A Collection's Handle

You will need the handle of a collection in order to assign it a custom form set. To discover the handle, go to the Community or Collection in the DSpace
Ul. Look for the "Permanent URI" listed near the top of the page. It should look something like:

http://nyhost. ny. edu/ handl e/ 12345. 6789/ 42

The handle is everything after "handle/" (in the above example it is "12345.6789/42"). It should look familiar to any DSpace administrator. That is what
goes in the collection-handle attribute of your name-map element.

Assigning a default Submission Process per Entity Type

Alternatively to a collection's Handle, Entities Types can be used as an attribute. With these configurations you will enable default submission forms per
Entity type. You don't have to specify every collection's handle to use for a particular submission form if you intend to use entities.

In order to do it so, instead of col | ecti on- handl e attribute you need to use col | ecti on-enti ty-type. The possible values for this attribute are the
ones that you use or that you specified in r el at i onshi p-types. xni file (please check the documentation for more information). In order the
submission process to be assigned to an entity type, you need to previously have associated an Entity Type to a Collection (please check: Configurable
Entities#3.ConfigureCollectionsforeachEntitytype).

As an example, for every time you need to insert a new person in a Person's collection. You just need to specify the submission form to be used, like: subm
i ssi on- nane="cust onPer son" in the example and also the entity type that is associated, like col | ecti on-entity-type="Person".

<submi ssi on- map>
<nane-nmap col |l ection-entity-type="Person" subni ssi on-nane="cust onPerson" />

</ subm ssi on- map>

<submi ssi on-definitions>
<submi ssi on- process name="custonPerson">

</ subm ssi on-definitions>

If a collection col | ecti on- handl e="12345. 6789/ 42" configuration will prevail over this configuration. Meaning that if a col | ecti on-entity-typei
s defined and a collection-handle is also defined and if a collection handle overlaps in both configurations, then, the submission to be considered it will be
the one that is defined by col | ect i on- handl e (it will prevail the one with more granularity).

Custom Metadata-entry Steps for Submission

Introduction

This section explains how to customize the Web forms used by submitters and editors to enter and modify the metadata for a new item. These metadata
web forms are controlled by the Describe step within the Submission Process. However, they are also configurable via their own XML configuration file [ ds
pace] / confi g/ submi ssi on-forns. xni .

In this configuration you can create alternate metadata forms, which can then be mapped to a "submission-form" step in the "item-submission.xml" (see
above).

In creating custom metadata forms, you can choose:

® Which fields appear on each form, and their sequence. (Keep in mind, each "form" represents to a "step” or section)
® Labels, prompts, and other text associated with each field.
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® Ability to display smaller fields side-by-side in a single "row"
® List of available choices for each menu-driven field.

All of the custom metadata-entry forms for a DSpace instance are controlled by a single XML file, subni ssi on- f or ns. xn , in the config subdirectory
under the DSpace home, [ dspace] / conf i g/ submi ssi on-f or ms. xnl . DSpace comes with a number of sample forms which implement the traditional
metadata-entry forms, and also serves as a well-documented example. Some default forms include:

"bitstream-metadata" - This is a special form which defines the metadata fields available for every uploaded bitstream (file)

"traditionalpageone" - A sample form which is used by the first "Describe" step defined in item-submission.xml

"traditionalpagetwo" - A sample form which is used by the second "Describe" step defined in item-submission.xml

A number of sample forms for various out-of-the-box Configurable Entities. These forms all have a corresponding <step> defined in item-
submission.xml. In conjunction to those <step> definitions, these forms may be used to submit new Entities of specific types. Usually this is done
by mapping that Entity-specific submission-process (in item-submission.xml) to a Collection which is used for new submissions of that Entity.

The rest of this section explains how to create your own sets of custom forms.

Describing Custom Metadata Forms

The description of a set of fields through which submitters enter their metadata is called a form (in the Ul, each "form" is displayed in a separate collapsible
section). A form is identified by a unique symbolic name. In the XML structure, the form is broken down into rows of fields. This allows you to place smaller
fields side-by-side in a single, horizontal row, or alternatively decide to display one field per row.

The Structure of submission-forms.xml
The name & structure of this file changed slightly in DSpace 7

1
As of DSpace 7, the following structural changes were made to this configuration:

input-forms.xml (v6) was renamed to submission-forms.xml

<form-map> top-level element was removed. All Collection mappings are now in item-submission.xml

<page> element under <form> was removed. As described below, <form> element now represent a single section of the submission process.
<row> element under <form> was added. As described below, multiple fields can now be displayed in one horizontal row.

A new form named "bitstream-metadata” was introduced to allow you to configure which metadata is requested for a bitstream during submission.

The XML configuration file has a single top-level element, input-forms, which contains two elements in a specific order. The outline is as follows:
<i nput - f or s>

<-- Form Set Definitions -->
<f orm definitions>
<f orm nane="tradi ti onal pageone" >

</ fornm>
</formdefinitions>

<-- Nane/Value Pairs used within Miultiple Choice Wdgets -->
<f or m val ue- pai r s>
<val ue-pai rs val ue-pai rs- nane="comon_i so_| anguages" dc-term="| anguage_i so">

</ val ue- pai r s>

</ formval ue-pairs>
</i nput - f or s>

Using a form in a submission process for a Collection

Keep in mind, the "submission-forms.xml" only defines forms and value-pairs (used for specific fields like selectboxes). To enable a form requires also
updating the "item-submission.xml" configuration to use that form (see also above):

1. In "item-submission.xml", a <step-definition> of type "submission-form" must be created, with an "id" matching the name of the form (see above
for more details on step-definition)

2. In "item-submission.xml", a <submission-process> must be created/updated to use that newly defined "step".

3. Finally, also in "item-submission.xml", a Collection must be setup to use that submission process in the <submission-map> section.

So, if you modify submission-forms.xml, you may need to double check your changes will be used in your item-submission.xml.

Adding a Form

You can add a new form by creating a new form element within the form-definitions element. It has one attribute, name, which as described above must
match the "id" of a <step-definition> in "item-submission.xml".

Forms and Pages
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The content of the form is a sequence of row elements. Each of these corresponds to a single, horizontal row, containing metadata input fields. The rows
are presented in sequence, with the first row displayed at the top of the form. A form is displayed as a section (or step) within the submission process.

A form may contain any number of rows. A row generally only contains one or two input fields (including more than one input field may require the "style"
setting, see below). Each field defines an interactive dialog where the submitter enters one of the Dublin Core metadata items.

Composition of a Field

Each field contains the following elements, in the order indicated. The required sub-elements are so marked:

dc-schema (Required) : Name of metadata schema employed, e.g. dc for Dublin Core. This value must match the value of the schema element
defined in dublin-core-types.xml
dc-element (Required) : Name of the Dublin Core element entered in this field, e.g. contributor.
dc-qualifier: Qualifier of the Dublin Core element entered in this field, e.g. when the field is contributor.advisor the value of this element would be
advisor. Leaving this out means the input is for an unqualified DC element.
language: If set to true a drop down menu will be shown, containing languages. The selected language will be used as language tag of the
metadata field. A compulsory argument value-pairs-name must be given containing the name of the value pair that contains all the languages: e.
g. <l anguage val ue- pai r s- name="common_i so_| anguages" >t r ue</ | anguage>.
repeatable: Value is true when multiple values of this field are allowed, false otherwise. When you mark a field repeatable, the Ul will add an
"Add more" control to the field, allowing the user to ask for more fields to enter additional values. Intended to be used for arbitrarily-repeating
fields such as subject keywords, when it is impossible to know in advance how many input boxes to provide. Repeatable fields also support
reordering of values.
label (Required): Text to display as the label of this field, describing what to enter, e.g. "Your Advisor's Name".
input-type (Required): Defines the kind of interactive widget to put in the form to collect the Dublin Core value. Content must be one of the
following keywords:
© onebox — A single text-entry box (i.e. a normal input textbox)
O textarea — Large block of text that can be entered on multiple lines, e.g. for an abstract.
© name — Personal name, with separate fields for family name and first name. When saved they are appended in the format 'LastName,
FirstName'. (By default, this input type is unused. Author fields now use the "onebox" type to support different types of names.)
© date — Calendar date. When required, demands that at least the year be entered.
O series — Series/Report name and number. Separate fields are provided for series name and series number, but they are appended (with
a semicolon between) when saved.
© dropdown — Choose value(s) from a "drop-down" menu list.
® Requires that you include a value for the value-pairs-name attribute to specify a list of menu entries from which to choose. Use
this to make a choice from a restricted set of options, such as for the language item.
o qualdrop_value — Enter a "qualified value", which includes both a qualifier from a drop-down menu and a free-text value. Used to enter
items like alternate identifiers and codes for a submitted item, e.g. the DC identifier field.
= Similar to the dropdown type, requires that you include the value-pairs-name attribute to specify a menu choice list.
= Because the "qualdrop_value" dynamically sets the qualifier (based on the drop-down menu), the <dc-qualifier> field MUST be
empty. The <dc-qualifier> element cannot be used with this field type.
© list — Choose value(s) from a checkbox or radio button list. If the repeatable attribute is set to true, a list of checkboxes is displayed. If
the repeatable attribute is set to false, a list of radio buttons is displayed. (By default, this input type is unused.)
® Requires that you include a value for the value-pairs-name attribute to specify a list of values from which to choose.
O tag - A free-text field which allows you to add multiple labels/tags as values. An example is the "Subject Keywords" field.
" Note: A tag field MUST be marked as <repeatable>true</repeatable>.
hint (Required): Content is the text that will appear as a "hint", or instructions, below the input field. Can be left empty, but the tag must be
present.
required: When this element is included with any content, it marks the field as a required input. If the user saves the form without entering a value
for this field, that text is displayed as a warning message. For example, <required>You must enter a title.</required> Note that leaving the
required element empty will not mark a field as required, e.g.:<required></required>
vocabulary: When specified, this field uses a controlled vocabulary defined in [ dspace] / confi g/ control | ed- vocabul ari es/ [ nane] .
xm . This setting may be used to provide auto-complete functionality, for example in the "Subject Keywords" field (which uses the "tag" input
type). See also the "Configuring Controlled Vocabularies" section below.
regex: When specified, this field will be validated against the Regular Expression, and only successfully validating values will be saved. An
example is commented out in the default "Author" field. If the validation fails, the following error message will be shown by default: "This input is
restricted by the current pattern: {{ pattern }}.". This can be customized, by adding an entry to the internalization files with the key er r or .
val i dati on. pattern. schena_el enment _qual i fi er and the schema, element and qualifier of the field. For example: "error.validation.
pattern.dc_identifier": "The identifier can only consist of numbers". For instructions on how to add custom entries see: Customize Ul labels using
Internationalization (i18n) files
style: When specified, this provides a CSS style recommendation to the Ul for how to style that field. This is primarily used when displaying
multiple fields per row, so that you can tell the Ul how many columns each field should use in that row. Keep in mind, these styles should follow
the Bootstrap Grid System, where the number of columns adds up to 12. An example can be see in the default "Date of Issue" and "Publisher"
fields, which are configured to use 4 (col-sm-4) and 8 (col-sm-8) columns respectively.
visibility: the submission scope for which the field should be visible. Values allowed are submission or workflow. When one of the two options is
given the filed will be visible only for the scope provided and it will be hidden otherwise.
readonly: this option can be used only together with the visibility element, and it means the field should be a read-only input instead of being
hidden out of the scope provided by the visibility element. The value allowed is readonly, e.g.: <readonly>readonly</readonly>

Visibility configuration examples

A field configured to be visible only with submission scope, while is hidden with workflow scope
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<field>
<dc- schema>dc</ dc- schenma>
<dc-el ement>titl e</dc-el ement >
<dc-qualifier>alternative</dc-qualifier>
<r epeat abl e>t rue</r epeat abl e>
<l abel >t her Titles</|abel >
<i nput -t ype>onebox</i nput -t ype>
<hint>lIf the itemhas any alternative titles, please enter them here.</hint>
<requi red></requi red>
<vi sibility>submi ssion</visibility>
</field>

A field configured to be visible only with workflow scope, while is read-only with submission scope

<field>
<dc- schema>dc</ dc- schema>
<dc-el enent>title</dc-el ement >
<dc-qualifier>alternative</dc-qualifier>
<r epeat abl e>t rue</r epeat abl e>
<l abel >t her Titles</I|abel >
<i nput -t ype>onebox</i nput -t ype>
<hint>f the itemhas any alternative titles, please enter them here.</hint>
<r equi r ed></requi r ed>
<r eadonl y>r eadonl y</ r eadonl y>
<vi sibi l'ity>workfl ow</visibility>
</field>

Item type Based Metadata Collection
Available in 7.3 and later

A field can be made visible depending on the value of dc.type. A new field element, <type-bind>, has been introduced to facilitate this. The <type-bind>
takes a comma separated list of publication types. If the field is missing or empty, it will always be visible. In this example the field will only be visible if a

value of "thesis" or "ebook" has been entered into dc.type on an earlier page:

<field>
<dc- schema>dc</ dc- schema>
<dc- el enent >i denti fi er</dc- el enent >
<dc-qualifier>isbn</dc-qualifier>
<| abel > SBN</ | abel >
<t ype- bi nd>t hesi s, ebook</t ype- bi nd>
</field>

A field may be configured multiple times in the submission configuration with different values in type-bind. This is useful if a field is required for one type

but not another, or should display a different label and hint message depending on the publication type:

<field>

<dc- schema>dc</ dc- schema>

<dc- el enent >i denti fier</dc-el enent >

<dc-qualifier>isbn</dc-qualifier>

<l abel > SBN</ | abel >

<t ype- bi nd>book, ebook</t ype- bi nd>

<requi red>You nust enter an ISBN for this book</required>

</field>

<field>

<dc- schema>dc</ dc- schema>

<dc- el enent >i denti fi er</dc- el enent >

<dc-qualifier>isbn</dc-qualifier>

<l abel > SBN of Parent Publication</I|abel >

<t ype- bi nd>t hesi s, book chapter,|etter</type-bind>

<hi nt>Enter the |1 SBN of the book in which this was published</hint>

</field>
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If a field is required but is bound to a type that does not match the submitted publication, the required value will be ignored.

Note: When the submitter changes the Type field, other fields (usually just below it) dynamically appear. There's a brief demo of this feature in the 2022-07-
13 - DSpace 7 Q&A webinar at time 19:05. The submission process is one page, but it has collapsible sections, each of which corresponds to one of the
old "pages".

Configuring Controlled Vocabularies

DSpace supports controlled vocabularies to confine the set of keywords that users can use while describing items. The need for a limited set of keywords
is important since it eliminates the ambiguity of a free description system, consequently simplifying the task of finding specific items of information. The
controlled vocabulary allows the user to choose from a defined set of keywords organized in an tree (taxonomy) and then use these keywords to describe
items while they are being submitted.

The taxonomies are described in XML following this (very simple) structure:

<node id="acnccs98" | abel =" ACMCCS98" >
<i sConposedBy>
<node id="A " |abel ="General Literature">
<i sConposedBy>
<node id="A.0" |abel =" GENERAL"/>
<node id="A. 1" |abel =" NTRODUCTORY AND SURVEY"/ >

</ i sConposedBy>
</ node>

</ i sConposedBy>
</ node>

You are free to use any application you want to create your controlled vocabularies. A simple text editor should be enough for small projects. Bigger
projects will require more complex tools. You may use Protegé to create your taxonomies, save them as OWL and then use a XML Stylesheet (XSLT) to
transform your documents to the appropriate format. Future enhancements to this add-on should make it compatible with standard schemas such as OWL
or RDF.

New vocabularies should be placed in [ dspace] / confi g/ control | ed-vocabul ari es/ and must be according to the structure described.

Vocabularies need to be associated with the corresponding metadata fields. Edit the file [ dspace] / confi g/ subm ssi on-f or ms. xm and place a " voc
abul ary" tag under the "fi el d" element that you want to control. Set value of the " vocabul ary" element to the name of the file that contains the
vocabulary, leaving out the extension (the add-on will only load files with extension "*.xml"). For example:

<field>
<dc- schema>dc</ dc- schema>
<dc- el enent >subj ect </ dc- el enent >
<dc-qualifier></dc-qualifier>
<r epeat abl e>t rue</r epeat abl e>
<l abel >Subj ect Keywords</| abel >
<i nput -t ype>onebox</i nput -t ype>
<hi nt >Enter appropri ate subject keywords or phrases bel ow. </ hi nt>
<requi red></requi red>
<vocabul ary>srsc</vocabul ary>
</field>

The vocabulary element has an optional boolean attribute closed that can be used to force input only with the Javascript of controlled-vocabulary add-on.
The default behaviour (i.e. without this attribute) is as set closed="false". This allow the user also to enter the value in free way.

Controlled vocabularies have two main display types in the submission form:
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1. <i nput -t ype>onebox</ i nput - t ype> will display a onebox style field (optionally repeatable) which pops up the entire hierarchical vocabulary
to allow you to select an individual term.

Hierarchical tree view

Research Subject Categories

HUMANITIES and RELIGION
LAW/JURISPRUDENCE

SOCIAL SCIENCES.

MATHEMATICS

NATURAL SCIENCES.

TECHNOLOGY

FORESTRY, AGRICULTURAL SCIENCES and LANDSCAPE PLANNING
MEDICINE

ODONTOLOGY

PHARMACY

VETERINARY MEDICINE

>
>
>
>
>
>
>
>
>
>
>
>

INTERDISCIPLINARY RESEARCH AREAS

2. <i nput -type>t ag</ i nput - t ype> will display a tag-style field (optionally repeatable) which suggests terms within the vocabulary as you type.

Describe oA

Subject Keywords

science
PSSO S S,
Theory of science
History of science and ideas
History of science
SOCIAL SCIENCES
Social sciences

Cognitive science

The following vocabularies are currently available by default:

® nsi - nsi.xml - The Norwegian Science Index
® srsc - srsc.xml - Swedish Research Subject Categories

Adding Value-Pairs

Finally, your custom form description needs to define the "value pairs" for any fields with input types that refer to them. Do this by adding a value-pairs
element to the contents of form-value-pairs. It has the following required attributes:

® value-pairs-name — Name by which an input-type refers to this list.
® dc-term — Dublin Core field for which this choice list is selecting a value.

Each value-pairs element contains a sequence of pair sub-elements, each of which in turn contains two elements:

® displayed-value — Name shown (on the web page) for the menu entry.
® stored-value — Value stored in the DC element when this entry is chosen. Unlike the HTML select tag, there is no way to indicate one of the
entries should be the default, so the first entry is always the default choice.

Example

Here is a menu of types of common identifiers:

<val ue- pai rs val ue-pairs-nanme="comon_i dentifiers" dc-tern"identifier">

<pai r>
<di spl ayed-val ue>Gov't Doc #</di spl ayed-val ue>
<st or ed- val ue>govdoc</ st or ed- val ue>

</ pair>

<pair>
<di spl ayed- val ue>URI </ di spl ayed- val ue>
<stored-val ue>uri </ st or ed- val ue>

</ pair>

<pai r>
<di spl ayed- val ue>l SBN</ di spl ayed- val ue>
<st or ed- val ue>i shn</ st or ed- val ue>
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</ pair>
</ val ue- pai rs>

It generates the following HTML, which results in the menu widget below. (Note that there is no way to indicate a default choice in the custom input XML,
so it cannot generate the HTML SELECTED attribute to mark one of the options as a pre-selected default.)

<sel ect name="identifier_qualifier_0">
<option VALUE="govdoc">CGov't Doc #</option>
<option VALUE="uri">URI </ option>
<option VALUE="isbn">I SBN</ opti on>

</ sel ect>

Deploying Your Custom Forms
The DSpace web application only reads your custom form definitions when it starts up, so it is important to remember:

® You must always restart Tomcat (or whatever servlet container you are using) for changes made to the submission-forms.xml and/or item-
submission.xml to take effect.

Any mistake in the syntax or semantics of the form definitions, such as poorly formed XML or a reference to a nonexistent field name, may result in errors
in the DSpace REST API & Ul. The exception message (at the top of the stack trace in the dspace.log file) usually has a concise and helpful explanation of
what went wrong. Don't forget to stop and restart the servlet container before testing your fix to a bug.

Configuring the File Upload step

Basic Settings

The Upload step in the DSpace submission process has a few configuration options which can be set with your [dspace]/config/local.cfg configuration file.
They are as follows:

® spring.servliet.multipart.max-file-size (default=512MB) - Spring Boot's maximum allowable file upload size. For DSpace, we default it to 512MB (in
application.properties). But, you may wish to override the default value in your local.cfg. Example values include "512MB", "1GB", or even "-1" (to
allow unlimited). See Spring's documentation on this setting: https://spring.io/guides/gs/uploading-files/#_tuning_file_upload_limits
© NOTE: Increasing this value significantly does NOT guarantee that DSpace will be able to successfully upload files of a very large size
via the web. Large uploads depend on many other factors including bandwidth, web server settings, internet connection speed, etc.
Therefore, for very large files, you may need to consider importing via command-line tools or similar.
® spring.servlet.multipart.max-request-size (default=512MB) - Spring Boot's maximum allowable upload request size (i.e. the maximum total upload
size for all files in a multi-file upload). For DSpace, we default it to 512MB (in application.properties). But, you may wish to override the default
value in your local.cfg. Example values include "512MB", "1GB", or even "-1" (to allow unlimited). See Spring's documentation on this setting: https
:/Ispring.io/guides/gs/uploading-files/#_tuning_file_upload_limits
© NOTE: Increasing this value significantly does NOT guarantee that DSpace will be able to successfully upload files of a very large size
via the web. Large uploads depend on many other factors including bandwidth, web server settings, internet connection speed, etc.
Therefore, for very large files, you may need to consider importing via command-line tools or similar.
* webui.submit.upload.required - Whether or not all users are required to upload a file when they submit an item to DSpace. It defaults to 'true’.
When set to 'false’ users will see an option to skip the upload step when they submit a new item.

Modifying metadata form presented for Bitstreams
After uploading a file (bitstream) in the Submission Ul, you can optionally edit that bitstream's metadata. The form displayed on that edit screen is built by

the "bitstream-metadata” form defined in submission-forms.xml. You can modify that form to change the fields captured for a Bitstream. However, the "dc.
title" field is REQUIRED in order to store the name of the file.

<f ormdefinitions>
<l-- Formused for entering in BitstreamFile netadata after uploading a file -->
<f or m nanme="bi t st r eam net adat a" >

</ fornme
</formdefinitions>

Modifying access conditions (embargo, etc.) presented for Bitstreams

After uploading a file (bitstream) in the Submission Ul, you can optionally edit that bitstream's access conditions. This allows you to embargo a bitstream,
lease it, or limit it to Administrators only.

These access conditions are defined in a new Spring Bean configuration file [ dspace] / confi g/ spri ng/ api / access-condi ti ons. xni

® The "uploadConfigurationService" bean maps an existing "UploadConfiguration" bean (default is "uploadConfigurationDefault") to a specific step
/section name used in item-submission.xml.
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<l-- This default configuration says the <step-definition id="upload"> defined in item subnission.xm

uses

"upl oadConfi gurationDefaul t" -->

<bean i d="upl oadConfi gurati onServi ce" cl ass="org. dspace. subni t. nodel . Upl oadConfi gurati onService">
<property name="mp">

<n‘ﬂp>
<entry key="upl oad" val ue-ref="upl oadConfigurati onDefault" />
</ map>

</ property>
</ bean>

® One or more UploadConfiguration beans may exist, providing different options for different upload sections. An "UploadConfiguration” consists of
several properties:

[e]
[e]

name (Required): The unique name of this upload configuration

configurationService (Required through 7.3): reference to the DSpace ConfigurationService (should always be "org.dspace.services.
ConfigurationService"). Starting in 7.4 this is no longer required and should not be set.

metadata (Required): The metadata "form" to use for this upload configuration. The value specified here MUST correspond to a <form>
defined in your submission-forms.xml. In the below example, the "bitstream-metadata” form is used by the "uploadConfigurationDefault"
bean...meaning that form will be used to capture metadata about the uploaded bitstream.

options (Required, but can be empty): list of all "AccessConditionOption" beans to enable. This list will be shown to the user to let them
select which access restrictions to place on each bitstream. NOTE: To disable the ability to select bitstream access restrictions,
comment out all <ref> tags to create an empty list of options.

maxSize: Optionally, you can specify a maximum size of file accepted by this UploadConfiguration. If unspecified, default is to use the
maximum file upload limits specified in Spring Boot (see "Basic Settings" above)

required: Optionally, you can specify if a file upload is required for this UploadConfiguration. If true, upload is required and users cannot
complete a submission without uploading at least one file. If false, no upload is required to complete the submission. If unspecified,
default is to use "webui.submit.upload.required" configuration in dspace.cfg/local.cfg, which defaults to "true” (file upload required).

<bean i d="upl oadConfi gurati onDefault" cl ass="org. dspace. subnit. nodel . Upl oadConfi gurati on">
<property name="nane" val ue="upl oad" ></ property>
<property nanme="configurati onService" ref="org. dspace. servi ces. ConfigurationService"/>
<property name="netadata" val ue="bitstream netadata" />
<property name="options">

<l-- This is the list of access options which will be displayed on the "bitstream
net adata" form-->

<l-- If no <ref> tags appear in this list, then access restrictions will not be allowed on
bitstreams -->

<list>

<ref bean="openAccess"/>
<ref bean="|ease"/>
<ref bean="enbargoed" />
<ref bean="adm nistrator"/>
</list>
</ property>
</ bean>

* Any number of "AccessConditionOption" beans may be added for applying different types of access permissions to uploaded files (based on
which one the user selects). These beans are easy to add/update, and just require the following

[e]
[e]

id (Required): Each defined bean MUST have a unique "id" and have "class=org.dspace.submit.model.AccessConditionOption".
groupName: Optionally, define a specific DSpace Group which this Access Condition relates to. This group will be saved to the
ResourcePolicy when this access condition is applied.

name: Give a unique name for this Access Condition. This name is stored in the ResourcePolicy "name" when this access condition is
applied.

hasStartDate: If the access condition is time-based, you can decide whether a start date is required. (true = required start date, false =
disabled/not required). This start date will be saved to the ResourcePolicy when this access condition is applied.

startDateLimit: If the access condition is time-based, you can optionally set an start date limit (e.g. +36MONTHS). This field is used to
set an upper limit to the start date based on the current date. In other words, a value of "+36MONTHS" means that users cannot set a
start date which is more than 3 years from today. This setting's value uses Solr's Date Math Syntax, and is always based on today
(NOW).

hasEndDate: If the access condition is time-based, you can enable/disable whether an end date is required. (true = required end date,
false = disabled/not required). This end date will be saved to the ResourcePolicy when this access condition is applied.

endDateLimit: If the access condition is time-based, you can optionally set an end date limit (e.g. +6MONTHS). This field is used to set
an upper limit to the start date based on the current date. In other words, a value of "+6MONTHS" means that users cannot set an end
date which is more than 6 months from today. This setting's value use Solr's Date Math Syntax, and is always based on today (NOW).

<l-- Exanpl e access option naned "enbargo", which lets users specify a future date
(not nore than 3 years fromnow) when this file will be available to Anonynous users -->
<bean i d="enbargoed" cl ass="org. dspace. subnit.nodel . AccessConditi onOption">
<property name="groupNane" val ue="Anonynous"/>
<property name="nane" val ue="enbargo"/>
<property name="hasStartDate" val ue="true"/>
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<property name="startDateLinit" val ue="+36MONTHS"/ >
<property name="hasEndDat e" val ue="fal se"/>
</ bean>

®* By default DSpace comes with these out-of-the-box Access Conditions (which you can customize/change based on local requirements)
"administrator" - access restricts the bitstream to the Administrator group immediately (after submission completes)

O "openAccess" - makes the bitstream immediately accessible to Anonymous group (after submission completes)

© "embargoed" - embargoes the bitstream for a period of time (maximum of 3 years, as defined in startDateLimit default setting), after
which it becomes anonymously accessible. See also Embargo for discussion of how embargoes work in DSpace.

o "lease" - makes the bitstream anonymously accessible immediately (after submission completes), but that access expires after a period
of time (maximum of 6 months, as defined in endDateLimit default setting). After that date it is no longer accessible (except to
Administrators)

Configuring the Item Access Conditions step

Enabling the step

By default, the "ltem Access Conditions" step is disabled. To enable it, simply update your i t em submi ssi on. xrmi to include this tag in your
<submission-process>:

<submi ssi on- process nane="traditional ">

<I-- This step enabl es enbargoes and other access restrictions at the Itemlevel -->
<step id="itemAccessConditions"/>
</ subm ssi on- process>

After making this update, you will need to restart your backend (REST API) for the changes to take effect.

Modifying access conditions (embargo, etc.) presented for Items

The "Item Access Conditions" step uses a similar access condition configuration as the "Upload" step as described in the Modifying access conditions
(embargo, etc.) presented for Bitstreams documentation above.

All available Item access conditions are defined in a new Spring Bean configuration file [ dspace] / confi g/ spri ng/ api / access-condi ti ons. xm

® One or more "AcccessConditionConfiguration” beans may exist, providing different options for different submission forms (only one should be in
use in a form at a time). By default an "accessConditionConfigurationDefault" bean is defined. An "AccessConditionConfiguration" consists of
several properties:

© name (Required): The unique name of this configuration. It must match the "id" of the step defined in your i t em subni ssi on. xnl
© canChangeDiscoverable: Whether this configuration allows users to change the discoverability of an ltem. A "discoverable" item is one
that is findable through all search/browse interfaces, provided that you have access to see that Item. A "non-discoverable" item is one
that will never be findable through search/browse (except by Administrators)... instead a direct link is necessary to view the Item. See
also DSpace Item State Definitions. When "canChangeDiscoverable" is “true", the user can modify discoverability in this submission
section. When set to "false", the user cannot modify this setting and all submitted Items will be "discoverable".
o options (Required): list of all "AccessConditionOption" beans to enable for this Item access conditions step. This list will be shown to the
user to let them select which access restrictions to place on this ltem.
® This step uses the same "AccessConditionOption" beans as the "Upload" step, as described in the Modifying access conditions (embargo, etc.)
presented for Bitstreams documentation above. You can choose to enable the same options for both Iltems and Bitstreams, or provide different
options for each.
® By default, DSpace comes with these out-of-the-box Access Conditions (which you can customize/change based on local requirements)
o "administrator" - access restricts the bitstream to the Administrator group immediately (after submission completes)
© "openAccess" - makes the bitstream immediately accessible to Anonymous group (after submission completes)
© "embargoed" - embargoes the bitstream for a period of time (maximum of 3 years, as defined in startDateLimit default setting), after
which it becomes anonymously accessible. See also Embargo for discussion of how embargoes work in DSpace.
o "lease" - makes the bitstream anonymously accessible immediately (after submission completes), but that access expires after a period
of time (maximum of 6 months, as defined in endDateLimit default setting). After that date it is no longer accessible (except to
Administrators)

Examples of selecting Item and Bitstream access conditions

What happens when a User selects different access conditions for an Item (via the "ltem Access Conditions" step) and its files (via the "Upload"
step)? Generally speaking, both

Generally speaking, both access restrictions will be applied. Here's some examples:

® |f a user selects "openAccess" in the "Item Access Conditions" step AND "embargo” in the "Upload" step for one Bitstream
© Then, the Item's metadata will be publicly visible, but that single Bitstream will be embargoed.

® [f a user selects "openAccess" in the "ltem Access Conditions" step AND "administrator” in the "Upload" step for one Bitstream
© Then, the Item's metadata will be publicly visible, but that single Bitstream will only be visible to Administrators

® |f a user selects "administrator” in the "ltem Access Conditions" step AND nothing in the "Upload" step.
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© Then, the Item's metadata and all Bitstreams will only be accessible to administrators.
® |f a user selects "embargo" in the "Item Access Conditions" step AND nothing in the "Upload" step.
© Then, the Item's metadata and all Bitstreams will be embargoed. Nothing will be visible in the system until the embargo data passes.
® |f a user selects "embargo" in the "Item Access Conditions" step AND "openAccess" in the "Upload" step for one Bitstream.
© Then, the Item's metadata will be embargoed (making it impossible to find the Item unless you are an Administrator). HOWEVER, the
bitstream will be publicly accessible immediately (but only via a direct link, as it won't be searchable in the system until the embargo date
passes).
® (To test other scenarios, submit a test Item with those permissions applied. Then, edit that Item, visit the "Status" tab, and click "Authorizations" to
see what access restrictions were applied to the Item and its bitstreams.)

Configuring the Sherpa Romeo step

Enabling the Sherpa Romeo step

By default, the "Sherpa ROMEO Policy" step is disabled. To enable it, simply update your i t em submni ssi on. xm to include this tag in your <submission-
process>:

<submi ssi on- process nane="traditional ">

<l-- This step shows when appropriate publisher policies retrieved from SHERPA/ ROMEO - - >
<step id="sherpaPolicies"/>
</ submi ssi on- process>

you must also obtain your sher pa. r omeo. api key registering you client application here https://v2.sherpa.ac.uk/api/ and put them in the | ocal . cfg

sher pa. roneo. api key = <YOUR- API - KEY>

The step needs to extract the ISSN of the Journal where the publication has been submitted/published to query the Sherpa/RoMEO database in order to
visualize the publisher policies, this is done by an implementation of the or g. dspace. app. sher pa. subm t. | SSNI t enExt r act or interface
configured in the or g. dspace. app. sher pa. submi t . SHERPASubni t Conf i gur ati onServi ce

The configuration is provided by Spring confi g/ spri ng/ api / sher pa. xnl

<bean cl ass="org. dspace. app. sher pa. submni t . SHERPASubni t Confi gur ati onServi ce"
i d="or g. dspace. app. sher pa. subm t . SHERPASubmi t Confi gur ati onServi ce" >
<property name="issnltenExtractors">

<list>
<bean cl ass="org. dspace. app. sher pa. submi t. Met adat aVal uel SSNExt r act or " >
<property name="netadataLi st">
<list>
<val ue>dc. i dentifier.issn</val ue>
</list>
</ property>
</ bean>
<!'-- Uncomrent this bean if you have SHERPARoMEQJournal Titl e enabl ed
<bean cl ass="org. dspace. app. sher pa. submi t. Met adat aAut hori tyl SSNExt ract or" >
<property name="netadataLi st">
<list>
<val ue>dc. title.alternative</val ue>
</list>
</ property>
</ bean> -->
</list>
</ property>

</ bean>

out-of-box implementations able to extract the ISSN from the metadata value or authority are provided.
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Sherpa policies

The below information was found via Sherpa Romeo. Based on the policies of your publisher, it provides advice regarding whether an embargo may be
necessary andfor which files you are allowed to upload. If you have questions, please contact your site administrator via the feedback form in the footer.

Publication information ~
Title Mature Synthesis
ISSNs 2731-0582
URL https:/iww.nature.com/natsynth/
Publisher Mature Research
Romeo Pub Mature Research: Nature Synthesis
Zeto Pub Mature Research: Nature Synthesis
Publisher Policy v
Publisher Policy v
Record Information ~
D 40863
Date Created 11 January 2022 9:43:53 GMT+01:00
Last Modified 25 March 2022 14:08:29 GMT+01:00

° Saved B save for later

Configuring the "Identifiers" step
By default, the "Identifiers" step is disabled. To enable it, update youritem submi ssi on. xnl to include this tag in your <submission-process>:

<submi ssi on- process nanme="traditional ">

<I-- This step shows identifiers already registered for this in-progress item

<step id="identifiers"/>

</ subm ssi on- process>

It is recommended to display this step above most others so that the submitter can clearly see any identifiers that will be created while completing their
submission.

You must also enable registration of identifiers for workspace and workflow items in dspace/ confi g/ nodul es/identifiers.cfg orlocal.cfg (thi
s is disabled by default):

identifiers.subm ssion.register = true

While editing this configuration, pay attention to the filter configuration - logical item filters can be referenced here to apply some conditions as to whether
an item qualifies for a DOI or not (eg. based on metadata entered, the type of work, or so on).

Any identifiers registered for the current submission or workflow item will be displayed in a read-only section. If no identifiers are registered, a placeholder
“no identifiers” message will be displayed.

If DOI registration is configured for logical item filtering, the DOI will be minted (in a 'pending’ state) or deleted as appropriate whenever the in-progress
item is saved, depending on whether it passes the filter test.

See dspace/ confi g/ nodul es/identifiers.cfg
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Creating new Submission Steps Programmatically.

First, a brief warning: Creating a new Submission Step requires some Java knowledge, and is therefore recommended to be undertaken by a Java
programmer whenever possible.

In most scenarios, this is NOT necessary, as it's much easier to configure a custom Submission Step using DescribeStep or similar.
That being said, at a higher level, creating a new Submission Step requires the following (in this relative order):

1. Create a new Step Processing class
® This class must extend the abstract or g. dspace. subni t. Abstract Processi ngSt ep class and implement all methods defined by

that abstract class.
® This class should be built in such a way that it can process the input gathered from the Ul
2. Add a valid Step Definition to the i t em subni ssi on. xm  configuration file.
® This may also require that you add an 118N (Internationalization) key for this step's heading to the Ul
® For more information on <step-definition> tags within the i t em submi ssi on. xm , see the section above on Defining Steps (<step>)
within the i t em submi ssi on. xni .
3. For the Ul, you will need to..
® Add a new section type to SectionsType enum matching to the type of step you are creating
® Create a new Component for this new SectionsType, annotated with "@renderSectionFor()".... see existing section components under
src/app/submission/sections for examples.
® (Other steps may be necessary... this process has not been fully documented at this time.)
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Basic Duplicate Detection for Submission/Workflow

® Overview

© Examples of default duplicate display in the DSpace frontend:
® Configuration

© Configuring Basic Duplicate Detection

© Configuring Basic Duplicate Detection in Item Submission

Overview

This feature adds basic duplicate detection to DSpace by comparing normalised item titles in Solr with a configurable levenshtein edit distance allowing for
fuzzy matching of potential duplicates.

Duplicates can be searched via a submission step, to warn submitters or editors of potential duplicates while they are editing metadata for an in-progress
item, and also with a new /duplicates REST item link which will search and retrieve a paged list of potential duplicates for any item.

Workflow reviewers / editors will also get a warning for claimed and pooled tasks indicating the total number of potential duplicates.
The feature must be enabled in configuration (see below). It is disabled by default.

When enabling this feature for the first time, a full discovery reindex must be performed with ${ dspace. di r]/ bi n/ dspace i ndex-di scovery -b.

Examples of default duplicate display in the DSpace frontend:

Preview of a potential duplicate in item submission

Potential duplicates

Potential duplicates were detected. Please review the list below.

Ieuerer Publisher
Title: Meuerer Publisher
Entity Type: Publisher

Warning of 1 potential duplicate for a pooled task.

Waiting for controller

No Thumbnail neuererpublisher

Available (2024) asdf
asdf

Submitter:
Collection: pubs

1 potential duplicates were detected for this item. Claim and edit this item to see details.

Configuration
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Configuring Basic Duplicate Detection

To enable Basic Duplicate Detection and configure its parameters, edit $[dspace.dir}/config/modules/duplicate-detection.cfg and uncomment or adjust the
default properties accordingly.

The default configuration is shown below.

Property: dupl i cat e. enabl ed

Example duplicate.enabled = true
Value:

Information | This setting enables or disables the entire duplicate detection feature. When changing the value you MUST reindex the site (./dspace
al Note: index-discovery -b)

If the value is not true, any requests to the duplicate detection REST endpoints or section data will be an empty list (the search will not be
performed) and item signatures will not be indexed.

Default: false

Property: dupl i cate. signature.normalise.|owercase
Example dupl i cate. signature. normalise. | owercase = false
Value:

Information | Specifies whether the metadata used in the fuzzy match for duplicates should be lowercased at index and query time.
al Note:
This is recommended to help keep the edit distance used in fuzzy search predictable and in line with typical user expectations.

Default: true

Property: dupl i cat e. si gnat ure. normal i se. whi t espace
Example dupl i cate. si gnature. normal i se. whi t espace =false
Value:

Information | Specifies whether the metadata used in the fuzzy match for duplicates should have all whitespace stripped at index and query time.
al Note:
This is recommended to help keep the edit distance used in fuzzy search predictable and in line with typical user expectations.

Default: true

Property: dupl i cate. si gnature. di stance
Example duplicate. signature. di stance =2
Value:

Information | Specifies the maximum edit distance between the two item "signatures" (normalised titles). This value is appended to the Solr term query
al Note: with the ~ operator.

For more information see https://en.wikipedia.org/wiki/Levenshtein_distance

A distance of 0 is an exact match (not including any case or whitespace differences as per normalisation rules above)

Default: 0
Property: duplicate.signature.field
Example duplicate.signature.field=item_signature

Value:

Information = Specifies the Solr field name to use when indexing the normalised value for fuzzy duplicate matching. This field name should end in
al Note: signature to ensure that the expected Solr schema field type and rules are used.

It is not recommended to change this field name.

Default: item_signature

Property: duplicate. preview netadata.field
Example duplicate. previ ew. netadat a. fi el d =dc.title
Value:

dupl i cate. previ ew. net adat a. fi el d = dc.date.issued
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Information | Specifies the item metadata field(s) to include in the duplicate match object, which will be displayed to users. Customise this list of fields to
al Note: suit your preferences and metadata privacy requirements.

Default:

duplicate. previ ew. net adat a. fi el d = dc.title

dupl i cate. previ ew. net adat a. fi el d = dc.date.issued
dupl i cate. previ ew. net adat a. fi el d =dc.type

duplicate. previ ew. net adat a. fi el d = dspace.entity.type
To display previews of potential duplicates in item submission, you will need to enable the step as per below
Configuring Basic Duplicate Detection in ltem Submission

To include a submission section that displays a list of potential duplicates to item submitters and editors,

By default, the "Basic Duplicate Detection" step is disabled. To enable it, simply update your i t em subm ssi on. xnl to include this tag in your
<submission-process>:

<subni ssi on- process nane="traditional">
<l-- This step enables preview of potential duplicates for the in-progress item-->
<step id="duplicates"/>

</ submi ssi on- process>

After making this update, you will need to restart your backend (REST API) for the changes to take effect.

You will also need to enable the overall Basic Duplicate Detection feature in DSpace configuration as per above.
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Live Import from external sources

1 General Framework
1.1 Introduction
1.2 Features
1.3 Abstraction of input format
1.4 Editing Metadata Mapping
1.5 Transformation to DSpace Item
1.5.1 Implementation of an import source for External Sources
1.5.2 Implementation of an import source for files
1.5.3 Mapping raw data to Metadata
1.5.4 Inherited methods
1.5.5 Spring configuration for External Sources
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1.6.1.1 Introduction
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1.6.1.3 PubMed Metadata Mapping
1.6.1.4 PubMed specific classes Config
1.6.1.4.1 Metadata mapping classes
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1.6.2 ArXiv Integration
1.6.2.1 ArXiv Metadata Mapping

General Framework

Introduction

This framework is used by both the REST API and User Interface to help enhance or enrich submissions. One examples usage is in Importing Items via
basic bibliographic formats (Endnote, BibTex, RIS, CSV, etc) and online services (arXiv, PubMed, CrossRef, CiNii, etc)

Features

® |ookup publications from remote sources
® Support for multiple implementations

Abstraction of input format

The importer framework does not enforce a specific input format. Each importer implementation defines which input format it expects from a remote
source. The import framework uses generics to achieve this. Each importer implementation will have a type set of the record type it receives from the
remote source's response. This type set will also be used by the framework to use the correct MetadataFieldMapping for a certain implementation. Read "I
mplementation of an import source" below for more information and how to enable the framework.

Editing Metadata Mapping
At a simple level, metadata mapping configurations are all in Spring configs in [ dspace. dir]/confi g/ spri ng/ api/

In that directory, you'll find a mapping file per import source, e.g. "arxiv-integration.xml", "bibtex-integration.xml", "endnote-integration.xml", "pubmed-
integration.xml", etc.

There are two different mapping types.

1. First, mapping from a file-based import (e.g. bibtex, endnote, ris, etc) to a DSpace metadata field.
a. The list of all of the enabled mappings can be found in a "MetadataFieldConfig" <util:map>, usually at the top of the config file.
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<util:map id="bibtexMetadat aFi el dVap" key-type="org. dspace.inporter.external.metadatamapping.
Met adat aFi el dConfi g"
val ue-type="org. dspace. i nporter. ext ernal . net adat amappi ng. contri but or.

Met adat aCont ri but or " >

<descri pti on>Defines which netadatumis nmapped on which netadatum Note that while the key
nmust be unique it

only matters here for postprocessing of the value. The napped Metadat untContri butor has
full control over
what netadatafield is generated.

</ descri ption>

<l-- These entry tags are the enabl ed mappi ngs. The "value-ref" nust map to a <bean> ID. -->

<entry key-ref="dcTitle" val ue-ref="bibtexTitleContrib" />

<entry key-ref="dcAut hors" val ue-ref="bi bt exAut horsContrib" />

<entry key-ref="dcJournal" val ue-ref="bi btexJournal Contrib" />

<entry key-ref="dcl ssued" val ue-ref="bi btexlssuedContrib" />

<entry key-ref="dcJissn" val ue-ref="bi btexJissnContrib" />
</util:map>

b. Each field in the file is mapped to a DSpace metadata field in a "SimpleMetadataContributor" bean definition. NOTE: a large number of
DSpace defined metadata fields are already configured as MetadataFieldConfig beans in the "dublincore-metadata-mapper.xml" Spring
Config in the same directory. These may be reused in other configurations.

<l-- This exanpl e bean for BibTex says the "title" key in the BibTex" file should be mapped to the
DSpace netadata field
defined in the "dcTitle" bean. This "dcTitle" bean is found in "dublincore-netadata-mapper.

xm " and obviously nmaps to "dc.title" -->
<bean i d="bi btexTitl eContrib" class="org.dspace.inporter.external.netadatamappi ng. contri butor.
Si npl eMet adat aCont ri but or" >

<property name="field" ref="dcTitle"/>

<property name="key" value="title" />
</ bean>

2. Second, mapping from an external API query import (e.g. arxiv, pubmed, etc) to a DSpace metadata field.
a. Similar to above, The list of all of the enabled mappings can be found in a "MetadataFieldConfig" <util:map>, usually at the top of the
config file.

<util:map id="arxi viMet adat aFi el dvap" key-type="org. dspace.inporter.external.metadatanappi ng.
Met adat aFi el dConfi g"
val ue-type="org. dspace. i nporter. ext ernal . net adat amappi ng. contri butor.

Met adat aCont ri but or ">

<descri pti on>Defi nes which netadatumis mapped on which netadatum Note that while the key
nmust be unique it

only matters here for postprocessing of the value. The mapped Met adat unContri butor has
full control over
what metadatafield is generated.

</ descri ption>

<l-- These entry tags are the enabl ed mappi ngs. The "value-ref" nust map to a <bean> ID. -->

<entry key-ref="arxiv.title" value-ref="arxivTitleContrib"/>

<entry key-ref="arxiv.sumrary" val ue-ref="arxi vSummaryContrib"/>

<entry key-ref="arxiv. published" val ue-ref="arxivPublishedContrib"/>

<entry key-ref="arxiv.arxiv.doi" val ue-ref="arxivDoi Contrib"/>

<entry key-ref="arxiv.arxiv.journal _ref" val ue-ref="arxivJournal Contrib"/>

<entry key-ref="arxiv.category.ternt val ue-ref="arxivCategoryTernContrib"/>

<entry key-ref="arxiv.author.nane" val ue-ref="arxi vAut hor Contri b"/>

<entry key-ref="arxiv.identifier.other" value-ref="arxivQ herContrib"/>
</util:map>

b. Each field in the file is mapped to a DSpace metadata field, usually in a "SimpleXPathMetadatumContributor" bean definition which also
uses a "MetadataFieldConfig" bean. NOTE: a large number of DSpace defined metadata fields are already configured as
MetadataFieldConfig beans in the "dublincore-metadata-mapper.xml" Spring Config in the same directory. These may be reused in other
configurations.
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<l-- This first bean define an XPath query ("ns:title") to map to a field (ID="arxiv.title") in
DSpace -->
<bean id="arxivTitleContrib" class="org.dspace.inporter.external.mnmetadatanmappi ng.contri butor.
Si npl eXpat hMet adat unCont ri but or ">
<property name="field" ref="arxiv.title"/>
<property name="query" value="ns:title"/>
<property nanme="prefi xToNamespaceMappi ng" ref="arxi vBasePrefi xToNanespaceMappi ng"/ >

</ bean>
<!-- This second bean then defines which DSpace field to use when "arxiv.title" is references. In
ot her words, between these two beans,

the "ns:title" XPath query value is saved to "dc.title". -->

<bean id="arxiv.title" class="org.dspace.inporter.external.netadatanappi ng. Met adat aFi el dConfi g">
<constructor-arg value="dc.title"/>
</ bean>

Transformation to DSpace ltem

The framework produces an 'ImportRecord' that is completely decoupled from DSpace. It contains a set of metadata DTO's that contain the notion of
schema,element and qualifier. The specific implementation is responsible for populating this set. It is then very simple to create a DSpace item from this list.

Implementation of an import source for External Sources

Each external source/API importer implementation must at least implements or g. dspace. i nport er. ext ernal . servi ce. conponents.

Quer ySour ce, which provides the query method used by the framework to retrieve data from the remote source (e.g. Pubmed, ArXiv, etc). Each external
source importer must implements, according to the provider APIs, the declared methods.

An useful abstract for remote sources is or g. dspace. i nport er. ext ernal . servi ce. conponent s. Abst r act Renpt eMet adat aSour ce.This class
contains functionality to handle request timeout and to retry requests. Using this abstract, the query method must implements java.util.concurrent.Callable.

Implementation of an import source for files

Each file importer implementation must at least implements or g. dspace. i nport er. ext ernal . servi ce. conponents. Fi | eSour ce, which provides
the basic methods used by the framework to parse and load data from the file (e.g. CSV, Endnote, etc).

Each importer must implements the method:

public List<lnportRecord> get Records(lnputStreaminputStrean) throws Fil eSourceException;

This method is responsible to transform the input data into an ImportRecord list, which will then managed by the top layer of the framework.
The conversion from raw data to an ImportRecord could be done using the framework too, using the metadata mapping structure (see below).

File sources needs to know which file extensions they have to supports. This is done by the default method i sVal i dSour ceFor Fi | e in Fi | eSour ce,
and is controlled by the entries in the list returned by declared method publ i ¢ Li st <Stri ng> get Support edExt ensi ons();

An useful abstract for file source is or g. dspace. i nporter. external . servi ce. conponent s. Abst ract Pl ai nMet adat aSour ce. It should be
used whenever it is possible to model the data in the file as a list of key-value lists (e.g. for CSV files, any row is a key value list).

Mapping raw data to Metadata

The framework core is a mid-layer component which allow the conversion of raw data into metadata (ImportRecord) using xml configurable spring beans.

The core of this approach is or g. dspace. i nporter. ext erna. servi ce. Abstract | nport Met adat aSour ceSer vi ce. Any service that wants to
generate metadata from raw data should go through this abstract.

Our service then should extends AbstractimportMetadataSourceService, and use t r ansf or nSour ceRecor ds to transform raw data into ImportRecords.
The most relevant concept in the framework is pri vat e Met adat aFi el dMappi ng<Recor dType, Met adat aContri but or <Recor dType>>
nmet adat aFi el dMappi ng. This is the place where the framework take the mapping between row data and the associated metadatum. This map must be

injected in the service, and will be used by t r ansf or nSour ceRecor ds to convert the data.

Recor dType is a generic type, which rapresent a single entry of the list of data, and will be mapped to a single ImportRecord. Any metadatum
will be mapped to a specific field in the RecordType using a Contributor as described in Metadata mapping.

Inherited methods
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Method getimportSource() should return a unique identifier. Importer implementations should not be called directly, but class org.dspace.importer.external.
service.ImportService should be called instead. This class contains the same methods as the importer implementations, but with an extra parameter 'url'.
This url parameter should contain the same identifier that is returned by the getimportSource() method of the importer implementation you want to use.

The other inherited methods are used to query the remote source.

Spring configuration for External Sources

In order to make the live import providers available, them must be mapped as spring beans into dspace- api / src/ mai n/ r esour ces/ spri ng
/ spring-dspace-
addon-i nport -services. xm .

This is an example of a provider which allow to import both files and remote source.

<bean i d="Pubmed! nport Servi ce"
cl ass="org. dspace. i nporter.external.pubred. servi ce. Pubnedl npor t Met adat aSour ceSer vi cel npl " scope="
si ngl eton">
<property name="netadat aFi el dMappi ng" ref ="PubnedMet adat aFi el dMappi ng"/>
<property nanme="supportedExtensi ons">

<list>
<val ue>xn </ val ue>
</list>

</ property>

</ bean>

Here is defined the service responsible to fetch and transform the data Pubmed| npor t Met adat aSour ceSer vi cel npl , which is an extension
of Abst ract | mport Met adat aSour ceSer vi ce as described above.

The field net adat aFi el dMappi ng is an instance of Map<Met adat aFi el dConf i g, Met adat aCont ri but or > and contains the effective
mapping.

suppor t edExt ensi ons is the file extension this provider supports.

To expose this provider as Live Import provider, we need to construct a bean of type or g. dspace. ext ernal . provi der. i npl .
Li vel npor t Dat aPr ovi der in the following way

<bean i d="pubmedLi vel nport Dat aProvi der" cl ass="org. dspace. external . provi der.inpl.Livel nport Dat aProvi der">
<property name="netadat aSource" ref="Pubnedl nport Service"/>
<property name="sourcel dentifier"” val ue="pubnmed"/>
<property name="recordl dvet adata" val ue="dc.identifier.other"/>

</ bean>

where net adat aSour ce is the bean referencing to live import service as described in “Metadata mapping”, sour cel denti fi er the name of
the provider in the live import framework and r ecor dl dMet adat a the metadatum used as id of the ImportRecord.

Metadata mapping
When using an implementation of Abst r act | nport Sour ceSer vi ce, a mapping of remote record fields to DSpace metadata fields can be created.
first create an implementation of class Abst r act Met adat aFi el dMappi ng with the same type set used for the importer implementation.

Then create a spring configuration file in [ dspace. di r]/ confi g/ spri ng/ api .

Each DSpace metadata field that will be used for the mapping must first be configured as a spring bean of classorg.dspace.importer.external.
metadatamapping.MetadataFieldConfig.

<bean id="dc.title" class="org.dspace.inporter.external.netadatamappi ng. Met adat aFi el dConfi g">
<constructor-arg value="dc.title"/>
</ bean>

NOTE: A large number of these MetadataFieldConfig definitions are already provided out-of-the-box in [ dspace. dir]/confi g/ spri ng/ api
/ dubl i ncor e- net adat a- mapper . xm This allows most service-specific Spring configurations to just reuse those existing MetadataFieldConfig
definitions

Now this metadata field can be used to create a mapping. To add a mapping for the "dc.title" field declared above, a new spring bean configuration of a
class class org.dspace.importer.external.metadatamapping.contributor.MetadataContributor needs to be added. This interface contains a type argument.
The type needs to match the type used in the implementation of AbstractimportSourceService. The responsibility of each MetadataContributor
implementation is to generate a set of metadata from the retrieved document. How it does that is completely opaque to the AbstractimportSourceService
but it is assumed that only one entity (i.e. item) is fed to the metadatum contributor.
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For example j ava Si npl eXpat hMet adat unCont ri butor i npl ements Met adat aContri but or <OVEl enent > can parse a fragment of xml and
generate one or more metadata values.

This bean expects 2 property values:

* field: A reference to the configured spring bean of the DSpace metadata field. e.g. the "dc.title" bean declared above.
® query: The xpath expression used to select the record value returned by the remote source.

<bean id="titleContrib" class="org. dspace.inporter.external.nmetadatanmappi ng.contributor.
Si npl eXpat hMet adat unCont ri but or ">
<property name="field" ref="dc.title"/>
<property name="query" value="dc:title"/>
</ bean>

Multiple record fields can also be combined into one value. To implement a combined mapping first create a SimpleXpathMetadatumContributor as
explained above for each part of the field.

<bean id="lastNameContrib" class="org. dspace.inporter.external.metadatanappi ng.contributor.
Si npl eXpat hMet adat unCont ri but or ">
<property name="field" ref="dc.contributor.author"/>
<property name="query" val ue="x:aut hors/ x: aut hor/x: surnane"/>
</ bean>
<bean id="firstNanmeContrib" class="org.dspace.inporter.external.netadatamapping.contributor.
Si npl eXpat hMet adat unmCont ri but or " >
<property name="field" ref="dc.contributor.author"/>
<property name="query" val ue="x: aut hors/ x: aut hor/ x: gi ven- nane"/ >
</ bean>

Note that namespace prefixes used in the xpath queries are configured in bean "FullprefixMapping" in the same spring file.

<util:map id="Full prefixMappi ng" key-type="java.lang. String" val ue-type="java.lang. String">
<description>Defines the namespace mappin for the SinpleXpathMetadatum contributors</description>
<entry key="http://purl.org/dc/elements/1.1/" val ue="dc"/>
<entry key="http://ww. w3. or g/ 2005/ At ont' val ue="x"/>

</util:map>

Then create a new list in the spring configuration containing references to all SimpleXpathMetadatumContributor beans that need to be combined.

<util:list id="conbinedauthorList" val ue-type="org. dspace.inporter.external.nmetadatanmappi ng.contributor.
Met adat aContri butor” |ist-class="java.util.LinkedList">

<ref bean="l ast NaneContrib"/>
<ref bean="firstNameContrib"/>
<futil:list>

Finally create a spring bean configuration of classorg.dspace.importer.external.metadatamapping.contributor.CombinedMetadatumContributor. This bean
expects 3 values:

* field: A reference to the configured spring bean of the DSpace metadata field. e.g. the "dc.title" bean declared above.
®* metadatumContributors: A reference to the list containing all the single record field mappings that need to be combined.
® separator: These characters will be added between each record field value when they are combined into one field.

<bean id="authorContrib" class="org.dspace.inporter.external.nmetadatanmappi ng.contri butor.
Conbi nedMet adat unCont ri but or ">
<property name="separator" val ue=", "/>
<property name="metadat umContri butors" ref="conbi nedaut horList"/>
<property name="field" ref="dc.contributor.author"/>
</ bean>

Each contributor must also be added to the "MetadataFieldMap" used by the MetadataFieldMapping implementation. Each entry of this map maps a
metadata field bean to a contributor. For the contributors created above this results in the following configuration:

<util:map id="org.dspace.inporter.external.netadatanmappi ng. Met adat aFi el dConfi g"
val ue-type="org. dspace. i nporter.external .netadat amappi ng. contri but or. Met adat aCont ri but or">
<entry key-ref="dc.title" value-ref="titleContrib"/>
<entry key-ref="dc.contributor.author" val ue-ref="authorContrib"/>
</util:nmap>

Note that the single field mappings used for the combined author mapping are not added to this list.

Available Metadata Contributor classes

Class Description
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SimpleXpathMetadatumContrib = Use an XPath expression to map the XPath result to a metadatum
utor

SimpleMetadataContributor This contributor is used in plain metadata as exposed above. Mapping is easy because it is based on the key used in
the DTO.

CombinedMetadatumContributor = Use a LinkedList of MetadataContributor to combine into the value the resulting value for each contributor.

Framework Sources Implementations

PubMed Integration

Introduction

First read the base documentation on external importing (see above). This documentation explains the implementation of the importer framework using
PubMed (http://www.ncbi.nlm.nih.gov/pubmed) as an example.

Publication Lookup URL

To be able to do the lookup for our configured import-service, we need to be able to know what URL to use to check for publications. This URL the publ i c
ation-1 ookup. url setting defined within the [ dspace. di r]/ confi g/ nodul es/ publ i cati on-1 ookup. cfg. You may choose to modify this
setting or override it within your local.cfg.

This setting can be modified in one of two ways:

® You can choose to specific a single, specific URL. This will tell the lookup service to only use one location to lookup publication information. Valid
URLSs are any that are defined as a baseAddr ess for beans within the [ src] / dspace- api / src/ mai n/ resour ces/ spri ng/ spring-
dspace- addon-i nport-servi ces. xm Spring config file.

© For example, this setting will ONLY use PubMed for lookups: publ i cati on-1 ookup. url =http://eutils.ncbi.nl mnih.gov
lentrez/eutils/

® By default, publ i cati on-1 ookup. url is setto an asterisk (*'). This default value will attempt to lookup the publication using ALL configured
importServices in the [ src] / dspace- api / src/ mai n/ resour ces/ spri ng/ spri ng- dspace- addon-i nport-services. xm Spring
config file

PubMed Metadata Mapping

The PubMed metadata mappings are defined in the [ dspace. di r]/ confi g/ spri ng/ api / pubmed- i nt egr ati on. xnl Spring configuration
file. These metadata mappings can be tweaked as desired. The format of this file is described in the "Metadata mapping" section above

PubMed specific classes Config

These classes are simply implementations based of the base classes defined in importer/external. They add characteristic behavior for services/mapping
for the PubMed specific data.

Metadata mapping classes
® "PubmedFieldMapping". An implementation of AbstractMetadataFieldMapping, linking to the bean that serves as the entry point of other metadata
mapping
* "PubmedDateMetadatumContributor"/"PubmedLanguageMetadatumContributor". Pubmed specific implementations of the "MetadataContributor"
interface

Service classes

® "GeneratePubmedQueryService". Generates the pubmed query which is used to retrieve the records. This is based on a given item.
* "PubmedimportMetadataSourceServicelmpl". Child class of "AbstractimportMetadataSourceService", retrieving the records from pubmed.

ArXiv Integration

ArXiv Metadata Mapping

The ArXiv metadata mappings are defined in the [ dspace. di r]/ confi g/ spring/ api / arxi v-i ntegration.xm Spring configuration file. These
metadata mappings can be tweaked as desired. The format of this file is described in the "Metadata mapping" section above

183


http://www.ncbi.nlm.nih.gov/pubmed
http://eutils.ncbi.nlm.nih.gov/entrez/eutils/
http://eutils.ncbi.nlm.nih.gov/entrez/eutils/

Set a bitstream as primary

When uploading multiple files during a submission, it is possible to define which is the primary bitstream.

In the list of the uploaded files, a toggle in the Primary bitstream column lets choose which of the bitstreams is the primary. The changes are
automatically saved.

Upload files o AN

Here you will find all the files currently in the item. You can update the file metadata and access conditions, select a primary bitstream, or upload additional files by dragging & dropping them anywhere on the page.

Primary bitstream

publication.pdf (XX.XX KB) L 0.

publication.pdf
Bitstream format: Adobe PDF
Checksum MD5: XXXXXXXXXXXXXXXXXXXXXXXXXXX

. . -
supplementary-materials.pptx (XX.XX MB) FBNT AN |
© supplementaty-materials.pptx
Bitstream format: Microsoft Power point XML
Checksum MD5: XXXXXXXXXXXXXXXXXXXXXXXXXXX
S o
data.xlsx (XX.XX KB) AN |
data.xlsx

Bitstream format: Microsoft Excel XML
Checksum MD5: XXXXXXXXXXXXXXXXXXXXXXXXXXX

To choose another uploaded file as primary bitstream, is enough to activate the related toggle. The previous primary bitstream toggle turns off
automatically and the changes are saved.

If a bitstream set as a primary gets deleted, a new primary bitstream needs to be defined manually.

The Primary bitstream toggle is also present in the Edit bitstream window. Clicking on Save, the bitstream appears as primary.

Edit bitstream

Primary bitstream @D
Title®

fle2.png
Enter the name of the i
Description

Description

Enter a descripton fo the fl
+ Add more

Access condition type

Grant access from * Grant access until

@ | unit

‘Selec the date untl which the reated access con

If another bitstream was set as primary before, and a new bitstream is set as primary in its edit window, the toggle on the previous file turns off
automatically, and the new bitstream becomes primary. The system then saves the changes.

After depositing the changes, the item page will show the Primary badge next to the item's title.
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If no bitstream can be defined as primary, the toggles can stay off and the item can be deposited. On the item page, no Primary badge will be shown.
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Simple HTML Fragment Markup

A few features of the user interface, such as the deposit license text & some metadata fields, can be marked up using a subset of HTML. This HTML
subset is defined by Angular, as we use Angular's "[innerHtml]" property to display these HTML-based fields.

Angular automatically sanitizes any HTML passed to "[innerHtml]" in order to avoid XSS attacks. See Angular docs at https://angular.io/guide
[security#preventing-cross-site-scripting-xss

At this time, Angular does NOT have a formal reference of elements/attributes which are allowed, but we've compiled a list below of currently known
acceptable elements. This list may change in later releases of Angular, but is currently maintained in Angular's "html_sanitizer.ts": https://github.com
/angular/angular/blob/main/packages/core/src/sanitization/html_sanitizer.ts

As of the writing of this page, these HTML5 elements may be used:

h1, h2, h3, h4, h5, h6
p, div
a

img

audio

video

map

table-based elements (table, td, th, tr, etc)

list-based elements (ol, ul, li, etc)

other formatting elements (b, i, u, br, hr, small, font, etc)

Not all DSpace fields support HTML, but the User Interface should make it clear which fields do. When adding HTML to a field, you should not create a
complete HTML document (surrounded with "<htmI>" tags). Just add an HTML fragment.
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Supervision Orders

Available in 7.5 or later

In order to facilitate, as a primary objective, the opportunity for thesis authors to be supervised in the preparation of their e-theses, a supervision order
system exists to bind groups of other users (thesis supervisors) to an item in someone's pre-submission workspace. The bound group can have system
policies associated with it that allow different levels of interaction with the student's item; a small set of default policy groups are provided:

® Full editorial control (EDITOR)
® View item contents (OBSERVER)

Once the default set has been applied, a system administrator may modify them as they would any other policy set in DSpace

This functionality could also be used in situations where researchers wish to collaborate on a particular submission, although there is no particular
collaborative workspace functionality.

Creating a Supervision Order

Login as an Administrator, and visit the "Administer Workflow" sidebar menu. From this screen you can see all Items that are either in the "Workspace"
(pre-submission) or "Workflow" (workflow approval process) status.

= B8 All of DSpace | Search the repository ...

Filters Workflow and Workspace tasks

Now showing 1 - 10 of 17

Status —
O Workspace © [ Workflow
O Workflow (4 ) hem
Search status f
Status No Thumbnail (2019) A, B
Available
Type +

For ltems that are in the "Workspace", it is possible to create a supervision order by clicking on the "Supervision" button.

Workspace
My next big project
Mo Thumbnail (2022) English, Samantha; Smith, Jane
Available Get ready world! Here comes my next big project

W Delete & Policies 483 Supervision

After clicking "Supervision”, you'll be able to create a Supervision order by selecting the "Type of Order" (EDITOR or OBSERVER) and assigning those
permissions to an existing DSpace Group.
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Supervision Group Selector

X

Select a type of Order

<

EDITOR

| OBSERVER
ReEVIEWeTs

Browse all

Now showing 21 - 24 of 24

ID Name Action
b80d1827-6d0e-440d-94d6- COLLECTION_bBbc506a-ccf2-4368-a294-
3fd592289788 28d98c92a91c_SUBMIT
8d6f1db3-97a6-448a-aa%4- COLLECTION_908adbda-2d13-4d15-831d-
051df935dcb8 5e02ac747ec3_SUBMIT
ffddbE3c-ccdd-408d-a5e3- ReviewManagers
1d0831aa6685
2cecca30-2fed-4178-6fb6- Reviewers
a3b5742c6c9a

« 1 2 3 4»

In DSpace, there are currently two Types of Orders:

® EDITOR - The supervising group is given ADD, WRITE, and READ access to the item (but not any bundles or bitstreams that already exist). Any
new bundles or bitstreams inherit the supervising group's policy to permit ADD, WRITE and READ operations.
© NOTE: Keep in mind, this does NOT give the supervising group REMOVE policies on the Bundle or DELETE on the Item. This means
the supervising group is only able to edit the metadata & add additional bitstreams. They are NOT able to remove existing bitstreams or
delete the Item unless additional policies are manually added.
® OBSERVER - The supervising group is given READ access to the item (but not to any bundles or bitstreams that already exist). Any new bundles
or bitstreams inherit the supervision group's policy to permit READ operations.
© NOTE: At this time, there is a known issue where the OBSERVER group will still see the "Edit" and "Delete" buttons, but are unable to
perform those actions. https://github.com/DSpace/dspace-angular/issues/2094

Keep in mind, you can adjust the permissions defined to any order after creating the order! Simply click on the "Policies" button on the "Administer
Workflow" page to adjust the default policies for that supervising group!

Supervising a Submission

Once a Supervision Order is created (see above step), all group members for the supervising group will see that Item in their "Supervised Items" list on
their MyDSpace page:

Home « MyDSpace

E]
m All of DSpace | Search the repository

@ Supervised Items
Supervised items v
Now showing 1-1of 1

Filters
=
Status + My next big project
No Thumbnail (2022) English, Samantha; Smith, Jane
Type + Available Get ready world! Here comes my next big project
Date +
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Based on the type of Submission Order (or additional permissions provided), all members of the supervising group will be able to view and/or edit that in-
progress submission.

Managing Supervision Orders

At any time, an Administrator can remove or recreate Supervision Orders. This is also done from the "Administer Workflow" page.
On that page, a "Supervised By" filter exists, allowing you to locate all currently supervised items by the assigned group:

Home « Administer Workflow

= B0 Allof DSpace | Search the repository

Supervised By: 2cecca30-2fed-4f78-8b6-A355742c6c0a x

Filters

Workflow and Workspace tasks
Status + Now showing 1-1of 1
Type -+ Workspace

e}

Date + My next big project

No Thumbnail (2022) English, Samantha; Smith, Jane

Available Get ready world! Here comes my next big project

Submitter +
M Reviewers

Search Supervised By ,

W Delete (& Policies 428 Supervision
Supervised By

*D Reset filters

You can click on the "Supervised by" label under the supervised item to remove the existing supervision order. New orders can be added by clicking the
"Supervision" button. You can also adjust any supervising group permissions by editing the policies directly by clicking on the "Policies" button.
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Introduction

Workflows can be used to define how documents should be reviewed or edited after being submitted and/or imported into DSpace. The primary focus of
the workflow framework is to create a more flexible solution for the administrator to configure, and even to allow an application developer to implement
custom steps, which may be configured in the workflow for the collection through a simple configuration file. Each workflow can be compared to an action
that is performed on an item between its submission to the repository and the moment it is archived and published in the repository. The concept behind
this approach was modeled on the configurable submission system already present in DSpace.

How to Configure your Workflows

Every submission to DSpace goes through a workflow before it is published in the repository. A workflow consists of a series of steps, each of which is an
opportunity for a reviewer, editor or collection administrator to modify and/or approve/reject the submission. A step may also begin by running a {Curation
Task} over the submission.

Each collection is associated with a workflow. If no explicit association is made, the collection is assigned the default workflow. These associations are
configured in conf i g/ spri ng/ api / wor kf | ow. xm using the workflowMapping property of the XmIWorkflowFactory bean. To make an explicit
association, add an entry to the list with the collection's Handle as the 'key' and the 'name’ of a Workflow bean as the 'value-ref'.

Each step in a workflow is associated with a "role” which defines who can perform that step. Role members will be notified when a new submission needs

their attention. Roles are defined by DSpace user groups. If you wish to have reviewers interact with incoming submissions, you must create and fill the
necessary groups. See below for details.

WORKFLOWS

To create a new workflow, add another bean with the 'class' 'org.dspace.xmlworkflow.state.Workflow' and a unique 'name’. Give it a 'steps' property
containing a list of the steps that should be entered in sequence, and a ‘firstStep' property which names the step to be entered first. See the default
workflow for an example. An existing step may be re-used if appropriate, or you can create one to suit.

STEPS

Aside from its name, a step has a "user selection method", a "role", "actions" and "outcomes".

A step's 'userSelectionMethod' is the name of an "action" of the user-selection type. A step may, for example, let itself be claimed (for a given submission)
by a single user, or it may combine the actions of multiple users. A step has exactly one 'userSelectionMethod'. See more on actions below.

A step's role defines the set of users who may perform actions on a submission that has entered that step. See more on roles below.
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A step's actions are the types of work that are done in the step. See more on actions below. More than one action may be listed.

A step's outcomes connect the role members' decisions with the next step to be performed. For example, this allows a role member to accept a
submission and skip subsequent steps by going directly to the final step in the workflow.

To create a new step, add a bean with 'class' org.dspace.xmlworkflow.state.Step and the necessary properties, as discussed above. See the existing
steps in workflow.xml for examples.

ROLES

You may re-use existing roles, or add your own. A role has a 'name’, a 'scope’, and optionally a 'description’. There are three kinds of roles:
® A COLLECTION role refers to a user group associated with a specific collection. It will be named {collectionID}_{roleName}. For example, a role
‘editor' with COLLECTION scope, applied to collection 123, will refer to the user group named 'editor_123', while the same role applied to
collection 456 will refer to the user group 'editor_456'.
®* A REPOSITORY role refers to a fixed user group, whose name is the role's name. A REPOSITORY role named 'fred’ will always refer to the user
group 'fred'.
® An ITEM role is assigned by a previous action in the workflow. [NEEDS MORE EXPLANATION]

To create a new role, add a bean with ‘class' org.dspace.xmlworkflow.Role, the appropriate 'scope’, and a unique 'name'. Be sure that the related groups
exist.

ACTIONS

Actions are defined separately in ‘config/spring/api/workflow-actions.xml'.

A number of actions are already defined, and these should serve most needs. Actions are implemented in Java code, so if you need a new one then you
will need to write some Java in addition to configuring it here.

There are two kinds of actions: user assignment and processing. A user assignment action selects one or more role members to execute a step. A
processing action modifies the state of the submission.

To configure a new Action, create a bean with a unique 'id', ‘class' equal to the fully qualified name of the Java class which implements the action, and
'scope’ "prototype”. Add properties, constructor arguments, etc. as required by the code.

CURATION

To attach a Curation Task to a workflow step, see Curation System. Tasks are executed at the beginning of a step, before role members are notified.

HOW IT WORKS

For details of how these concepts are implemented (for example, to create new actions) see the Workflow page under DSpace Development.

Data Migration

As of DSpace 7, Configurable Workflow is the only workflow system available in DSpace. It has fully replaced the older "traditional/basic workflow"
system. One major difference is that Configurable Workflow is dynamic — if a user is added to a workflow approval task after a workflow has already begun,
they will immediately get access to any existing items in workflow. Previously, this was not possible in the "traditional" workflow system.

Workflowitem conversion/migration scripts
Depending on the workflow that is used by a DSpace installation, different scripts can be used when migrating to the new workflow.

Automatic migration

As part of the upgrade to DSpace 7 or above, all your old policies, roles, tasks and workflowitems will be automatically updated from the original workflow
to the Configurable Workflow framework. This is done via this command:

[dspace]/ bi n/ dspace dat abase m grate ignored

The "ignored" parameter will tell DSpace to run any previously-ignored migrations on your database. As the Configurable Workflow migrations have
existed in the DSpace codebase for some time, this is the only way to force them to be run.

For more information on the "database migrate” command, please see Database Utilities.

Java based migration
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In case your DSpace installation uses a customized version of the workflow, the migration script might not work properly and a different approach is
recommended. Therefore, an additional Java based script has been created that restarts the workflow for all the workflowitems that exist in the original
workflow framework. The script will take all the existing workflowitems and place them in the first step of the configurable workflow framework thereby
taking into account the XML configuration that exists at that time for the collection to which the item has been submitted. This script can also be used to
restart the workflow for workflowitems in the original workflow but not to restart the workflow for items in the configurable workflow.

To execute the script, run the following CLI command:

[dspace]/ bi n/ dspace dsrun org. dspace. xm wor kf | ow. m grati on. Restart Workfl ow -e adm n@ryrespository.org

The following arguments can be specified when running the script:

® -e: specifies the username of an administrator user

® -n: if sending submissions through the workflow, send notification emails
® -p: the provenance description to be added to the item

® -h: help

Configuration

Main workflow configuration

As of DSpace 7, the wor kf | ow. xrm configuration file has been migrated to use Spring Bean syntax (instead of a custom XML format). The structure of
th@vlL has changed. If you need help migrating your old wor kf | ow. xnl file (which started with a <wf - conf i g> tag) to the new format (using <bean>
tags), an XSLT script is available: workflow-migration.xsl

The workflow main configuration can be found in the workflow.xml file, located in [ dspace] / confi g/ spri ng/ api / wor kf | ow. xm . An example of
this workflow configuration file can be found below.

<beans>
<bean cl ass="org. dspace. xm wor kf | ow. Xm Wor kf | owFact oryl npl ">
<property nanme="wor kf | owmVappi ng" >
<util:map>
<entry key="def aul t Wr kfl ow' val ue-ref="def aul t Wor kf| ow'/ >
<l-- <entry key="123456789/4" val ue-ref="sel ect Si ngl eRevi ewer"/>-->
<l-- <entry key="123456789/5" val ue-ref="scoreReview'/>-->
</util:mp>
</ property>
</ bean>

<!--Standard DSpace workfl ow->
<bean nane="def aul t Wrkfl ow' cl ass="org. dspace. xm wor kf | ow. st at e. Wor kf | ow" >
<property name="firstStep" ref="revi enstep"/>
<property nanme="steps">
<util:list>
<ref bean="revi ewstep"/>
<ref bean="editstep"/>
<ref bean="final editstep"/>
<futil:list>
</ property>
</ bean>

<bean id="{workflow. id}"
cl ass="org. dspace. xm wor kf | ow. st at e. Wor kf | ow' >

<!-- Anot her workflow configuration-->
</ bean>
<!-- Role beans. See below. -->
<l-- Step beans. See below. -->
</ beans>

workflowFactory bean (org.dspace.xmlworkflow.XmIWorkflowFactorylmpl)

The workflow map contains a mapping between collections in DSpace and a workflow configuration, and is defined by the wor kf | owMappi ng property of
the workflow factory. Similar to the configuration of the submission process, the mapping can be done based on the handle of the collection. The mapping
with "defaultWorkflow" as the value for the collection mapping, will be used for the collections not occurring in other mapping tags. Each mapping is
defined by a "ent r y" element with two attributes:
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® key: can either be a collection handle or "defaultWorkflow"
* value-ref: the value of this attribute points to one of the workflow configurations defined by the "Workflow" beans

workflow beans (org.dspace.xmlworkflow.state.Workflow)
The workflow bean is a repeatable XML element and represents one workflow process. It requires the following:

® "nane" attribute: a unique name used for the identification of the workflow and used in the workflow to collection mapping
® "firstStep" property: the identifier of the first step of the workflow. This step will be the entry point of this workflow-process. When a new item
has been committed to a collection that uses this workflow, the step configured in the "f i r st St ep" property will he the first step the item will go

through.
® "steps" property: a list of all steps within this workflow (in the order they will be processed).

role beans (org.dspace.xmlworkflow.Role)

Each workflow step has defined "role" property. A role represents one or more existing DSpace EPersons or Groups and can be used to assign them to
one or more steps in the workflow process. One role is represented by one "role" bean and has the following:

® "i d" attribute: a unique identifier (in one workflow process) for the role

® "descri ption" property: optional attribute to describe the role

® "scope" property: optional attribute that is used to find our group and must have one of the following values, which are defined as constant fields
of or g. dspace. xnl wor kf | ow. Rol e. Scope:

O COLLECTION: The collection value specifies that the group will be configured at the level of the collection. This type of groups is the
same as the type that existed in the original workflow system. In case no value is specified for the scope attribute, the workflow
framework assumes the role is a collection role.

© REPOSITORY: The repository scope uses groups that are defined at repository level in DSpace. The name attribute should exactly
match the name of a group in DSpace.

© ITEM: The item scope assumes that a different action in the workflow will assign a number of EPersons or Groups to a specific workflow-
item in order to perform a step. These assignees can be different for each workflow item.

® "nane" property: The name specified in the name attribute of a role will be used to lookup an eperson group in DSpace. The lookup will depend
on the scope specified in the "scope" attribute:

O COLLECTION: The workflow framework will look for a group containing the name specified in the name attribute and the ID of the
collection for which this role is used.

© REPOSITORY: The workflow framework will look for a group with the same name as the name specified in the nane attribute.

© ITEM: in case the item scope is selected, the name of the role attribute is not required.

<bean id="revi ewer" class="org.dspace. xm wor kf| ow. Rol e">

<property nanme="scope" val ue="#{ T(org.dspace.xm workfl ow. Rol e. Scope) . COLLECTI ON} "/ >

<property name="nane" val ue="Revi ewer"/>

<property name="description" value="The people responsible for this step are able to edit the netadata of
i ncom ng subm ssions, and then accept or reject them"/>
</ bean>

step beans (org.dspace.xmlworkflow.state.Step)

The step element represents one step in the workflow process. A step represents a number of actions that must be executed by one specified role. In case
no r ol e attribute is specified, the workflow framework assumes that the DSpace system is responsible for the execution of the step and that no user
interface will be available for each of the actions in this step. The step element has the following in order to further configure it:

® "nane" attribute: The name attribute specifies a unique identifier for the step. This identifier will be used when configuring other steps in order to
point to this step. This identifier can also be used when configuring the start step of the workflow item.

® "user Sel ect i onMet hod" property: This attribute defines the User Sel ect i onAct i on that will be used to determine how to attach users to this
step for a workflow-item. The value of this attribute must refer to the identifier of an action bean in the workflow-actions.xml. Examples of the user
attachment to a step are the currently used system of a task pool or as an alternative directly assigning a user to a task.

® "rol e" property: optional attribute that must point to the i d attribute of a role element specified for the workflow. This role will be used to define
the epersons and groups used by the user Sel ect i onMet hod.

® RequiredUsers
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<bean nanme="revi ewst ep” cl ass="org. dspace. xm wor kfl ow. state. Step">
<property nanme="user Sel ecti onMet hod" ref="cl ai macti on"/>
<property name="role" ref="reviewer"/>
<property name="outcomes">
<util:map>
<entry key="#{ T(org.dspace.xn workfl ow. state. actions. Acti onResul t). OUTCOVE_COWPLETE}"
val ue-ref="editstep"/>
</util:mp>
</ property>
<property nanme="actions">

<util:list>
<ref bean="revi ewaction"/>
<futil:list>
</ property>
</ bean>

Each step contains a number of actions that the workflow item will go through. In case the action has a user interface, the users responsible for the
exectution of this step will have to execute these actions before the workflow item can proceed to the next action or the end of the step.

There is also an optional subsection that can be defined for a step part called "out comes". This can be used to define outcomes for the step that differ
from the one specified in the nextStep attribute. Each action returns an integer depending on the result of the action. The default value is "0" and will make
the workflow item proceed to the next action or to the end of the step.

In case an action returns a different outcome than the default "0", the alternative outcomes will be used to lookup the next step. The "out cones" element
contains a number of steps, each having a status attribute. This status attribute defines the return value of an action. The value of the element will be used
to lookup the next step the workflow item will go through in case an action returns that specified status.

Workflow actions configuration

API configuration

The workflow actions configuration is located in the [ dspace] / confi g/ spri ng/ api / directory and is named "wor kf | ow- act i ons. xrd ". This
configuration file describes the different Action Java classes that are used by the workflow framework. Because the workflow framework uses Spring
framework for loading these action classes, this configuration file contains Spring configuration.

This file contains the beans for the actions and user selection methods referred to in the wor kf | ow. xm . In order for the workflow framework to work
properly, each of the required actions must be part of this configuration.
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<beans

xm ns="http://ww. spri ngfranmework. or g/ schema/ beans"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

xm ns:util="http://ww.springfranework. org/schema/util"

xsi : schemaLocati on="http://ww. spri ngfranework. or g/ schena/ beans http://ww. springframework. or g/ schena/ beans
/ spring-beans-2.0. xsd

http://ww. springfranmework. org/ schema/util http://ww.springfranmework. org/schema/util
/spring-util-2.0.xsd">

<l-- At the top are our bean class identifiers --->
<bean id="{action.api.id}" class="{cl ass.path}" scope="prototype"/>
<bean id="{action.api.id.2}" class="{class.path}" scope="prototype"/>

<I-- Below the class identifiers come the declarations for out actions/userSelectionMthods -->

<l-- Use class workflowActi onConfig for an action -->
<bean id="{action.id}" class="oorg.dspace. xm wor kf| ow. st ate. acti ons. Wr kfl owActi onConfi g" scope="
pr ot ot ype" >
<constructor-arg type="java.lang. String" val ue="{action.id}"/>

<property nanme="processi ngAction" ref="{action.api.id}"/>
<property name="requiresU" value="{true/false}"/>
</ bean>

<l-- Use class UserSel ectionActionConfig for a user selection nmethod -->
<l--User selection actions-->
<bean id="{action.api.id.2}" class="org.dspace.xm workfl ow. state. actions. User Sel ecti onActi onConfi g"
scope="pr ot ot ype" >
<constructor-arg type="java.lang. String" value="{action.api.id. 2}"/>

<property name="processi ngAction" ref="{user.selection.bean.id}"/>
<property name="requiresU " value="{true/false}"/>
</ bean>
</ beans>

Two types of actions are configured in this Spring configuration file:

® User selection action: This type of action is always the first action of a step and is responsible for the user selection process of that step. In case a
step has no role attached, no user will be selected and the NoUser Sel ect i onAct i on is used.

® Processing action: This type of action is used for the actual processing of a step. Processing actions contain the logic required to execute the
required operations in each step. Multiple processing actions can be defined in one step. These user and the workflow item will go through these
actions in the order they are specified in the workflow configuration unless an alternative outcome is returned by one of them.

User Selection Action

Each user selection action that is used in the workflow configuration refers to a bean definition in the wor kf | ow- acti ons. xni file. In order to define a
new user selection action, the following XML code is used:

<bean id="{action.api.id.2}" class="org.dspace.xm wor kf| ow. state. actions. User Sel ecti onActi onConfi g" scope="
pr ot ot ype" >

<constructor-arg type="java.lang. String" value="{action.api.id.2}"/>

<property nanme="processi ngAction" ref="{user.selection.bean.id}"/>
<property name="requiresU " value="{true/false}"/>
</ bean>

This bean defines a new UserSelectionActionConfig and the following child tags:

® constructor-arg: This is a constructor argument containing the ID of the task. This is the same as the i d attribute of the bean and is used by the
workflow configuration to refer to this action.

® property processi ngAct i on: This tag refers the the ID of the API bean, responsible for the implementation of the API side of this action. This
bean should also be configured in this XML.

® property r equi r esUl : In case this property is true, the workflow framework will expect a user interface for the action. Otherwise the framework
will automatically execute the action and proceed to the next one.

Processing Action

Processing actions are configured similarly to the user selection actions. The only difference is that these processing action beans are implementations of
the WorkflowActionConfig class instead of the UserSelectionActionConfig class.
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Authorizations

Currently, the authorizations are always granted and revoked based on the tasks that are available for certain users and groups. The types of authorization
policies that is granted for each of these is always the same:

READ
WRITE
ADD
DELETE

Database

The workflow uses a separate metadata schema named wor kf | ow. The fields this schema contains can be found in the [ dspace] / confi g
/regi stri es directory and in the file wor kf | ow-t ypes. xni . This schema is only used when using the score reviewing system at the moment, but one
could always use this schema if metadata is required for custom workflow steps.

The following tables have been added to the DSpace database. All tables are prefixed with ‘cwf_' to avoid any confusion with the existing workflow related
database tables:

cwf_workflowitem
The cwf_workflowitem table contains the different workflowitems in the workflow. This table has the following columns:

workflowitem_id: The identifier of the workflowitem and primary key of this table

item_id: The identifier of the DSpace item to which this workflowitem refers.

collection_id: The collection to which this workflowitem is submitted.

multiple_titles: Specifies whether the submission has multiple titles (important for submission steps)
published_before: Specifies whether the submission has been published before (important for submission steps)
multiple_files: Specifies whether the submission has multiple files attached (important for submission steps)

cwf_collectionrole

The cwf_collectionrole table represents a workflow role for one collection. This type of role is the same as the roles that existed in the original workflow
meaning that for each collection a separate group is defined to described the role. The cwf_collectionrole table has the following columns:

collectionrol_id: The identifier of the collectionrole and the primaty key of this table

role_id: The identifier/name used by the workflow configuration to refer to the collectionrole
collection_id: The collection identifier for which this collectionrole has been defined
group_id: The group identifier of the group that defines the collection role

cwf_workflowitemrole

The cwf_workflowitemrole table represents roles that are defined at the level of an item. These roles are temporary roles and only exist during the
execution of the workflow for that specific item. Once the item is archived, the workflowitemrole is deleted. Multiple rows can exist for one workflowitem
with e.g. one row containing a group and a few containing epersons. All these rows together make up the workflowitemrole The cwf_workflowitemrole table
has the following columns:

workflowitemrole_id: The identifier of the workflowitemrole and the primaty key of this table
role_id: The identifier/name used by the workflow configuration to refer to the workflowitemrole
workflowitem_id: The cwf_workflowitem identifier for which this workflowitemrole has been defined
group_id: The group identifier of the group that defines the workflowitemrole role

eperson_id: The eperson identifier of the eperson that defines the workflowitemrole role

cwf_pooltask

The cwf_pooltask table represents the different task pools that exist for a workflowitem. These task pools can be available at the beginning of a step and
contain all the users that are allowed to claim a task in this step. Multiple rows can exist for one task pool containing multiple groups and epersons. The
cwf_pooltask table has the following columns:

pooltask_id: The identifier of the pooltask and the primaty key of this table

workflowitem_id: The identifier of the workflowitem for which this task pool exists

workflow_id: The identifier of the workflow configuration used for this workflowitem

step_id: The identifier of the step for which this task pool was created

action_id: The identifier of the action that needs to be displayed/executed when the user selects the task from the task pool
eperson_id: The identifier of an eperson that is part of the task pool

group_id: The identifier of a group that is part of the task pool

cwf_claimtask
The cwf_claimtask table represents a task that has been claimed by a user. Claimed tasks can be assigned to users or can be the result of a claim from

the task pool. Because a step can contain multiple actions, the claimed task defines the action at which the user has arrived in a particular step. This
makes it possible to stop working halfway the step and continue later. The cwf_claimtask table contains the following columns:
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claimtask_id: The identifier of the claimtask and the primary key of this table
workflowitem_id: The identifier of the workflowitem for which this task exists
workflow_id: The id of the workflow configuration that was used for this workflowitem
step_id: The step that is currenlty processing the workflowitem

action_id: The action that should be executed by the owner of this claimtask
owner_id: References the eperson that is responsible for the execution of this task

cwf_in_progress_user

The cwf_in_progess_user table keeps track of the different users that are performing a certain step. This table is used because some steps might require
multiple users to perform the step before the workflowitem can proceed. The cwf_in_progress_user table contains the following columns:

in_progress_user_id: The identifier of the in progress user and the primary key of this table

workflowitem_id: The identifier of the workflowitem for which the user is performing or has performed the step.
user_id: The identifier of the eperson that is performing or has performe the task

finished: Keeps track of the fact that the user has finished the step or is still in progress of the execution

Additional workflow steps/actions and features
These optional steps are only supported in 7.5 and later.

These optional workflow steps are pre-defined in the "workflow.xml" but are not used by default.

Optional workflow steps: Select single reviewer workflow

This workflow makes it possible to assign a single user to review an item. This workflow configuration skips the task pool option meaning that the assigned
reviewer no longer needs to claim the task. The configuration consists of the following 2 steps.

® selectReviewerStep: During this step, a user has the ability to select a responsible user to review the workflowitem. This means that for each

workflowitem, a different user can be selected. Because a user is assigned, the task pool is no longer required.
© The available users to select from are defined in the "action.selectrevieweraction.group" setting in workflow.cfg. This setting must list the
name of a group of reviewers to select from (default value = "Reviewers" group).

® singleUserReviewStep: The start of the reviewstep is different than the typical task pool. Instead of having a task pool, the user will be
automatically assigned to the task. However, the user still has the option to reject the task (in case he or she is not responsible for the assigned
task) or review the item. In case the user rejects the task, the workflowitem will be sent to the another step in the workflow as an alternative to the
default outcome.

Optional workflow steps: Score review workflow

The score review system allows reviewers to give the reviewed item a rating. Depending on the results of the rating, the item will be approved to go to the
next workflow step or will be sent to an alternative step. The scrore review workflow consists of the following 2 steps.

® scoreReviewStep: The group of responsible users for the score reviewing will be able to claim the task from the taskpool. Depending on the
configuration, a different number of users can be required to execute the task (default is requiredusers=2). This means that the task will be
available in the task pool until the required number of users has at least claimed the task. Once everyone of them has finished the task, the next
(automatic) processing step is activated.

® evaluationStep: During the evaluationstep, no user interface is required. The workflow system will automatically execute the step that evaluates
the different scores (which corresponds to a rating from 1-5). In case the average score is greater than the average "minimumAcceptanceScore",
the item is approved, otherwise it is rejected. (The minimum average score is set by adjusting the mi ni nrumAccept anceScor e property passed
to eval uati onacti onAPI inconfi g/ spring/api/workfl ow actions.xnm .)

Workflow overview features

The DSpace Ul also provides a feature to allow Administrators to see & administer all active workflows (workitems). This feature is provided in the
"Administer Workflow" menu option. Currently, the Administrator has the ability to permanently delete the workflowitem, or to send it back to the original
submitter.
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Importing and Exporting Content via Packages

1 Package Importer and Exporter
1.1 Supported Package Formats
1.2 Ingesting
1.2.1 Ingestion Modes & Options
1.2.1.1 Ingesting a Single Package
1.2.1.2 Ingesting Multiple Packages at Once
1.2.2 Restoring/Replacing using Packages
1.2.2.1 Default Restore Mode
1.2.2.2 Restore, Keep Existing Mode
1.2.2.3 Force Replace Mode
1.3 Disseminating
1.3.1 Disseminating a Single Object
1.3.2 Disseminating Multiple Objects at Once
1.4 Archival Information Packages (AIPs)
1.5 METS packages

Package Importer and Exporter

This command-line tool gives you access to the Packager plugins. It can ingest a package to create a new DSpace Object (Community, Collection or
Item), or disseminate a DSpace Object as a package.

To see all the options, invoke it as:

[ dspace] / bi n/ dspace packager --help

This mode also displays a list of the names of package ingestion and dissemination plugins that are currently installed in your DSpace. Each Packager
plugin also may allow for custom options, which may provide you more control over how a package is imported or exported. You can see a listing of all
specific packager options by invoking - - hel p (or - h) with the - -t ype (or - t ) option:

[dspace] / bi n/ dspace packager --help --type METS

The above example will display the normal help message, while also listing any additional options available to the "METS" packager plugin.

Supported Package Formats
DSpace comes with several pre-configured package ingestion and dissemination plugins, which allow you to import/export content in a variety of formats.
Pre-Configured Submission Package (SIP) Types
® AIP - Ingests content which is in the DSpace Archival Information Package (AIP) format. This is used as part of the DSpace AIP Backup and
Restore process
® DSPACE-ROLES - Ingests DSpace users/groups in the DSPACE-ROLES XML Schema. This is primarily used by the DSpace AIP Backup and
Restore process to ingest/replace DSpace Users & Groups.
® METS - Ingests content which is in the DSpace METS SIP format
® PDF - Ingests a single PDF file (where basic metadata is extracted from the file properties in the PDF Document).
Pre-Configured Dissemination Package (DIP) Types
® AIP - Exports content which is in the DSpace Archival Information Package (AIP) format. This is used as part of the DSpace AIP Backup and
Restore process
® DSPACE-ROLES - Exports DSpace users/groups in the DSPACE-ROLES XML Schema. This is primarily used by the DSpace AIP Backup and
Restore process to export DSpace Users & Groups.
® METS - Exports content in the DSpace METS SIP format

For a list of all package ingestion and dissemination plugins that are currently installed in your DSpace, you can execute:

[ dspace] / bi n/ dspace packager --help

Some packages ingestion and dissemination plugins also have custom options/parameters. For example, to see a listing of the custom options for the
"METS" plugin, you can execute:

[dspace]/ bi n/ dspace packager --help --type METS

Ingesting
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Ingestion Modes & Options
When ingesting packages DSpace supports several different "modes". (Please note that not all packager plugins may support all modes of ingestion)

1. Submit/Ingest Mode (- s option, default) — submit package to DSpace in order to create a new object(s)

2. Restore Mode (- r option) — restore pre-existing object(s) in DSpace based on package(s). This also attempts to restore all handles and
relationships (parent/child objects). This is a specialized type of "submit", where the object is created with a known Handle and known
relationships.

3. Replace Mode (-r -f option) — replace existing object(s) in DSpace based on package(s). This also attempts to restore all handles and
relationships (parent/child objects). This is a specialized type of "restore" where the contents of existing object(s) is replaced by the contents in

the AIP(s). By default, if a normal "restore" finds the object already exists, it will back out (i.e. rollback all changes) and report which object already
exists.

Ingesting a Single Package

To ingest a single package from a file, give the command:

[dspace]/ bi n/ dspace packager -e [user-email] -p [parent-handle] -t [packager-nanme] /full/path/to/package

Where [user-email] is the e-mail address of the E-Person under whose authority this runs; [parent-handle] is the Handle of the Parent Object into which the
package is ingested, [packager-name] is the plugin name of the package ingester to use, and /full/path/to/package is the path to the file to ingest (or "-" to
read from the standard input).

Here is an example that loads a PDF file with internal metadata as a package:

[dspace]/ bi n/ dspace packager -e adm n@ryu.edu -p 4321/10 -t PDF thesis. pdf

This example takes the result of retrieving a URL and ingests it:

wget -O - http://alummt.edu/jarandom ny-thesis.pdf | [dspace]/bin/dspace packager -e adm n@ryu.edu -p 4321
/10 -t PDF -

Ingesting Multiple Packages at Once

Some Packager plugins support bulk ingest functionality using the - - al | (or - a) flag. When - - al | is used, the packager will attempt to ingest all child
packages referenced by the initial package (and continue on recursively). Some examples follow:

® For a Site-based package - this would ingest all Communities, Collections & Items based on the located package files

® For a Community-based package - this would ingest that Community and all SubCommunities, Collections and Items based on the located
package files

® For a Collection - this would ingest that Collection and all contained Items based on the located package files

® For an Item — this just ingest the Item (including all Bitstreams & Bundles) based on the package file.

Here is a basic example of a bulk ingest ‘packager' command template:

[dspace] / bi n/ dspace packager -s -a -t AP -e <eperson> -p <parent-handl e> <fil e-path>

for example:

[dspace] / bi n/ dspace packager -s -a -t AP -e adnm n@wyu.edu -p 4321/12 coll ection-aip.zip

The above command will ingest the package named "collection-aip.zip" as a child of the specified Parent Object (handle="4321/12"). The resulting object
is assigned a new Handle (since - s is specified). In addition, any child packages directly referenced by "collection-aip.zip" are also recursively ingested (a
new Handle is also assigned for each child AIP).
Not All Packagers Support Bulk Ingest

1

Because the packager plugin must know how to locate all child packages from an initial package file, not all plugins can support bulk ingest. Currently, in
DSpace the following Packager Plugins support bulk ingest capabilities:

® METS Packager Plugin
® AIP Packager Plugin

Restoring/Replacing using Packages

Restoring is slightly different than just ingesting. When restoring, the packager makes every attempt to restore the object as it used to be (including its
handle, parent object, etc.).
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There are currently three restore modes:
1. Default Restore Mode (- r) = Attempt to restore object (and optionally children). Rollback all changes if any object is found to already exist.
2. Restore, Keep Existing Mode (- r - k) = Attempt to restore object (and optionally children). If an object is found to already exist, skip over it (and
all children objects), and continue to restore all other non-existing objects.
3. Force Replace Mode (-r -f) = Restore an object (and optionally children) and overwrite any existing objects in DSpace. Therefore, if an object
is found to already exist in DSpace, its contents are replaced by the contents of the package. WARNING: This mode is potentially dangerous as it

will permanently destroy any object contents that do not currently exist in the package. You may want to first perform a backup, unless you are
sure you know what you are doing!

Default Restore Mode

By default, the restore mode (- r option) will rollback all changes if any object is found to already exist. The user will be informed if which object already
exists within their DSpace installation.

Use this 'packager' command template:

[ dspace] / bi n/ dspace packager -r -t AP -e <eperson> <file-path>

For example:

[dspace] / bi n/ dspace packager -r -t AIP -e adm n@uyu. edu ai p4567. zi p

Notice that unlike - s option (for submission/ingesting), the - r option does not require the Parent Object (- p option) to be specified if it can be determined
from the package itself.

In the above example, the package "aip4567.zip" is restored to the DSpace installation with the Handle provided within the package itself (and added as a

child of the parent object specified within the package itself). If the object is found to already exist, all changes are rolled back (i.e. nothing is restored to
DSpace)

Restore, Keep Existing Mode

When the "Keep Existing” flag (- k option) is specified, the restore will attempt to skip over any objects found to already exist. It will report to the user that
the object was found to exist (and was not modified or changed). It will then continue to restore all objects which do not already exist. This flag is most
useful when attempting a bulk restore (using the - - al | (or - a) option.

One special case to note: If a Collection or Community is found to already exist, its child objects are also skipped over. So, this mode will not auto-restore
items to an existing Collection.

Here's an example of how to use this 'packager' command:

[dspace] / bi n/ dspace packager -r -a -k -t AP -e <eperson> <file-path>

For example:

[dspace] / bi n/ dspace packager -r -a -k -t AP -e adnmi n@ryu. edu ai p4567. zi p

In the above example, the package "aip4567.zip" is restored to the DSpace installation with the Handle provided within the package itself (and added as a
child of the parent object specified within the package itself). In addition, any child packages referenced by "aip4567.zip" are also recursively restored (the -
a option specifies to also restore all child pacakges). They are also restored with the Handles & Parent Objects provided with their package. If any object is
found to already exist, it is skipped over (child objects are also skipped). All non-existing objects are restored.

Force Replace Mode

When the "Force Replace" flag (- f option) is specified, the restore will overwrite any objects found to already exist in DSpace. In other words, existing
content is deleted and then replaced by the contents of the package(s).

Potential for Data Loss

Because this mode actually destroys existing content in DSpace, it is potentially dangerous and may result in data loss! It is recommended to always
perform a full backup (assetstore files & database) before attempting to replace any existing object(s) in DSpace.

Here's an example of how to use this 'packager' command:

[dspace] / bi n/ dspace packager -r -f -t AIP -e <eperson> <fil e-path>

For example:
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[ dspace] / bi n/ dspace packager -r -f -t AP -e adm n@wyu. edu ai p4567.zip

In the above example, the package "aip4567.zip" is restored to the DSpace installation with the Handle provided within the package itself (and added as a
child of the parent object specified within the package itself). In addition, any child packages referenced by "aip4567.zip" are also recursively ingested.
They are also restored with the Handles & Parent Objects provided with their package. If any object is found to already exist, its contents are replaced by
the contents of the appropriate package.

If any error occurs, the script attempts to rollback the entire replacement process.

Disseminating

Disseminating a Single Object

To disseminate a single object as a package, give the command:

[ dspace] / bi n/ dspace packager -d -e [user-enmil] -i [handle] -t [packager-nane] [file-path]

Where [user-email] is the e-mail address of the E-Person under whose authority this runs; [handle] is the Handle of the Object to disseminate; [packager-
name] is the plugin name of the package disseminator to use; and [file-path] is the path to the file to create (or "-" to write to the standard output). For
example:

[dspace] / bi n/ dspace packager -d -e adm n@ryu.edu -i 4321/ 4567 -t METS 4567.zip

The above code will export the object of the given handle (4321/4567) into a METS file named "4567.zip".

Disseminating Multiple Objects at Once
To export an object hierarchy, use the - a (or - - al | ) package parameter.

For example, use this 'packager' command template:

[ dspace] / bi n/ dspace packager -d -a -e [user-email] -i [handle] -t [packager-nane][fil e-path]

for example:

[dspace] / bi n/ dspace packager -d -a -t METS -e adm n@ryu. edu -i 4321/ 4567 4567.zip

The above code will export the object of the given handle (4321/4567) into a METS file named "4567.zip". In addition it would export all children objects to
the same directory as the "4567.zip" file.

Archival Information Packages (AIPs)

Since DSpace 1.7, DSpace can backup and restore all of its contents as a set of AIP Files. This includes all Communities, Collections, Items, Groups and
People in the system.

This feature came out of a requirement for DSpace to better integrate with DuraCloud, and other backup storage systems. One of these requirements is to
be able to essentially "backup” local DSpace contents into the cloud (as a type of offsite backup), and "restore" those contents at a later time.

Essentially, this means DSpace can export the entire hierarchy (i.e. bitstreams, metadata and relationships between Communities/Collections/ltems) into a
relatively standard format (a METS-based, AIP format). This entire hierarchy can also be re-imported into DSpace in the same format (essentially a restore
of that content in the same or different DSpace installation).

For more information, see the section on AIP backup & Restore for DSpace.

METS packages

Since DSpace 1.4 release, the software includes a package disseminator and matching ingester for the DSpace METS SIP (Submission Information
Package) format. They were created to help end users prepare sets of digital resources and metadata for submission to the archive using well-defined
standards such as METS, MODS, and PREMIS. The plugin name is METS by default, and it uses MODS for descriptive metadata.

The DSpace METS SIP profile is available at: DSpaceMETSSIPProfile
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Importing and Exporting Items via Simple Archive Format

1 Item Importer and Exporter

1.1 DSpace Simple Archive Format
1.1.1 dublin_core.xml or metadata_[prefix].xml
1.1.2 contents file
1.1.3 relationships file

1.2 Configuring metadata_[prefix].xml for a Different Schema

1.3 Importing ltems
1.3.1 Adding Items to a Collection from a directory
1.3.2 Adding Items to a Collection from a zipfile
1.3.3 Replacing Items in a Collection
1.3.4 Deleting or Unimporting Items in a Collection
1.3.5 Other Options
1.3.6 Ul Batch Import

1.4 Exporting ltems
1.4.1 Ul Batch Export

Item Importer and Exporter

DSpace has a set of command line tools for importing and exporting items in batches, using the DSpace Simple Archive Format. Apart from the offered
functionality, these tools serve as an example for users who aim to implement their own item importer.

DSpace Simple Archive Format

The basic concept behind the DSpace's Simple Archive Format is to create an archive, which is a directory containing one subdirectory per item. Each
item directory contains a file for the item's descriptive metadata, and the files that make up the item.

archive_directory/

i tem 000/
dublin_core. xm -- qualified Dublin Core netadata for netadata fields belonging to the 'dc'
schena.
met adat a_[ prefix].xnl -- netadata in another schena. The prefix is the nane of the schema as
registered with the netadata registry.
contents -- text file containing one line per filenane.

col | ections -- (Optional) text file that contains the handl es of
the collections the itemw |l belong to. Each handle in a row
-- Collectionin first line will be the owning
col | ection.
handl e -- contains the handl e assigned/to be assigned to
this resource
rel ationshi ps -- (Optional) If inporting Entities, you can specify one or nore relationships
to create on inport
file_1.doc -- files to be added as bitstreans to the item
file_2. pdf
item 001/
dubl i n_core. xn
contents
file_1.png

dublin_core.xml or metadata_[prefix].xml

The dubl i n_core. xm ornetadata_[ prefix].xnl file has the following format, where each metadata element has its own entry within a <dcval ue>
tagset. There are currently three tag attributes available in the <dcval ue> tagset:

® el enent - the Dublin Core element
® qualifier -the element's qualifier
® | anguage - (optional) ISO language code for element

<dubl i n_cor e>

<dcval ue el ement="title" qualifier="none">A Tale of Two Cities</dcval ue>

<dcval ue el ement="date" qualifier="i ssued">1990</ dcval ue>

<dcval ue element="title" qualifier="alternative" |anguage="fr">J"aine |es Printenps</dcval ue>
</ dubl i n_core>

(Note the optional language tag attribute which notifies the system that the optional title is in French.)
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When providing urls as values for fields that contain the ampersand (&) symbol, the ampersands in these urls have to be encoded as &amp;

Every metadata field used, must be registered via the metadata registry of the DSpace instance first. See Metadata and Bitstream Format Registries.
Recommended Metadata

1
It is recommended to minimally provide "dc.title" and, where applicable, "dc.date.issued". Obviously you can (and should) provide much more detailed
metadata about the Item. For more information see: Metadata Recommendations.

contents file

The cont ent s file simply enumerates, one file per line, the bitstream file names. See the following example:

file_1.doc
file_2. pdf
license

Please notice that the | i cense is optional, and if you wish to have one included, you can place the file in the .../item_001/ directory, for example.
The bitstream name may optionally be followed by any of the following:

\ t bundl e: BUNDLENAME

\'t per m ssi ons: PERM SSI ONS
\tdescription: DESCRI PTI ON
\tprimry:true

Where ‘\t' is the tab character.

'BUNDLENAME' is the name of the bundle to which the bitstream should be added. Without specifying the bundle, items will go into the default bundle,
ORIGINAL.

'PERMISSIONS' is text with the following format: -[r|w] ' group name'
'DESCRIPTION' is text of the files description.

Primary is used to specify the primary bitstream.

Supported in 7.2 or above for 'import’ only
1
The llIF metadata feature was added in 7.2 and is only supported on import (‘fadd' mode) of an SAF package.
For llIF enabled items, the bitstream name may optionally be followed by any of the following:
® \tiiif-label:IllFLABEL
® \tiiif-toc:11I1FTOC
® \tiiif-width:111FWDTH
® \tiiif-height:IIl1FHE GHT
Where:
'IIFLABEL' is the label that will be used for the image in the viewer.
'NIFTOC' is the label that will be used for a table of contents entry in the viewer.

'NIFWIDTH' is the image width that will be used for the IlIF canvas.

'NIFHEIGHT" is the image height that will be used for the IlIF canvas.

relationships file
Supported in 7.1 or above for 'import' only.

1
This feature was added in 7.1. Currently the ‘relationships’ file is only supported on import (‘add' mode) of an SAF package. See note at bottom of this
section about using the "metadata_relation.xml" if you wish to export & update relationships.

The optional r el ati onshi ps file enumerates the relationships of this Entity to other Entities (either already in the system, or also specified in your SAF
import batch). This allows entities to be linked to new or existing entities during import. Entities can be linked to other entities in this import set by referring

to their import subfolder name. Because relationships can only be created for Entities, it can only be used when importing Configurable Entities.

Each line in the file contains a relationship type key and an item identifier in the following format:

rel ation. <rel ati on_key> <handl e| uui d| f ol der Narre: i nport _i tem f ol der| schema. el enent[. qualifier]:val ue>
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The input_item_folder should refer the folder name of another item in this import batch. Example:

rel ation.isAuthorOf Publication 5dacel43-1238-4b4f - af f b- ed559f 9254bb

rel ation.isAuthorOf Publication 123456789/ 1123

relation.isO gUnitCf Publication fol der Name:item 001
relation.isProjectfPublication project.identifier.id:123
relation.isProjectOf Publication project.identifier.nane: A Name with Spaces

During initial import, new items are stored in a map keyed by the item folder name. Once the initial import is complete, a second pass checks for a
'relationships’ manifest file in each folder and creates a relationship of the specified type to the specified item.

Don't forget Entities require a "dspace.entity.type" metadata field
RefMember, if you are creating new Entities via an SAF package, those Entities MUST specify a "dspace.entity.type" metadata field. Because this

metadata field is in the "dspace" schema, it MUST be specified in a "metadata_dspace.xml", similar to:

metadata_dspace.xml

<dubl i n_core schema="dspace">
<dcval ue el enment="entity" qualifier="type">Publication</dcval ue>
</ dubl i n_core>

Relationships to existing Entities can also be created via metadata_relation.xml

1
If you already know the UUID of an existing Entity that you want to relate to, you can also create/update the "metadata_relation.xml" file to add/update the
relationship, similar to:

metadata_relation.xml

<dubl in_core schema="rel ati on">
<dcval ue el ement ="i sAut hor O Publ i cati on" >5dacel43- 1238- 4b4f - af f b- ed559f 9254bb</ dcval ue>
</ dubl i n_core>

The "relationships" file is primarily for creating relationships between Entities in the same import batch. Of course, you can also choose to use the
"relationships” file to create new relationships to existing Entities instead of creating/updating the "metadata_relation.xml" file. The main advantage of the
"metadata_relation.xml" file is that it is used both on export and import, while the "relationships” file is only used on import at this time.

Configuring met adat a_[ prefi x] . xm for a Different Schema
It is possible to use other Schema such as EAD, VRA Core, etc. Make sure you have defined the new schema in the DSpace Metadata Schema Registry.
1. Create a separate file for the other schema named et adat a_[ prefi x] . xm , where the [ pr ef i x] is replaced with the schema's prefix.

2. Inside the xml file use the same Dublin Core syntax, but on the <dubl i n_cor e> element include the attribute schenma=[ prefi x] .
3. Here is an example for ETD metadata, which would be in the file et adat a_et d. xni :

<dubl i n_core schema="etd">

<dcval ue el ement ="degree" qualifier="departnent">Conputer Science</dcval ue>

<dcval ue el ement ="degree" qualifier="1evel ">Masters</dcval ue>

<dcval ue el ement ="degree" qualifier="grantor">M chigan Institute of Technol ogy</dcval ue>
</ dubl i n_core>

Importing ltems

Before running the item importer over items previously exported from a DSpace instance, please first refer to Transferring Items Between DSpace
Instances.

Command used: [ dspace] / bi n/ dspace i nport
Java class: org. dspace. app.item nport.|temn nport
Arguments short and (long) forms: | Description

-a or --add Add items to DSpace $
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-r or

-d or

-S or

-C or

-m or

-e or

-W or

-n or

-v or

-p or

-R or

-h or

-Z or

--repl ace Replace items listed in mapfile

--delete Delete items listed in mapfile

--source Source of the items (directory)

--collection Destination Collection by its Handle or database ID
--mapfile Where the mapfile for items can be found (name and directory)
--eperson Email of eperson doing the importing

--wor kfl ow Send submission through collection's workflow

--notify Kicks off the email alerting of the item(s) has(have) been imported
--validate Test run, do not actually import items

--tenpl ate Apply the collection template

--resune Resume a failed import (Used on Add only)

--help Command help

--zip Name of zipfile

¥ These are mutually exclusive.

The item importer is able to batch import unlimited numbers of items for a particular collection using a very simple CLI command and ‘arguments'.

Adding Items to a Collection from a directory

To add items to a collection, you gather the following information:

eperson

Collection ID (either Handle (e.g. 123456789/14) or UUID

Source directory where the items reside

Mapfile. Since you don't have one, you need to determine where it will be (e.g. /Import/Col_14/mapfile)
At the command line:

[ dspace] / bi n/ dspace inport --add --eperson=j oe@ser.com--collection=CollectionlD --source=itens_dir --
mapfil e=mapfile

or by using the short form:

[dspace]/ bi n/dspace inport -a -e joe@ser.com-c CollectionlD -s itens_dir -mmapfile

The above command would cycle through the archive directory's items, import them, and then generate a map file which stores the mapping of item
directories to item handles. SAVE THIS MAP FILE. You can use it for replacing or deleting (unimporting) the mapped items.

Testing. You can add - - val i dat e (or - v) to the command to simulate the entire import process without actually doing the import. This is extremely
useful for verifying your import files before doing the actual import.

Adding Items to a Collection from a zipfile

To add items to a collection, you gather the following information:

eperson

Collection ID (either Handle (e.g. 123456789/14) or Database ID (e.g. 2)

Source directory where your zipfile containing the items resides

Zipfile

Mapfile. Since you don't have one, you need to determine where it will be (e.g. /Import/Col_14/mapfile)
At the command line:

[dspace]/ bi n/ dspace inport --add --eperson=joe@ser.com--collection=CollectionlD --source=zipfile_dir --
zi p=filename.zip --nmapfil e=mapfile

or by using the short form:

[dspace]/ bi n/dspace inport -a -e joe@ser.com-c CollectionlD -s zipfile_dir -z filename.zip -mnmapfile
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The above command would unpack the zipfile, cycle through the archive directory's items, import them, and then generate a map file which stores the
mapping of item directories to item handles. SAVE THIS MAP FILE. You can use it for replacing or deleting (unimporting) the mapped items.

Testing. You can add - - val i dat e (or - v) to the command to simulate the entire import process without actually doing the import. This is extremely
useful for verifying your import files before doing the actual import.

Replacing Items in a Collection

Replacing existing items is relatively easy. Remember that mapfile you saved above? Now you will use it. The command (in short form):

[ dspace] / bi n/ dspace inmport -r -e joe@ser.com-c collectionlD -s itenms_dir -mnapfile

Long form:

[ dspace] / bi n/ dspace inport --replace --eperson=joe@ser.com --collection=collectionlD --source=itens_dire --
mapfil e=mapfile

If you wish to replace content using a Zipfile, that's also possible. The command is similar. But, in this situation "-s" refers to the directory of the zip file,
and "-z" gives the name of the zipfile:

[ dspace] / bi n/ dspace inport -r -e joe@ser.com-c collectionlD -s zipfile_dir -z filename.zip -mmapfile

Deleting or Unimporting Items in a Collection

You are able to unimport or delete items provided you have the mapfile. Remember that mapfile you saved above? The command is (in short form):

[ dspace] / bi n/ dspace inport -e joe@ser.com-d -mmapfile

In long form:

[ dspace] / bi n/ dspace inport --eperson=joe@ser.com--delete --mapfile mapfile

Other Options

* Workflow. The importer usually bypasses any workflow assigned to a collection. But add the - - wor kf | ow (- w) argument will route the imported
items through the workflow system.

®* Templates. If you have templates that have constant data and you wish to apply that data during batch importing, add the - - t enpl at e (- p)
argument.

® Resume. If, during importing, you have an error and the import is aborted, you can use the - - r esun® (- R) flag to resume the import where you
left off after you fix the error.

® Specifying the owning collection on a per-item basis from the command line administration tool
If you omit the -c flag, which is otherwise mandatory, the ltemimporter searches for a file named "collections" in each item directory. This file
should contain a list of collections, one per line, specified either by their handle, or by their internal db id. The ltemImporter then will put the item in

each of the specified collections. The owning collection is the collection specified in the first line of the collections file.

If both the -c flag is specified and the collections file exists in the item directory, the Itemimporter will ignore the collections file and will put the
item in the collection specified on the command line.

Since the collections file can differ between item directories, this gives you more fine-grained control of the process of batch adding items to
collections.

Ul Batch Import
Available in DSpace 7.4 and above.

Batch import can also take place via the Administrator's Ul. The steps to follow are:
A. Prepare the data

1. ltems, i.e. the metadata and their bitstreams, must be in the Simple Archive Format described earlier in this chapter. Thus, for each item there
must be a separate directory that contains the corresponding files of the specific item.
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2. Moreover, in each item directory, there can be another file that describes the collection or the collections that this item will be added to. The name
of this file must be "collections" and it is optional. It has the following format:

=1 MIESESayes [IOperies | =1 g s | =1 g
1 123456789/1
2 123456789/5

123456789/6

4 123456789/9

L

Each line contains the handle of the collection. The collection in the first line is the owning collection while the rest are the other collections that

the item should belong to.
3. Compress the item directories into a ZIP file. Please note that you need to zip the actual item directories and not just the directory that contains

the item directorie s. Thus, the final zip file must directly contain the item directorie s.

B. Import the items via the Ul
1. Login as an Administrator.
2. In the side menu, select "Import" "Batch Import (ZIP)"

#) Management y ) .
ities & Collections All of DSpace ¥  Statistics

New

ace /

Metadata 2 a .
rorld leading open source repository platform that enables organisations to:
Batch Import (ZIP) {ocuments, audio, video, datasets and their correspending Dublin Core metadata

‘ontent to local and global audiences, thanks to the OAI-PMH interface and Google Scholar optimizations

B ant urls and trustworthy identifiers, including optional integrations with'handle.net and DataCite DOI

L community of

Access Control v
nts below have their password set tethe name of this software in'lowercase.

3. From the "Import Batch" page:
a. Select the Collection you are importing into.
b. Drag & drop the ZIP file into the drop box (or browse to it on your filesystem).
c. Choose whether you want to "Validate Only" or not.
i. When selected, DSpace will test the batch import process, but no content will be batch imported. This allows you to validate

the results of the import process before doing the import.
ii. When deselected, DSpace will do the batch import.

Import Batch

Select the Collection to import into. Then, drop or browse to a Simple Archive Format (SAF) zip file that includes the Items to import

Select Collection

Validate Only
When selected, the uploaded ZIP will be validated. You will receive a report of detected changes, but no changes will be saved

4. Clicking "Proceed" will start the Batch Import. This creates a new "Process" which begins the upload of the batch. Depending on the size of the
batch, this process may take some time to complete. You can refresh to page to see the current status, or go back to the list of processes
("Processes" menu in sidebar) to check on its status. Once the process is COMPLETED, you will see a log of the results and a mapfile (which

can be used to make later updates).
5. All prior imports will be listed in the "Processes" menu, until their corresponding process entry is deleted. Once you are satisfied with the import

and have no need to see the logs or mapfile, you may wish to delete that process entry in order to free up storage space (as your uploaded ZIP
will be retained in DSpace until the process is deleted). A "process-cleaner” script can also be started from the "Processes" page which can be

used to bulk delete old processes.

It is also possible to start an "import" directly from the "Processes" menu. This allows you to specify additional options/flags which are normally only
available to the command-line "import" tool (see documentation above).

Exporting Iltems
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The item exporter can export a single item or a collection of items, and creates a DSpace simple archive in the aforementioned format for each exported ite
m. The items are exported in a sequential order in which they are retrieved from the database. As a consequence, the sequence numbers of the item
subdirectories (item_000, item_001) are not related to DSpace handle or item IDs.

Command used: [ dspace] / bi n/ dspace export
Java class: org.dspace.app.itemexport.ltemExport
Arguments short Description

and (long) forms:

-t or--type Type of export. COLLECTION will inform the program you want the whole collection. ITEM will be only the specific item. (You
will actually key in the keywords in all caps. See examples below.)

-ior--id The ID or Handle of the Collection or Iltem to export.

-dor--dest The destination path where you want the file of items to be placed.

-nor--nunber Sequence number to begin with. Whatever number you give, this will be the name of the first directory created for your export.

The layout of the export directory is the same as the layout used for import.

-mor--mnigrate Export the item/collection for migration. This will remove the handle and any other metadata that will be re-created in the new
instance of DSpace.

-x or --exclude- Do not export bitstreams. See the usage scenario below.
bitstreams
-hor--help Brief Help.

Exporting a Collection

The CLI command to export the items of a collection:

[dspace]/ bi n/ dspace export --type=COLLECTION --id=collectionlD or_handle --dest=/path/to/destination --
nunber =seq_num

Short form:

[dspace]/ bi n/ dspace export -t COLLECTION -i collectionlD or_handle -d /path/to/destination -n seq_num

The keyword COLLECTION means that you intend to export an entire collection. The ID can either be the database ID or the handle. The exporter will
begin numbering the simple archives with the sequence number that you supply.

Exporting a Single Item

To export a single item use the keyword ITEM and give the item ID as an argument:

[dspace] / bi n/ dspace export --type=ITEM --id=item D _or_handl e --dest=/path/to/destination --nunmber=seq_num

Short form:

[dspace]/ bi n/ dspace export -t ITEM-i item D or_handle -d /path/to/destination -n seqg_num

Each exported item will have an additional file in its directory, named "handle". This will contain the handle that was assigned to the item, and this file will
be read by the importer so that items exported and then imported to another machine will retain the item's original handle.

The - m Argument

Using the - margument will export the item/collection and also perform the migration step. It will perform the same process that the next section Exchanging
Content Between Repositories performs. We recommend that section to be read in conjunction with this flag being used.

The -x Argument
Using the -x argument will do the standard export except for the bitstreams which will not be exported. If you have full SAF without bitstreams and you
have the bitstreams archive (which might have been imported into DSpace earlier) somewhere near, you could symlink original archive files into SAF

directories and have an exported collection which almost doesn't occupy any space but otherwise is identical to the exported collection (i.e. could be
imported into DSpace). In case of huge collections -x mode might be substantially faster than full export.
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Ul Batch Export
Available in DSpace 7.4 and above.

Batch export can also take place via the Administrator's Ul. The default file size upload limit is 512MB, and is being configured in the spring boot
application.properties file.

The steps to follow are:

1. Login as an Administrator.
2. In the side menu, select "Import" "Batch Export (ZIP)"

#) Management

ollections All of DSpace ™ Statistics

New

Edit

Import "e ;
L

Export 5 2 -~ .
A ading open source repository platform that enables organisations to:
Metadata ts, audio, video, datasets and their corresponding Dublin Core metadata
) local and global audiences, thanks to the OAI-PMH interface’'and Google Scholar optimizations

Batch Export (ZIP) ind trustworthy identifiers, including optional integrations with handle.net and DataCite DOI

nity of |

#  Access Control v 4
~ have their password set to the name of this software in lowercase.

3. Select or search for the Collection to export from:

1-step Workflow collection
3-step Workflow collection
Asticles

Boolks

Journal lssues

4. Clicking "Export" will start the Batch Export. This creates a new "Process" which begins export process. Depending on the size of the export, this
process may take some time to complete. You can refresh to page to see the current status, or go back to the list of processes ("Processes"
menu in sidebar) to check on its status. Once the process is COMPLETED, you will see a log of the results and an exported ZIP file which you
can download for the results.

5. All prior exports will be listed in the "Processes" menu, until their corresponding process entry is deleted. Once you are satisfied with the export
and have downloaded the ZIP, you may wish to delete that process entry in order to free up storage space (as your exported ZIP will be retained
in DSpace until the process is deleted). A "process-cleaner” script can also be started from the "Processes" page which can be used to bulk
delete old processes.

It is also possible to start an "export" directly from the "Processes" menu. This allows you to specify additional options/flags which are normally only
available from the command-line "export" tool (see documentation above). It also allows you to export a single Item.

209


https://github.com/DSpace/DSpace/blob/main/dspace-server-webapp/src/main/resources/application.properties#L125-L132
https://github.com/DSpace/DSpace/blob/main/dspace-server-webapp/src/main/resources/application.properties#L125-L132

Registering Bitstreams via Simple Archive Format

1 Overview
1.1 Accessible Storage
1.2 Registering Items Using the Item Importer
1.3 Internal Identification and Retrieval of Registered Items
1.4 Exporting Registered Items
1.5 Deleting Registered ltems

Re&;;tering is not Importing

Theprocedures below will not import the actual bitstreams into DSpace. They will merely inform DSpace of an existing location where these Bitstreams
can be found. Please refer to Importing and Exporting Items via Simple Archive Format for information on importing metadata and bitstreams.

Overview

Registration is an alternate means of incorporating items, their metadata, and their bitstreams into DSpace by taking advantage of the bitstreams already
being in storage accessible to DSpace. An example might be that there is a repository for existing digital assets. Rather than using the normal interactive
ingest process or the batch import to furnish DSpace the metadata and to upload bitstreams, registration provides DSpace the metadata and the location
of the bitstreams. DSpace uses a variation of the import tool to accomplish registration.

Accessible Storage

To register an item its bitstreams must reside on storage accessible to DSpace and therefore referenced by an asset store number in dspace.cfg. The
configuration file dspace.cfg establishes one or more asset stores through the use of an integer asset store number. This number relates to a directory in
the DSpace host's file system or a set of SRB account parameters. This asset store number is described in The dspace.cfg Configuration Properties File
section and in the dspace.cfg file itself. The asset store number(s) used for registered items should generally not be the value of the assetstore.incoming
property since it is unlikely that you will want to mix the bitstreams of normally ingested and imported items and registered items.

Registering Items Using the Item Importer

DSpace uses the same import tool that is used for batch import except that several variations are employed to support registration. The discussion that
follows assumes familiarity with the import tool.

The DSpace Simple Archive Format for registration does not include the actual content files (bitstreams) being registered. The format is however a
directory full of items to be registered, with a subdirectory per item. Each item directory contains a file for the item's descriptive metadata (dublin_core.xml)
and a file listing the item's content files (contents), but not the actual content files themselves.

The dublin_core.xml file for item registration is exactly the same as for regular item import.

The contents file, like that for regular item import, lists the item's content files, one content file per line, but each line has the one of the following formats:

-r -s n -f filepath
-r -s n -f filepath\tbundl e: bundl ename
-r -s n -f filepath\tbundl e: bundl enanme\tpernissions: -[r|w 'group nange'
-r -s n -f filepath\tbundl e: bundl enane\tpernmi ssions: -[r|w 'group name' \tdescription: sone text
where
® -r indicates this is a file to be registered
® -s nindicates the asset store number (n)
* -f fil epat h indicates the path and name of the content file to be registered (filepath)
® \t is atab character
® bundl e: bundl enane is an optional bundle name
® permissions: -[r|w 'group nane' isan optional read or write permission that can be attached to the bitstream
® description: sone text isan optional description field to add to the file

The bundle, that is everything after the filepath, is optional and is normally not used.

The command line for registration is just like the one for regular import:

[dspace]/ bi n/dspace inport -a -e joe@ser.com-c collectionlD -s itens_dir -mmapfile

(or by using the long form)
[dspace]/ bi n/ dspace inport --add --eperson=joe@ser.com--collection=collectionlD --source=itens_dir --

map=mapfile

The - -wor kf | owand - - t est flags will function as described in Importing Items.
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The - - del et e flag will function as described in Importing Items but the registered content files will not be removed from storage. See Deleting Registered
Items.

The - - r epl ace flag will function as described in Importing Items but care should be taken to consider different cases and implications. With old items and
new items being registered or ingested normally, there are four combinations or cases to consider. Foremost, an old registered item deleted from DSpace

using - - r epl ace will not be removed from the storage. See Deleting Registered Items. where is resides. A new item added to DSpace using - - r epl ace
will be ingested normally or will be registered depending on whether or not it is marked in the contents files with the - r .

Internal Identification and Retrieval of Registered Items

Once an item has been registered, superficially it is indistinguishable from items ingested interactively or by batch import. But internally there are some
differences:

First, the randomly generated internal ID is not used because DSpace does not control the file path and name of the bitstream. Instead, the file path and
name are that specified in the contents file.

Second, the store_number column of the bitstream database row contains the asset store number specified in the contents file.

Third, the internal_id column of the bitstream database row contains a leading flag (- R) followed by the registered file path and name. For example, -
Rf i | epat h where filepath is the file path and name relative to the asset store corresponding to the asset store number. The asset store could be
traditional storage in the DSpace server's file system or an SRB account.

Fourth, an MD5 checksum is calculated by reading the registered file if it is in local storage.

Registered items and their bitstreams can be retrieved transparently just like normally ingested items.

Exporting Registered Items

Registered items may be exported as described in Exporting Items. If so, the export directory will contain actual copies of the files being exported but the
lines in the contents file will flag the files as registered. This means that if DSpace items are "round tripped" (see Transferring Items Between DSpace
Instances) using the exporter and importer, the registered files in the export directory will again registered in DSpace instead of being uploaded and
ingested normally.

Deleting Registered Items

If a registered item is deleted from DSpace, (either interactively or by using the - - del et e or - - r epl ace flags described in Importing and Exporting ltems
via Simple Archive Format) the item will disappear from DSpace but its registered content files will remain in place just as they were prior to registration.
Bitstreams not registered but added by DSpace as part of registration, such as | i cense. t xt files, will be deleted.
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Importing Items via basic bibliographic formats (Endnote,
BibTex, RIS, CSV, etc) and online services (arXiv, PubMed,
CrossRef, CiNii, etc)

1 Introduction

2 Supported External Sources

3 Disabling an External source

4 Submitting starting from external sources
5 Submitting starting from bibliographic file
6 More Information

In DSpace 7.0, the Biblio-Transformation-Engine (BTE) was removed in favor of Live Import from external sources. All online services and bibliographic
formats previously supported by BTE have been moved or are being moved to the External Sources framework.

Introduction

This documentation explains the features and the usage of the importer framework. The importer framework is built into both the REST APl and User
Interface. Currently supported formats include:

® Drag & drop of Endnote, BibTex, RIS, TSV, CSV, arXiv, PubMed. From the MyDSpace page, dragging & dropping one of these files will start a
new submission, extracting the metadata from the file.

® Import via ORCID, PubMed, Sherpa Journals, Sherpa Publishers. From the MyDSpace page, you can select to start a new submission by
searching an external source.

Supported External Sources
DSpace supports importing metadata from a variety of online services. Some of these services can ONLY support out-of-the-box Configurable Entities.

Supported online services are all configured on the backend in the [ dspace] / confi g/ spri ng/ api / ext er nal - servi ces. xni file. To disable a
service, simply comment it out in that file.

Online providers available out of the box include:

® NASA Astrophysics Data System (ADS) lookup (Supported for creating new Items, or "Publication" Entities). Can be configured via "ads.*"
settings in external-providers.cfg. REQUIRES an API key to function, signup at https://ui.adsabs.harvard.edu/help/api/
® arXiv lookup (Supported for creating new Items, or "Publication” Entities).
® CiNii lookup (Supported for creating new Items, or "Publication” Entities). Can be configured via "cinii.*" settings in external-providers.cfg. REQUIR
ES an API key to function, signup at https://support.nii.ac.jp/en/cinii/api/developer
® CrossRef lookup (Supported for creating new Items, or "Publication”" Entities). Can be configured via "crossref.*" settings in external-providers.cfg
® European Patent Office (EPO) lookup (Supported for creating new Items, or "Publication” Entities). Can be configured via "epo.*" settings in
external-providers.cfg. REQUIRES an API key to function, signup at https://developers.epo.org/
* ORCID
© ORCID author lookup (Only supported for creating new "Person” Entities). Can be configured via "orcid.*" settings in orcid.cfg.
© ORCID publication lookup (Supported for creating new Items, or "Publication” Entities). Allows you to lookup a publication based on an
author's ORCID. Can be configured via "orcid.*" settings in orcid.cfg.
® PubMed
© Search PubMed (Supported for creating new Items, or "Publication” Entities). Can be configured via "pubmed.*" settings in external-
providers.cfg
© Search PubMed Europe (Supported for creating new Items, or "Publication” Entities). Can be configured via "pubmedeurope.*" settings
in external-providers.cfg
® ROR lookup (Supported for creating new "Organization" Entites). It's enabled via "r or . *" properties inside the "ext er nal - provi ders. cf g".
Other specific configuration for the "data-provider" and the medatada mapping can be found respectively inside "ext er nal - servi ces. xnl " an
d"ror-integration.xn "files. The API is publicly available, for some other implementation details you can refer to these PRs:
© DSpace
® ROR Integration - Live Import
® ROR Integration - OAI PMH & Orcid
© dspace- angul ar
® ROR Integration - Identifier Visualization
® SciELO lookup (Supported for creating new Items, or "Publication” Entities). Can be configured via "scielo.*" settings in external-providers.cfg.
® Scopus lookup (Supported for creating new Items, or "Publication" Entities). Can be configured via "scopus.*" settings in external-providers.cfg. R
EQUIRES an API key to function, signup at https://dev.elsevier.com
® Sherpa Romeo
© Sherpa Journals by ISSN (Only supported for creating new "Journal” Entities)
© Sherpa Journals (Only supported for creating new "Journal” Entities) - supports looking up a Journal by title
O Sherpa Publishers (Only supported for creating new "OrgUnit" Entities)
® VuFind lookup (Supported for creating new Items, or "Publication" Entities). Can be configured via "vufind.*" settings in external-providers.cfg
® Web of Science lookup (Supported for creating new Items, or "Publication" Entities). Can be configured via "wos.*" settings in external-providers.
cfg. REQUIRES a paid API key to function, signup at https://developer.clarivate.com/apis/wos
© Currently this WOS integration requires a paid license and does NOT yet support the WOS Starter API. See this issue ticket for more
information: https://github.com/DSpace/DSpace/issues/8695

212


https://ui.adsabs.harvard.edu/
https://ui.adsabs.harvard.edu/help/api/
https://arxiv.org/
https://cir.nii.ac.jp/
https://support.nii.ac.jp/en/cinii/api/developer
https://www.crossref.org/
https://www.epo.org/
https://developers.epo.org/
https://orcid.org/
https://ror.org/
https://github.com/DSpace/DSpace/pull/9238
https://github.com/DSpace/DSpace/pull/9237
https://github.com/DSpace/dspace-angular/pull/2719
https://scielo.org/
https://www.scopus.com/
https://dev.elsevier.com
https://v2.sherpa.ac.uk/romeo/
https://vufind.org/
https://www.webofscience.com
https://developer.clarivate.com/apis/wos
https://developer.clarivate.com/apis/wos-starter
https://github.com/DSpace/DSpace/issues/8695

Disabling an External source

By default, DSpace has all external sources enabled in the [ dspace] / confi g/ spri ng/ api / ext ernal - servi ces. xm file. However, because some
external services may require a paid subscription , sites may wish to disable any external sources that they do not want to use.

To disable an external source, simply comment out its "<bean>" tag in the ext er nal - servi ces. xni file. Comment it out using XML comment tags (<!
--and -->).

For example, this will disable the Scopus external service (which is one that requires a paid subscription):

<l--
<bean i d="scopusLi vel nport Dat aProvi der" cl ass="org. dspace. external . provi der.inpl.Livel nport Dat aProvi der">
<property nanme="net adat aSource" ref="Scopusl nport Service"/>
<property name="sourcel dentifier" val ue="scopus"/>
<property name="recordl dvet adat a" val ue="dc.identifier.scopus"/>
<property name="supportedEntityTypes">
<list>
<val ue>Publ i cati on</val ue>
</list>
</ property>
</ bean>
-->

Submitting starting from external sources

Import publication from an external source

1. From the MyDSpace page a new submission can be started not only using the submission form but also automatically populating metadata,
importing them from several online services.

. After choosing the external source to import from and inserting a term in search bar, the system will show the list of matching results.

. When selecting an item, the system will display the metadata to be imported, according to the configured mapping.

. Clicking on “Start submission” the system will display the submission forms filled with the imported metadata.

A WN

Submitting starting from bibliographic file

1. From the MyDSpace page, drag & drop the bibliographic file (e.g. bibtex, endnote, etc) onto the file dropbox
2. Select the collection to submit to
3

. Submission will be created, with the metadata parsed out of that bibliographic file. The bibliographic file will also be attached as a Bitstream (in
case some fields could not be successfully parsed). You can choose to keep it or delete it.

More Information

More information on configuring metadata mappings for various import formats / services can be found in the Live Import from external sources
documentation. See the "Editing Metadata Mapping" section.
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Exporting and Importing Community and Collection
Hierarchy

1 Community and Collection Structure Importer
1.1 Usage
1.2 XML Import Format

2 Community and Collection Structure Exporter
2.1 Usage

Community and Collection Structure Importer

This Command-Line tool gives you the ability to import a community and collection structure directory from a source XML file.

Usage
Command used: [dspace] / bi n/ dspace structure-buil der
Java class: or g. dspace. admi ni ster. Struct Bui | der

Argument: short and long (if available) Description of the argument

forms:

-f Source xml file. The presence of this argument engages import mode.

-0 Output xml file. Required. A copy of the input augmented with the Handles assigned to each new
Community or Collection.

-e Email of DSpace Administrator. Required.

XML Import Format

The administrator need to build the source xml document in the following format:

<i nport_structure>
<conmmuni ty>
<nanme>Comruni ty Nane</name>
<descri pti on>Descriptive text</description>
<intro>lntroductory text</intro>
<copyri ght >Speci al copyright notice</copyright>
<si debar >Si debar text </si debar>
<communi ty>
<nanme>Sub Conmunity Nane</nane>
<community> ...[ad infinitun...
</ comuni ty>
</ communi ty>
<col | ecti on>
<nane>Col | ecti on Narme</ nane>
<descri ption>Descriptive text</description>
<intro>Introductory text</intro>
<copyri ght >Speci al copyright notice</copyright>
<si debar >Si debar text </ si debar>
<li cense>Speci al licence</license>
<pr ovenance>Pr ovenance i nf or mati on</ provenance>
</ col | ection>
</ communi ty>
</inport_structure>

The resulting output document will be as follows:
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<i nport _structure>
<comunity identifier="123456789/1">

<nane>Conmuni ty Nane</ name>

<descri ption>Descriptive text</description>

<intro>Introductory text</intro>

<copyri ght >Speci al copyright notice</copyright>

<si debar >Si debar text</si debar>

<communi ty identifier="123456789/2">
<nane>Sub Community Name</nane>
<community identifier="123456789/3"> ...[ad infinitum...
</ comuni ty>

</ communi ty>

<col l ection identifier="123456789/4">
<nanme>Col | ecti on Nane</name>
<descri pti on>Descriptive text</description>
<intro>Introductory text</intro>
<copyri ght >Speci al copyright notice</copyri ght>
<si debar >Si debar text</si debar>
<l icense>Special |icence</license>
<provenance>Provenance i nf ornati on</ provenance>

</ col |l ecti on>

</ comuni ty>
</inport_structure>

This command-line tool gives you the ability to import a community and collection structure directly from a source XML file. It is executed as follows:

[ dspace] / bi n/ dspace structure-buil der -f /path/to/source.xm -0 path/to/output.xm -e adm n@ser.com

This will examine the contents of source.xml, import the structure into DSpace while logged in as the supplied administrator, and then output the same
structure to the output file, but including the handle for each imported community and collection as an attribute.

Community and Collection Structure Exporter

This command-line tool writes the current Community and Collection structure into an XML document in the format which is read by the importer. See
above for format details.

Usage

[dspace]/ bi n/dspace structure-builder [-h] [-?] -x -e <eperson> -0 <output>

Argument: short and long (if Description of the argunent
available) forms:

-X, --export Export the current structure as XML. The presence of this argument engages export mode.

-e, --eperson email or netid User who is manipulating the repository's structure. Required. This user's rights determine access to
communities and collections.

-0, --output file path The exported structure is written here. Required.

-h or-? Help
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SWORDv1 Server

SWORD (Simple Web-service Offering Repository Deposit) is a protocol that allows the remote deposit of items into repositories. DSpace implements the
SWORD protocol via the 'sword' web application. The version of SWORD v1 currently supported by DSpace is 1.3. The specification and further
information can be found at http://swordapp.org.

SWORD is based on the Atom Publish Protocol and allows service documents to be requested which describe the structure of the repository, and
packages to be deposited.

1 Enabling SWORD Server

2 Configuring SWORD Server

3 Deposit to SWORD Server

4 DSpace Demo 7 Server: Service Documents

Enabling SWORD Server

To enable DSpace's SWORD v1 server, set the following in your local.cfg:

swor d-server. enabl ed = true

# Optionally,

if you wish to change its path

swor d-server.path = sword

Keep in mind, modifying these settings will require restarting your Servlet Container (usually Tomcat).

Once enabled, the SWORD v1 module will be available at ${dspace.server.url}/${sword-server.path}. For example, if “"dspace.server.url=http://localhost:
8080/server”, then (by default) it will be available at http://localhost:8080/server/sword/

Configuring SWORD Server

These are the SWORD (v1) configurations. They may be edited directly or overridden in your local.cfg config (see Configuration Reference).

Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Properties:

Example Value:

[ dspace] / confi g/ nodul es/ swor d- server. cfg

swor d- server. enabl ed
sword-server.enabled = true (default is false)

Whether SWORDv1 module is enabled or disabled (disabled by default). Modifying this setting will require restarting your Servlet
Container (usually Tomcat).

swor d- server. path
swor d- server. path = sword

When enabled, this is the subpath where the SWORDv1 module is deployed. This path is relative to ${ dspace. server. url }.
Modifying this setting will require restarting your Servlet Container (usually Tomcat).

swor d- server. net s-i ngest er. package- i ngest er
swor d- server. net s-i ngest er. package-i ngester = METS

The property key tell the SWORD METS implementation which package ingester to use to install deposited content. This should
refer to one of the classes configured for:

pl ugi n. naned. or g. dspace. cont ent . packager . Packagel ngest er

The value of sword.mets-ingester.package-ingester tells the system which named plugin for this interface should be used to ingest
SWORD METS packages.

mets. defaul t. i ngest. crosswal k. EPDCX
mets. defaul t.ingest.crosswal k. *
(NOTE: These configs are in the dspace. cf g file as they are used by many interfaces)

met s. submi ssi on. crosswal k. EPDCX = EPDCX
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Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Define the metadata types which can be accepted/handled by SWORD during ingest of a package. Currently, EPDCX (EPrints DC
XML) is the recommended default metadata format, but others are supported. An example of an EPDCX SWORD package can be
found at [dspace-src]/dspace-sword/example/example.zip.

Additional metadata types can be added to this list by just defining new configurations. For example, you can map a new "mdtype"
MYFORMAT to a custom crosswalk named MYFORMAT:

met s. submi ssi on. cr osswal k. MYFORVAT = MYFORVAT
You'd also want to map your new custom crosswalk to a stylesheet using the next configuration (crosswalk.submission.*.stylesheet).

crosswal k. submni ssi on. EPDCX. st yl esheet
(NOTE: This configuration is in the dspace. cf g file)

crosswal k. submi ssi on. EPDCX. st yl esheet = crosswal ks/ swor d- swap-i ngest . xsl
Define the stylesheet which will be used by the self-named XSLTIngestionCrosswalk class when asked to load the SWORD
configuration (as specified above). This will use the specified stylesheet to crosswalk the incoming SWAP metadata to the DIM

format for ingestion.

Additional crosswalk types can be added to this list by just defining new configurations. For example, you can map a custom
crosswalk named MYFORMAT to use a specific "my-crosswalk.xsl" stylesheet:

crosswal k. submi ssi on. MYFORVAT. st yl esheet = crosswal ks/ ny-crosswal k. xsl

Keep in mind, you'll need to also ensure MYFORMAT crosswalk is defined by the previous configuration (mets.submission.
crosswalk.*).

swor d- server. deposit.url

swor d- server.deposit.url = http://ww. myu. ac. uk/ swor d/ deposi t

The base URL of the SWORD deposit. This is the URL from which DSpace will construct the deposit location URLs for collections.
The default is ${ dspace. server . url }/ ${sword- server. pat h}/ deposi t . In the event that you are not deploying DSpace
as the ROOT application in the servlet container, this will generate incorrect URLs, and you should override the functionality by
specifying in full as shown in the example value.

swor d- server. servi cedocunent . url

swor d- server. servi cedocunment . url = http://ww. myu. ac. uk/ swor d/ servi cedocunent

The base URL of the SWORD service document. This is the URL from which DSpace will construct the service document location
URLs for the site, and for individual collections. The default is ${ dspace. server. url }/ ${swor d- server. pat h}

/ servi cedocunent . In the event that you are not deploying DSpace as the ROOT application in the servlet container, this will
generate incorrect URLs, and you should override the functionality by specifying in full as shown in the example value.

swor d-server. nedi a-1ink. url

swor d-server. medi a-1ink.url = http://ww. myu. ac. uk/ swor d/ nedi a- | i nk

The base URL of the SWORD media links. This is the URL which DSpace will use to construct the media link URLs for items which
are deposited via sword. The default is ${ dspace. server. url }/ ${ swor d- server. pat h}/ medi a- | i nk. In the event that you
are not deploying DSpace as the ROOT application in the servlet container, this will generate incorrect URLs, and you should
override the functionality by specifying in full as shown in the example value.

swor d- server. generator. url

swor d-server.generator.url = http://ww. dspace. org/ns/swrd/1.3.1

The URL which identifies the SWORD software which provides the sword interface. This is the URL which DSpace will use to fill out
the atom:generator element of its atom documents. The default is: http://www.dspace.org/ns/sword/1.3.1

If you have modified your SWORD software, you should change this URI to identify your own version. If you are using the standard
‘dspace-sword' module you will not, in general, need to change this setting.

swor d- server. updated.field

217



Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Properties:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Properties:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

swor d- server. updated. field = dc. date. updat ed

The metadata field in which to store the updated date for items deposited via SWORD.

swor d-server.slug.field
sword-server.slug.field = dc.identifier.slug

The metadata field in which to store the value of the slug header if it is supplied.

swor d- server. accept - packagi ng. METSDSpaceSI P. i denti fi er
swor d- server. accept - packagi ng. METSDSpaceSI P. q

swor d- server. accept - packagi ng. METSDSpaceS| P.identifier = http://purl.org/net/sword-types
/| METSDSpaceSI P
swor d- server. accept - packagi ng. METSDSpaceSIP.q = 1.0

The accept packaging properties, along with their associated quality values where appropriate. This is a Global Setting; these will be
used on all DSpace collections

swor d- server. accepts
swor d- server.accepts = application/zip, foolbar

A comma separated list of MIME types that SWORD will accept.

swor d- server. accept - packagi ng. [ handl e] . METSDSpaceSI P. i dentifier
swor d- server. accept - packagi ng. [ handl e] . METSDSpaceSI P. q

swor d- server. accept - packagi ng. [ handl e] . METSDSpaceSI P.identifier = http://purl.org/net/sword-
t ypes/ METSDSpaceSI P
swor d- server. accept - packagi ng. [ handl e] . METSDSpaceSIP.q = 1.0

Collection Specific settings: these will be used on the collections with the given handles.

swor d- server. expose-itens

swor d- server. expose-itens = fal se

Should the server offer up items in collections as sword deposit targets. This will be effected by placing a URI in the collection
description which will list all the allowed items for the depositing user in that collection on request. NOTE: this will require an
implementation of deposit onto items, which will not be forthcoming for a short while.

swor d- server. expose-conmuni ti es

swor d- server. expose-communi ties = fal se

Should the server offer as the default the list of all Communities to a Service Document request. If false, the server will offer the list
of all collections, which is the default and recommended behavior at this stage. NOTE: a service document for Communities will not
offer any viable deposit targets, and the client will need to request the list of Collections in the target before deposit can continue.
swor d- server. max- upl oad- si ze

swor d- server. max- upl oad-si ze = 0

The maximum upload size of a package through the sword interface, in bytes. This will be the combined size of all the files, the
metadata and any manifest data. It is NOT the same as the maximum size set for an individual file upload through the user
interface. If not set, or set to 0, the sword service will default to no limit.

swor d- server. keep- ori gi nal - package

swor d- server. keep-ori gi nal - package = true
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Informational
Note:

Property:
Example Value:

Informational
Note:

Properties:

Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:
Informational
Note:

Property:

Example Value:

Informational
Note:

Whether or not DSpace should store a copy of the original sword deposit package. NOTE: this will cause the deposit process to run
slightly slower, and will accelerate the rate at which the repository consumes disk space. BUT, it will also mean that the deposited
packages are recoverable in their original form. It is strongly recommended, therefore, to leave this option turned on. When set to
"true", this requires that the configuration option upl oad. t enp. di r (in dspace. cf g) is set to a valid location.

swor d- server. bundl e. nane

swor d- server. bundl e. nane = SWORD

The bundle name that SWORD should store incoming packages under if sword.keep-original-package is set to true. The default is
"SWORD" if not value is set

swor d- server . keep- package- on-f ai |
swor d-server. fail ed- package. di r

swor d- server. keep- package-on-fail =true
swor d- server. fail ed- package. di r=${dspace. di r}/ upl oad

In the event of package ingest failure, provide an option to store the package on the file system. The default is false.

swor d-server.identify-version
sword-server.identify-version = true

Should the server identify the sword version in a deposit response. It is recommended to leave this unchanged.

swor d- server. on- behal f - of . enabl e
swor d- server. on- behal f-of . enabl e = true

Should mediated deposit via sword be supported. If enabled, this will allow users to deposit content packages on behalf of other
users.

swor d- server. restore-node. enabl e
swor d- server. restore-node. enable = true

Should the sword server enable restore-mode when ingesting new packages. If this is enabled the item will be treated as a
previously deleted item from the repository. If the item had previously been assigned a handle then that same handle will be
restored to activity. If that item had not been previously assign a handle, then a new handle will be assigned.

pl ugi n. named. or g. dspace. swor d. SWORDI ngest er

pl ugi n. naned. or g. dspace. swor d. SWORDI ngester =\
org. dspace. swor d. SWORDVETSI ngester = http://purl.org/ net/sword-types/ METSDSpaceSI P \
org. dspace. sword. Si npl eFi | el ngester = Si npl eFi | el ngester

Configure the plugins to process incoming packages. The form of this configuration is as per the Plugin Manager's Named Plugin
documentation: pl ugi n. named. [i nterface] = [inplementation] = [package format identifier] (seedspace.
cf g). Package ingesters should implement the SWORDIngester interface, and will be loaded when a package of the format
specified above in: swor d- ser ver . accept - packagi ng. [ package format].identifier = [package format
identifier] isreceived. In the event that this is a simple file deposit, with no package format, then the class named by
"SimpleFilelngester" will be loaded and executed where appropriate. This case will only occur when a single file is being deposited
into an existing DSpace Item.

Deposit to SWORD Server

If you'd like to deposit content to your repository via the installed SWORD Server, you'll need to select a SWORD Client to do so.

® A variety of SWORDV1 Clients (in various languages/tools) are available off of http://swordapp.org/sword-v1/
® DSpacealso comes with an optional SWORDvV1 Client which can be enabled to deposit content from one DSpace to another.
* An example SWORDVvV1 ZIP package is available in the DSpace Codebase at: https://github.com/DSpace/DSpace/tree/dspace-5_x/dspace-sword

lexample

® Finally, it's also possible to simply deposit a valid SWORD Zip package via common Linux commandline tools (e.g. curl). For example:
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# Deposit a SWORD Zi p package naned "sword- package. zi p" into a DSpace Col |l ection (Handl e 123456789/2) as
user "test @space.org"

# (Please note that you WLL need to obviously nodify the Collection |ocation, user/password and nane of
t he SWORD package)

curl -i --data-binary "@word-package. zi p* -H "Content-Disposition:filename=sword-package. zi p" -H
"Cont ent - Type: appl i cation/zip" -H "X-Packagi ng: http://purl.org/ net/sword-types/ METSDSpaceSI P* -u
t est @space. org: [ password] http://[dspace.url]/sword/deposit/ 123456789/ 2

# Tenplate 'curl' conmmand:

#curl -i --data-binary "@ zip-package-name]" -H "Content-Disposition:filenane=[zip-package-name]" -H
"Cont ent - Type: appl i cation/zip" -H "X-Packagi ng: http://purl.org/ net/sword-types/ METSDSpaceSI P' -u [user]:
[ password] http://[dspace.url]/sword/ deposit/[collection-handle

DSpace Demo 7 Server: Service Documents
In DSpace 7, the SWORD interfaces are on the backend, so the correct URLs are

® https://api7.dspace.org/server/sword/servicedocument
® https://api7.dspace.org/server/swordv2/servicedocument
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SWORDv?2 Server

SWORD (Simple Web-service Offering Repository Deposit) is a protocol that allows the remote deposit of items into repositories. DSpace implements the
SWORD protocol via the 'sword' web application. The specification and further information can be found at http://swordapp.org/.

SWORD is based on the Atom Publish Protocol and allows service documents to be requested which describe the structure of the repository, and
packages to be deposited.

1 Enabling SWORD v2 Server
2 Configuring SWORD v2 Server
3 Deposit to SWORDV2 Server

3.1 Other example SWORDv2 commands

4 Troubleshooting

4.1 Missing expression of encoding in XML header

5 DSpace Demo 7 Server: Service Documents

Enabling SWORD v2 Server

To enable DSpace's SWORD v2 server, set the following in your local.cfg:

swor dv2- server. enabled = true

# Optionally,

if you wish to change its path

swor dv2-server. path = swordv2

Keep in mind, modifying these settings will require restarting your Servlet Container (usually Tomcat).

Once enabled, the SWORDv2 module will be available at ${dspace.server.url}/${swordv2-server.path}. For example, if "dspace.server.url=http://localhost:

8080/server", then (by default) it will be available at http://localhost:8080/server/swordv2/

Configuring SWORD v2 Server

These are the SWORD (v2) configurations. They may be edited directly or overridden in your local.cfg config (see Configuration Reference).

Configuration
File:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

Property:
Example Value:

Informational
Note:

[dspace] / confi g/ nodul es/ swor dv2-server. cfg

swor dv2- server. enabl ed
swor dv2-server.enabled = true (default is false)

Whether SWORDv2 module is enabled or disabled (disabled by default). Modifying this setting will require restarting your Servlet
Container (usually Tomcat).

swor dv2-server. path
swor dv2-server. path = swordv2

When enabled, this is the subpath where the SWORDv2 module is deployed. This path is relative to ${ dspace. server. url}.
Modifying this setting will require restarting your Servlet Container (usually Tomcat).

swor dv2-server. url
swor dv2-server. url =${dspace. server. url}/${swordv2-server. path}

The base url of the SWORD 2.0 system. This defaults to ${ dspace. server. url }/ ${swor dv2- server. pat h}

swor dv2-server.col l ection.url
swor dv2-server.col lection.url = http://ww. nyu. ac. uk/ swordv2/col | ection

The base URL of the SWORD collection. This is the URL from which DSpace will construct the deposit location URLSs for
collections. This defaults to ${ dspace. server. url}/ ${swordv2-server. path}/col | ection

swor dv2- server. servi cedocunent . url

swor dv2- server. servi cedocunent.url = http://ww. myu. ac. uk/ swordv2/ servi cedocunent

The service document URL of the SWORD collection. The base URL of the SWORD service document. This is the URL from which

DSpace will construct the service document location urls for the site, and for individual collections. This defaults to ${ dspace.
server.url}/${swordv2-server. path}/servi cedocunent
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Property: swor dv2- server . accept - packagi ng. col | ecti on

E le Value:
xample value swor dv2- server. accept - packagi ng. col | ecti on. METSDSpaceSI P = http://purl.org/ net/sword/ package

/| METSDSpaceS| P

swor dv2- server. accept - packagi ng. col l ection. SinpleZip = http://purl.org/net/sword/ package

/ Si npl eZi p

swor dv2- server. accept - packagi ng. col l ection. Binary = http://purl.org/net/sword/ package/ Bi nary

Informational The accept packaging properties, along with their associated quality values where appropriate.
Note:
Package format information

® METSDSpaceSIP: zipfile containing mets.xml file describing the resources packed together with it in the root of the zipfile.

® Binary: Binary resource that should be taken in as-is, not unpacked

® SimpleZip: Zip file that should be unpacked and each file in the zip should be ingested separately. No metadata provided
/ingested.

Property: swor dv2- server. accept - packagi ng.item

E. le Value:
xample Value swor dv2- server. accept - packagi ng. i t em METSDSpaceSI P = http://purl.org/ net/sword/package

/ METSDSpaceS| P
swor dv2- server. accept - packaging.item SinpleZi p = http://purl.org/ net/sword/ package/ Si npl eZi p
swor dv2-server. accept-packagi ng.item Binary = http://purl.org/ net/sword/ package/ Bi nary

Informational The accept packaging properties for items. It is possible to configure this for specific collections by adding the handle of the
Note: collection to the setting, for example swor dv2- ser ver . accept - packagi ng. col | ecti on. [ handl e] . METSDSpaceSI P =htt
p://purl.org/net/sword-types/ METSDSpaceS| P

Package format information
® METSDSpaceSIP: zipfile containing mets.xml file describing the resources packed together with it in the root of the zipfile.
® Binary: Binary resource that should be taken in as-is, not unpacked
® SimpleZip: Zip file that should be unpacked and each file in the zip should be ingested separately. No metadata provided
fingested.

Property: swor dv2- server. accepts

Example Value: . . ) . .
swor dv2-server.accepts = application/zip, inageljpeg

Informational A comma-separated list of MIME types that SWORD will accept. To accept all mimetypes, the value can be set to "*/*"
Note:
Property: swor dv2- server. expose-communi ti es

Example Value: L
swor dv2- server. expose-comunities = fal se

Informational Whether or not the server should expose a list of all the communities to a service document request. As deposits can only be
Note: made into a collection, it is recommended to leave this set to false.
Property: swor dv2- server. max- upl oad- si ze

Example Value: .
P swor dv2- server. max- upl oad-size = 0

Informational The maximum upload size of a package through the SWORD interface (measured in bytes). This will be the combined size of all
Note: the files, metadata, and manifest file in a package - this is different to the maximum size of a single bitstream.

If this is set to 0, no maximum file size will be enforced.

Property: swor dv2- server . keep- ori gi nal - package
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Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

swor dv2- server. keep-ori gi nal - package = true

Should DSpace store a copy of the orignal SWORD deposit package?

This will cause the deposit process to be slightly slower and for more disk to be used, however original files will be preserved. Itis
recommended to leave this option enabled.

swor dv2- server. bundl e. nane

swor dv2- server. bundl e. nane = SWORD

The bundle name that SWORD should store incoming packages within if swor dv2- ser ver . keep- ori gi nal - package is set to
true.

swor dv2- server. bundl e. del et ed

swor dv2- server . bundl e. del et ed = DELETED

The bundle name that SWORD should use to store deleted bitstreams if swor dv2- server . ver si ons. keep is set to true. This
will be used in the case that individual files are updated or removed via SWORD. If the entire Media Resource (files in the
ORIGINAL bundle) is removed this will be backed up in its entirety in a bundle of its own

swor dv2- server . keep- package-on-fai l

swor dv2- server. keep- package-on-fail = fal se

In the event of package ingest failure, provide an option to store the package on the file system. The default is false. The location
can be set using the swor dv2- server. f ai | ed- package-di r setting.

swor dv2-server. f ai |l ed- package-dir

swor dv2- server. fail ed- package-di r = /dspace/ upl oad

If swor dv2- server. keep- package-on-fail is set to true, this is the location where the package would be stored.

swor dv2- server . on- behal f - of . enabl e

swor dv2- server. on-behal f-of . enabl e = true

Should DSpace accept mediated deposits? See the SWORD specification for a detailed explanation of deposit On-Behalf-Of
another user.

swor dv2-server. on- behal f - of . updat e. medi at ors

swor dv2- server. on- behal f - of . updat e. medi at ors = adnmi n@wydspace. edu, nedi at or @ydspace. edu

Which user accounts are allowed to do updates on items which already exist in DSpace, on-behalf-of other users?

If this is left blank, or omitted, then all accounts can mediate updates to items, which could be a security risk, as there is no implicit
checking that the authenticated user is a "legitimate" mediator

swor dv2- server. ver bose-description.receipt.enable

swor dv2- server. ver bose-description.receipt.enable = fal se

Should the deposit receipt include a verbose description of the deposit? For use by developers - recommend to set to "false" for
production systems
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Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

swor dv2- server. ver bose-description.error. enable
swor dv2- server . ver bose-description.error.enable = true
should the error document include a verbose description of the error? For use by developers, although you may also wish to leave

this set to "true" for production systems

swordv2-server.error.alternate. url

swordv2-server.error.alternate.url = http://nydspace. edu/ cont act

The error document can contain an alternate url, which the client can use to follow up any issues. For example, this could point to
the Contact-Us page

swor dv2-server.error.al ternate. content-type

swordv2-server.error.alternate.content-type = text/htnl

The swor dv2-server.error. al ternate. url may have an associated content type, such as t ext/ ht nl if it points to a web
page. This is used to indicate to the client what content type it can expect if it follows that url.

swor dv2- server. generator. url

swor dv2-server.generator.url = http://ww.dspace. org/ ns/ sword/ 2.0/

The URL which identifies DSpace as the software that is providing the SWORD interface.

swor dv2- server. generator.version

swor dv2-server. generator.version = 2.0

The version of the SWORD interface.

swor dv2-server. aut h-type

swor dv2-server. auth-type = Basic

Which form of authentication to use. Normally this is set to Basi ¢ in order to use HTTP Basic.

swor dv2- server. upl oad. t enpdi r

swor dv2- server. upl oad. t enpd = /dspace/ upl oad

The location where uploaded files and packages are stored while being processed.

swor dv2-server. updated. field

swor dv2- server. updated. field = dc. date. updat ed

The metadata field in which to store the updated date for items deposited via SWORD.
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Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value

Informational
Note

Property:

Example Value

swor dv2-server.slug.field

swordv2-server.slug.field = dc.identifier.slug

The metadata field in which to store the value of the slug header if it is supplied.
swor dv2-server. author.field

swor dv2-server. aut hor.field = dc. contri butor. aut hor

The metadata field in which to store the value of the atom entry author if it supplied.
swordv2-server.title.field

swordv2-server.title.field = dc.title

The metadata field in which to store the value of the atom entry title if it supplied.
swor dv2-server. di sseni nat e- packagi ng

swor dv2- server. di ssemni nat e- packagi ng. METSDSpaceSI P = http://purl.org/ net/sword/package

/| METSDSpaceS| P

swor dv2- server. di sseni nat e- packagi ng. Si npl eZip = http://purl.org/ net/sword/ package/ Si npl eZi p
Supported packaging formats for the dissemination of packages.

swor dv2- server. st at enent . bundl es

swor dv2-server. statenment. bundl es = ORI G NAL, SWORD, LI CENSE

Which bundles should the Statement include in its list of aggregated resources? The Statement will automatically mark

any bitstreams which are in the bundle identified by the ${ bundl e. nane} property, provided that bundle is also listed
here (i.e. if you want Original Deposits to be listed in the Statement then you should add the SWORD bundle to this list)

pl ugi n. si ngl e. org. dspace. swor d2. Wr kf | omanager

pl ugi n. si ngl e. or g. dspace. swor d2. Wr kf | omvanager = org. dspace. swor d2. Wr kf | omvanager Def aul t

Which workflow manager to use.

swor dv2- server. wor kf | owranager def aul t. al ways- updat e- net adat a

swor dv2- server. wor kf | owmanager def aul t. al ways- updat e- et adata = true

Should the WorkflowManagerDefault plugin allow updates to the item's metadata to take place on items which are in states other
than the workspace (e.g. in the workflow, archive, or withdrawn) ?

swor dv2- server . wor kf | omranager defaul t. fil e-repl ace. enabl e

swor dv2- server . wor kf | omranagerdefaul t.fil e-repl ace. enable = fal se
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Informational
Note

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value

Informational
Note:

Property:

Example Value

Informational
Note

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Should the server allow PUT to individual files?

If this is enabled, then DSpace may be used with the DepositMO SWORD extensions, BUT the caveat is that DSpace does not
formally support Bitstream replace, so this is equivalent to a DELETE and then a POST, which violates the RESTfulness of the
server. The resulting file DOES NOT have the same identifier as the file it was replacing. As such it is STRONGLY
RECOMMENDED to leave this option turned off unless working explicitly with DepositMO enabled client environments

swor dv2- server. net s-i ngest er. package-i ngest er

swor dv2- server. net s-i ngest er. package-i ngester = METS

Which package ingester to use for METS packages.
swor dv2-server. restore-node. enabl e

swor dv2- server.restore-node. enabl e = fal se

Should the SWORD server enable restore-mode when ingesting new packages. If this is enabled the item will be treated as a
previously deleted item from the repository. If the item has previously been assigned a handle then that same handle will be
restored to activity.

swor dv2-server. si npl edc. *

swor dv2- server. si npl edc. abstract = dc. description. abstractsinpl edc. date = dc. dat esi npl edc.
rights = dc.rights

Configuration of metadata field mapping used by the SimpleDCEntryIngester, SimpleDCEntryDisseminator and
FeedContentDisseminator

swor dv2- server. atom *

swor dv2-server.atom aut hor = dc. contri but or. aut hor
Configuration of metadata field mapping used by the SimpleDCEntrylngester, SimpleDCEntryDisseminator and
FeedContentDisseminator

swor dv2- server. net adat a. r epl aceabl e

swor dv2-server. met adat a. repl aceabl e = dc. description.abstract, dc.rights, dc.title.alternative,
dc.identifier.citation

Used by SimpleDCEntryingester: Which metadata fields can be replaced during a PUT to the Item of an ato
m Entry document? Fields listed here are the ones which will be removed when a new PUT comes through (irrespective of whether
there is a new incoming value to replace them)

swordv2-server.multipart.entry-first

swordv2-server.nultipart.entry-first = fal se

The order of precedence for importing multipart content. If this is set to t r ue then metadata in the package will override metadata
in the atom entry, otherwise the metadata in the atom entry will override that from the package.

swor dv2- server . wor kfl ow. notify

swor dv2-server.workflow. notify = true

If the workflow gets started (the collection being deposited into has a workflow configured), should a notification get sent?
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Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value

Informational
Note

swor dv2- server. versi ons. keep

swor dv2- server.versions. keep = true

When content is replaced, should the old version be kept? This creates a copy of the ORIGINAL bundle with the name V_YYYY-
MM-DD.X where YYYY-MM-DD is the date the copy was created, and X is an integer from 0 upwards.

swor dv2-server.state. *

swor dv2- server. state. workspace.uri = http://dspace. org/state/inprogress
swor dv2- server. st ate. wor kspace. description = The itemis in the user workspace
swor dv2-server.state. workflow uri = http://dspace.org/state/inreview

swor dv2-server. state. workfl ow. description = The itemis undergoing review prior to acceptance
in the archive

Pairs of states (URI and description) than items can be in. Typical states are wor kspace, wor kf | ow, ar chi ve, and wi t hdr awn.

swor dv2- server . wor kspace. url -tenpl ate

swor dv2- server.wor kspace. url -tenpl ate = http:// nmydspace. edu/ wor kspacei t ens/ #wsi d#/ edi t

URL template for links to items in the workspace (items in the archive will use the handle). The #wsi d# url parameter will be
replaced with the workspace id of the item. The example above shows how to construct this URL for the UI.

Other configuration options exist that define the mapping between mime types, ingesters, and disseminators. A typical configuration looks like this:

pl ugi n. named. or g. dspace. swor d2. Swor dCont ent | ngester =\
org. dspace. swor d2. Si npl eZi pCont ent I ngester = http://purl.org/net/sword/ package/ Si npl eZip, \
or g. dspace. swor d2. Swor dMETSI ngester = http://purl.org/ net/sword/ package/ METSDSpaceSI P, \
org. dspace. sword2. Bi naryContent I ngester = http://purl.org/ net/sword/ package/ Bi nary

pl ugi n. si ngl e. org. dspace. swor d2. Swor dEntryl ngester =\
or g. dspace. swor d2. Si npl eDCEnt ryl ngest er

pl ugi n. si ngl e. org. dspace. swor d2. Swor dent r yDi ssem nator =\
or g. dspace. swor d2. Si npl eDCEnt r yDi sseni nat or

# note that we replace ";" with "_" as ";" is not permtted in the Plugi nManager nanes

pl ugi n. naned. or g. dspace. swor d2. Swor dCont ent Di ssemi nator =\
or g. dspace. swor d2. Si npl eZi pCont ent Di ssem nator = http://purl.org/ net/sword/ package/ Si npl eZi p, \
org. dspace. swor d2. FeedCont ent Di ssem nator = application/atom-xm, \
or g. dspace. swor d2. FeedCont ent Di ssemi nator = applicati on/atomtxm _type_feed

# note that we replace ";" with "_" as ";" is not permtted in the Plugi nManager nanes
pl ugi n. naned. or g. dspace. swor d2. Swor dSt at ement Di sseni nator =\

org. dspace. swor d2. At onSt at enent Di sseni nator = atom \

or g. dspace. swor d2. Or eSt at enent Di ssem nator = rdf, \

or g. dspace. swor d2. At onf5t at ement Di sseni nat or = application/atom-xm _type_feed, \

org. dspace. sword2. Or eSt at enent Di ssem nator = application/rdf +xm

Deposit to SWORDv2 Server

If you'd like to deposit content to your repository via the installed SWORD Server, you'll need to select a SWORD Client to do so.

® Some SWORDV2 Clients are available at http://swordapp.org/sword-v2/
® |t's possible to simply deposit a valid SWORDvV2 Zip package via common Linux commandline tools (e.g. curl). For example:
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# Deposit a SWORD Zi p package naned "sword- package. zi p" into a DSpace Col |l ection (Handl e 123456789/2) as
user "test @space.org"

# (Please note that you WLL need to obviously nodify the Collection |ocation, user/password and nane of
t he SWORD package)

curl -i --data-binary "@word-package. zi p" -H "Content-Disposition:attachment; filename=sword-package.
zi p" -H "Content-Type: application/zip" -H "Packagi ng: http://purl.org/ net/sword/ package/ METSDSpaceSI P" -u
test @space. org: [ password] -X POST http://[dspace.url]/swordv2/collection/123456789/2

# Tenplate 'curl' conmmand:

#curl -i --data-binary "@ zi p-package-nane]" -H "Content-Di sposition:attachnent; fil enane=[zi p-package-
nane]" -H "Content-Type: application/zip" -H "Packagi ng: http://purl.org/net/sword/ package/ METSDSpaceS| P" -
u [user]:[password] -X POST http://[dspace.url]/swordv2/collection/[collection-handl e]

NOTE: - H " Packagi ng: http://purl. org/ net/sword/ package/ METSDSpaceSI P" is required for SWORDv2 and - H " X- Packagi ng:
http://purl.org/ net/sword-types/ METSDSpaceSI P" is required for SWORD. X-Packaging/Packaging and the URLs are different.

® A sample SWORD Zip package (which works for both SWORDv1 or SWORDV2) is available in the codebase at https://github.com/DSpace
/DSpace/tree/main/dspace-sword/example. Look for the file named example.zip

Other example SWORDv2 commands

# Exanple of retrieving Iteminformation via "edit-nedia" path in ATOM fornmat (can be run on any itemwthin
DSpace, but requires authentication)

# NOTE: Accept header is required, and nust be a format supported by a SwordContent Di ssem nator plugin (see
configuration above)

curl -i -H "Accept:application/atomxm" -u test@space.org:[password] -X CGET http://[dspace.url]/swordv2/edit-
nedia/[internal -itemidentifier]

Troubleshooting

Missing expression of encoding in XML header

If your SWORD Deposit requests are unsuccessful, please check that the XML in your initial metadata deposit correctly specifies the encoding.

If you use:

<?xm version="1.0"?>

DSpace will default to UTF-32.

So to successfully deposit an XML in UTF-8, make sure you use:

<?xm version="1.0" encodi ng="utf-8" ?>

DSpace Demo 7 Server: Service Documents
In DSpace 7, the SWORD interfaces are on the backend, so the correct URLs are

® https://api7.dspace.org/server/sword/servicedocument
® https://api7.dspace.org/server/swordv2/servicedocument
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Ingesting HTML Archives

Not yet supported in DSpace 7. See https://github.com/DSpace/DSpace/issues/8635

For the most part, at present DSpace simply supports uploading and downloading of bitstreams as-is. This is fine for the majority of commonly-used file
formats — for example PDFs, Microsoft Word documents, spreadsheets and so forth. HTML documents (Web sites and Web pages) are far more
complicated, and this has important ramifications when it comes to digital preservation:

Web pages tend to consist of several files — one or more HTML files that contain references to each other, and stylesheets and image files that
are referenced by the HTML files.

Web pages also link to or include content from other sites, often imperceptibly to the end-user. Thus, in a few year's time, when someone views
the preserved Web site, they will probably find that many links are now broken or refer to other sites than are now out of context.In fact, it may be
unclear to an end-user when they are viewing content stored in DSpace and when they are seeing content included from another site, or have
navigated to a page that is not stored in DSpace. This problem can manifest when a submitter uploads some HTML content. For example, the
HTML document may include an image from an external Web site, or even their local hard drive. When the submitter views the HTML in DSpace,
their browser is able to use the reference in the HTML to retrieve the appropriate image, and so to the submitter, the whole HTML document
appears to have been deposited correctly. However, later on, when another user tries to view that HTML, their browser might not be able to
retrieve the included image since it may have been removed from the external server. Hence the HTML will seem broken.

Often Web pages are produced dynamically by software running on the Web server, and represent the state of a changing database underneath
it.

Dealing with these issues is the topic of much active research. Currently, DSpace bites off a small, tractable chunk of this problem. DSpace can store and
provide on-line browsing capability for self-contained, non-dynamic HTML documents. DSpace allows relative links between HTML documents stored
together in a single item to work. In practical terms, this means:

® No dynamic content (CGI scripts and so forth)
® Alllinks to preserved content must be relative links, that do not refer to 'parents’ above the ‘root' of the HTML document/site:

© diagram.gif is OK

© image/foo.gif is OK

o ../index.html is only OK in a file that is at least a directory deep in the HTML document/site hierarchy

o /stylesheet.css is not OK (the link will break)

© http://somedomain.com/content.html is not OK (the link will continue to link to the external site which may change or disappear)

® Any 'absolute links' (e.g. http://somedomain.com/content.html) are stored 'as is', and will continue to link to the external content (as opposed to

relative links, which will link to the copy of the content stored in DSpace.) Thus, over time, the content referred to by the absolute link may change
or disappear.
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ltems and Metadata

Authority Control of Metadata Values

Batch Metadata Editing

DOI Digital Object Identifier

Item Level Versioning

Mapping/Linking Items to multiple Collections
Metadata Recommendations

Moving ltems

PDF Citation Cover Page

Request Withdrawn and Reinstate of an item
Updating Items via Simple Archive Format
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Authority Control of Metadata Values

1 Introduction
2 Simple choice management for DSpace submission forms
2.1.1 Example

2.2 Use simple choice management to add language tags to metadata fields
3 Hierarchical Taxonomies and Controlled Vocabularies

3.1 Default Hierarchical Controlled Vocabularies

3.2 Enabling / Disabling a Hierarchical Controlled Vocabulary

3.3 How to invoke a controlled vocabulary from submission-forms.xml
4 Authority Control: Enhancing DSpace metadata fields with Authority Keys

4.1 How it works

4.2 Original source:

Introduction

With DSpace you can describe digital objects such as text files, audio, video or data to facilitate easy retrieval and high quality search results. These
descriptions are organized into metadata fields that each have a specific designation. For example: dc.title stores the title of an object, while dc.subject is
reserved for subject keywords.

For many of these fields, including title and abstract, free text entry is the proper choice, as the values are likely to be unique. Other fields are likely to have
values drawn from controlled sets. Such fields include unique names, subject keywords, document types and other classifications. For those kinds of fields
the overall quality of the repository metadata increases if values with the same meaning are normalized across all items. Additional benefits can be gained
if unique identifiers are associated as well in addition to canonical text values associated with a particular metadata field.

This page covers features included in the DSpace submission forms that allow repository managers to enforce the usage of normalized terms for those
fields where this is required in their institutional use cases. DSpace offers simple and straightforward features, such as definitions of simple text values for
dropdowns, as well as more elaborate integrations with external vocabularies such as the Library of Congress Naming Authority.

Simple choice management for DSpace submission forms

The DSpace Submission forms, defined in the submission-forms.xml file, allows the inclusion of value pairs that can be organized in lists in order to
populate dropdowns or other multiple choice elements. If you explore the default submission-forms.xml file, you can see that a number of such value pair
lists are already pre defined.

Example

<val ue-pai rs val ue-pairs-nanme="common_i dentifiers" dc-tern"identifier">
<pair>
<di spl ayed- val ue>Gov't Doc #</di spl ayed-val ue>
<st or ed- val ue>govdoc</ st or ed- val ue>
</ pair>
<pai r>
<di spl ayed- val ue>URI </ di spl ayed- val ue>
<stored-val ue>uri </ st or ed- val ue>
</ pair>
<pair>
<di spl ayed- val ue>l SBN</ di spl ayed- val ue>
<st or ed-val ue>i sbn</ st or ed- val ue>
</ pair>
</ val ue- pai rs>

It generates the following HTML, which results in the menu widget below.

<sel ect nanme="identifier_qualifier_0">
<option VALUE="govdoc">Cov't Doc #</option>
<option VALUE="uri">URI </ option>
<option VALUE="i sbn">| SBN</ opti on>

</ sel ect>

A list of value pairs has following required attributes:

® value-pairs-name — Name by which an input-type refers to this list.
® dc-term — Dublin Core field for which this choice list is selecting a value.

Each value-pairs element contains a sequence of pair sub-elements, each of which in turn contains two elements:
* displayed-value — Name shown (on the web page) for the menu entry.
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® stored-value — Value stored in the DC element when this entry is chosen. Unlike the HTML select tag, there is no way to indicate one of the
entries should be the default, so the first entry is always the default choice.

Use simple choice management to add language tags to metadata fields

DSpace uses the simple choice management to provide a controlled list of language tags. Out of the box DSpace comes with a list of ISO language tags.
You can add further language lists or use the provided one to let submitters tag languages of metadata fields. Take a look at the part of this documentation

about the configuration of the Submission User Interface.

Hierarchical Taxonomies and Controlled Vocabularies

The value pairs system works well for short and flat lists of choices. DSpace offers a second way of structuring and managing more complex, hierarchical
controlled vocabularies. In contrast to the value pairs system, these controlled vocabularies are managed in separate XML files in the [ dspace] / confi g
/controll ed-vocabul ari es/ directory instead of being entered straight into submission-forms.xml

The taxonomies are described in XML according to this structure:

<node id="acnccs98" | abel =" ACMCCS98" >
<i sConposedBy>
<node id="A " |abel ="General Literature">
<i sConposedBy>
<node id="A. 0" |abel ="GENERAL"/>
<node id="A.1" |abel =" NTRODUCTORY AND SURVEY"/ >

</ i sConposedBy>
</ node>

</ i sConposedBy>
</ node>

As you can see, each node element has an id and label attribute. It can contain the isComposedBy element, which in its turn, consists of a list of other
nodes.

You are free to use any application you want to create your controlled vocabularies. A simple text editor should be enough for small projects. Bigger
projects will require more complex tools. You may use Protegé to create your taxonomies, save them as OWL and then use a XML Stylesheet (XSLT) to
transform your documents to the appropriate format. Future enhancements to this add-on should make it compatible with standard schemas such as OWL

or RDF.

Default Hierarchical Controlled Vocabularies
By default, DSpace includes two out-of-the-box hierarchical controlled vocabularies in the [ dspace] / confi g/ cont rol | ed- vocabul ari es/ directory.

® nsi - nsi.xml - The Norwegian Science Index (in the Norweigen language)
® srsc - srsc.xml - Swedish Research Subject Categories (in the English language, with notes in Swedish)

You may create your own hierarchical controlled vocabulary by using either of those as a model. All valid hierarchical vocabularies should align with the
"controlledvocabulary.xsd" schedule available in that same directory.

Enabling / Disabling a Hierarchical Controlled Vocabulary

To enable a hierarchical controlled vocabulary, simply configure it's usage in one (or more) of your fields in your "submission-forms.xml" (as documented
below).

To disable a hierarchical controlled vocabulary, simply remove it from all your fields in your "submission-forms.xml". You can also disable all controlled
vocabularies by commenting out the "DSpaceControlledVocabulary” plugin in "authority.cfg":

authority.cfg

pl ugi n. sel f named. or g. dspace. content . aut hori ty. Choi ceAuthority =\
org. dspace. content. aut hority. DCl nput Aut hority, \
or g. dspace. cont ent . aut hori ty. DSpaceControl | edVocabul ary

How to invoke a controlled vocabulary from submission-forms.xml

Vocabularies need to be associated with the correspondent DC metadata fields. Edit the file [ dspace] / confi g/ submi ssi on-f or ms. xm and place a
vocabul ary" tag under the "fi el d" element that you want to control. Set value of the " vocabul ary" element to the name of the file that contains the
vocabulary, leaving out the extension (the add-on will only load files with extension "*.xml"). For example:
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<field>
<dc- schema>dc</ dc- schenma>
<dc- el enent >subj ect </ dc- el enent >
<dc-qualifier></dc-qualifier>
<r epeat abl e>t rue</r epeat abl e>
<| abel >Subj ect Keywords</| abel >
<i nput -t ype>onebox</i nput -t ype>
<hi nt >Enter appropri ate subject keywords or phrases bel ow. </ hint>
<requi red></requi red>
<vocabul ary>srsc</vocabul ary>
</field>

The vocabulary element has an optional boolean attribute cl osed that can be used to force input only with the Javascript of controlled-vocabulary add-on.
The default behaviour (i.e. without this attribute) is cl osed="f al se" . This allows the user to enter values as free text in addition to selecting them from
the controlled vocabulary.

Authority Control: Enhancing DSpace metadata fields with Authority Keys

The aforementioned features only deal with text representations of controlled values. DSpace also offers support for adding authority keys and confidence
values to a specific text value entered in a metadata field. The following terminology applies in the description of this area of DSpace functionality:

® Authority An authority is an external source of fixed values for a given domain, each unique value identified by a key. For example, the OCLC LC
Name Authority Service, ORCID or VIAF.
® Authority Record The information associated with one of the values in an authority; may include alternate spellings and equivalent forms of the
value, etc.
® Authority Key An opaque, hopefully persistent, identifier corresponding to exactly one record in the authority.
The fact that this functionality deals with external sources of authority makes it inherently different from the functionality for controlled vocabularies.

Another difference is that the authority control is asserted everywhere metadata values are changed, including unattended/batch submission, SWORD
package submission, and the administrative Ul.

How it works

TODO

Original source:

Authority Control of Metadata Values original development proposal for DSpace 1.6
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ORCID Authority

1 Introduction
2 Use case and high level benefits
3 Enabling the ORCID authority control
3.1 Settings to enable in local.cfg
3.2 Enabling the ORCID beans
4 Importing existing authors & keeping the index up to date
4.1 Different possible use cases for Index-authority script
4.1.1 Metadata value WITHOUT authority key in metadata
4.1.2 Metadata that already has an authority key from an external source (NOT auto-generated by DSpace)
4.1.3 Metadata that has already a new dspace generated uid authority key
4.1.4 Processing on records in the authority cache
4.2 Submission of new DSpace items - Author lookup
4.3 Admin Edit Item
4.4 Editing existing items using Batch CSV Editing
4.5 Storage of related metadata
5 Configuration
6 Adding additional fields under ORCID
7 Integration with other systems beside ORCID
8 FAQ
8.1 Which information from ORCID is currently indexed in the authority cache?
8.2 How can | index additional fields in the authority cache?
8.3 How can | use the information stored in the authority cache?
8.4 How to add additional metadata fields in the authority cache that are not related to ORCID?
8.5 What happens to data if another authority control was already present?
8.6 Where can | find the URL that is used to lookup ORCIDs?

ORCID Authority can only pull data from ORCID and link it to a DSpace metadata field
ORCID Authority allows you to link up DSpace metadata fields (added during the submission process) to a person's ORCID identifier. The main use case

for this feature is to allow you to link author metadata fields to their ORCID identifier. This is a very basic ORCID integration that has existed since DSpace
5.X.

If you re looking for ORCID Authentication & the ability to synchronize data from DSpace to an ORCID profile, then you should be using the ORCID
Integration feature instead.

Introduction

The ORCID integration adds ORCID compatibility to the existing solutions for Authority control in DSpace. String names of authors are still being stored in
DSpace metadata. The authority key field is leveraged to store a uniquely generated internal ID that links the author to more extended metadata, including
the ORCID ID and alternative author names.

This extended metadata is stored and managed in a dedicated SOLR index, the DSpace authority cache.

Use case and high level benefits
The vision behind this project consists of the following two aspects:

Lowering the threshold to adopt ORCID for the members of the DSpace community

ORCID’s API has enabled developers across the globe to build points of integration between ORCID and third party applications. Up until today, this
meant that members of the DSpace community were still required to implement front-end and back-end modifications to the DSpace source code in order
to leverage these APIs. As DSpace aims to provide turnkey Institutional Repository functionality, the platform is expected to provide more functionality out
of the box. Only an elite selection of members in the DSpace community has software development resources readily available to implement this kind of
functionality. By contributing a solution directly to the core DSpace codebase, this threshold to adopt ORCID functionality in DSpace repositories is
effectively lowered. The ultimate goal is to allow easy adoption of ORCID without customization of the DSpace software, by allowing repository
administrators to enable or disable functionality by means of user friendly configuration.

Address generic use cases with appealing end user functionality

This proposal aims to provide user friendly features for both repository administrators as well as non- technical end users of the system. The addition of
ORCID functionality to DSpace should not come at the cost of making the system more difficult for administrators and end users to use. Scope With this
vision in mind, the project partners wanted to tackle the first phases for repository managers of existing DSpace repositories: ensuring that ORCIDs are
properly associated with new works entering the system, as well as providing functionality to efficiently batch-update content already existing in the system,
with unambiguous author identity information.

Enabling the ORCID authority control

To enable ORCID authority control requires settings in both local.cfg and updating the registered beans in "orcid-authority-services.xml" as described
below.

Settings to enable in local.cfg
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If you wish to enable this feature, some changes are required to the | ocal . cf g file. The first step is to activate the authority as a valid option for authority
control, this is done by adding/setting an additional plugin in the pl ugi n. naned. or g. dspace. cont ent. aut hori ty. Choi ceAut hori ty property.
An example of this can be found below.

authority.cfg

pl ugi n. naned. or g. dspace. cont ent . aut hority. Choi ceAuthority =\
org. dspace. content. aut hority. Sol rAut hority = Sol r Aut hor Aut hority

The feature relies on the following configuration parameters in aut hori ty. cfg, solrauthority.cfg and orcid. cfg. To activate the default
settings it suffices to remove the comment hashes ("#") for the following lines or copy them into your local.cfg. See the section at the bottom of this page
what these parameters mean exactly and how you can tweak the configuration.

# This setting should already be specified in your solrauthority.cfg
solr.authority.server=${solr.server}/${solr.nulticorePrefix}authority

# These settings can be found in your authority.cfg (or could be added to |ocal.cfg)
choi ces. pl ugi n. dc. contributor. author = Sol r Aut hor Aut hority

choi ces. presentation. dc. contributor. author = author Lookup
authority.controlled.dc.contributor.author = true

aut hority. author.indexer.field.1l=dc. contributor. author

Beginning with DSpace 7, you must specify which ORCID API you wish to use. A Client ID/Secret is also required, but can be obtained for free for the
Public API: https://info.orcid.org/documentation/features/public-api/

If you are an ORCID Member Institution, you can use the Member API instead. The Member API is required for additional ORCID Integration features, but
is NOT required for this basic ORCID Authority feature.

# These ORCID settings are now required for ORCID Authority

# They can be found in your orcid.cfg (or can be added to | ocal.cfg)
orcid.domain-url = https://orcid.org

# You can use either the Public APl or Menmber APl in this next setting
orcid.api-url = https://pub.orcid.org/v3.0

# You do NOT need to pay for a Menber APl ID to use ORCID Authority.
# Instead, you just need a Public API ID froma free ORCID account.

orcid.application-client-id = MYID
orcid. application-client-secret = MYSECRET

The final part of configuration is to add the authority consumer in front of the list of event consumers (in dspace.cfg or local.cfg). Add "authority" in front of
the list as displayed below.

event . di spat cher.defaul t.consuners = authority, versioning, discovery, eperson

Enabling the ORCID beans

You must also uncomment the ORCID beans in confi g/ spring/ api/orcid-authority-services.xnl . These are commented out by default as
they require setting the "orcid.*" settings described above.

Simply uncomment these settings as-is & restart Tomcat. They will pull their configs from orcid.cfg or your local.cfg.
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orcid-authority-services.xml

<l-- This bean & alias are commented out by default. Sinply uncoment them -->

<al i as name="Orci dSource" alias="AuthoritySource"/>

<bean nanme="Orci dSource" cl ass="org. dspace. authority.orcid. O cidv3Sol rAuthoritylnpl">
<property name="clientld" value="${orcid.application-client-id}" />
<property name="clientSecret" value="${orcid.application-client-secret}" />
<property name="QAUTHUr| " val ue="${orcid.token-url}" />
<property name="orci dRest Connector" ref="orci dRest Connector"/>

</ bean>
<l-- Al'so uncomment Orcidv3AuthorityValue in the list of supported types bel ow
The other settings in this AuthorityTypes bean can be left as-is. -->

<bean nanme="Aut horityTypes" class="org. dspace. authority. AuthorityTypes">
<property name="types">
<list>
<bean cl ass="org. dspace. authority.orcid. O ci dv3Aut horityVal ue"/>
<bean cl ass="org. dspace. aut hority. Per sonAut hori tyVal ue"/ >
</list>
</ property>

</ bean>

Importing existing authors & keeping the index up to date

When first enabled the authority index will be empty, to populate the authority index run the following script:

[ dspace]/ bi n/ dspace i ndex-authority

This will iterate over every metadata under authority control and create records of them in the authority index. The metadata without an authority key will
each be updated with an auto generated authority key. These will not be matched in any way with other existing records. The metadata with an authority
key that does not already exist in the index will be indexed with those authority keys. The metadata with an authority key that already exist in the index will
be re-indexed the same way. These records remain unchanged.

Different possible use cases for Index-authority script

Metadata value WITHOUT authority key in metadata

“Luyten, Bram” is present in the metadata without any authority key.
GOAL: “Luyten, Bram” gets added in the cache ONCE

All occurences of “Luyten, Bram” in the DSpace item metadata will become linked with the same generated uid.

Metadata that already has an authority key from an external source (NOT auto-generated by DSpace)
“Snyers, Antoine” is present with authority key “u12345"

The old authority key needs to be preserved in the item metadata and duplicated in the cache.
“u12345” will be copied to the authority cache and used as the authority key there.

Metadata that has already a new dspace generated uid authority key
Iltem metadata already contains an author with name “Haak, Danielle” and a uid in the authority field 3dda2571-6be8-4102-a47b-5748531ae286

This uid is preserved and no new record is being created in the authority index.

Processing on records in the authority cache

Running this script again will update the index and keep the index clean. For example if an author occurs in a single item and that item is deleted the script
will need to be run again to remove it from the index. When run again it will remove all records that no longer have a link to existing authors in the
database.

Submission of new DSpace items - Author lookup
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When ORCID Authority is enabled, the Author field can be used to search entries in ORCID. Simply type in an Author name to search your locally indexed
authors and authors in ORCID.

Communities & Collections  All of DSpace ~ Q @ 9 N

SPACE

Home o Edit Submission

Collection | Sample Collection ~

Describe FAN
Author
smitH O‘ ﬂ
form.other-information.first-name : Smith -

form.other-information.last-name : Smith

Smith, Arthur

form.other-information.insolr : false
form.other-information.orcid : 0000-0002-6923-891X
form.other-information first-name : Arthur
form.other-information.last-name : Smith

Smith, Arthur Paul e

Other Titles ﬂ

If the item has any alternative titles, please enter them here

+ Add more

m @ saved B Save for later

Select an author entry from the list to add that Author. The List of authors is updated as you type.

Authors that already appear somewhere in the repository are differentiated from the authors that have been retrieved from ORCID.

Admin Edit Item

Not yet available in DSpace 7.x. The below screenshots are from 6.x

In the edit metadata page, under the values for the dc.contributor.author fields, an extra line shows the author ID together with a lock icon and a Lookup
button. The author ID cannot be changed manually. However the Lookup button will help you change the author name and ID at the same time.

Clicking the Lookup button brings back the Lookup User Interface. This works just the same way as in the submission forms.
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Person lookup

Search: | Dutey, Jean

MName

= last name: Dutey

<« first name: Jean

Items in this repository: view items

Add This Person

Showing 1 results. show more

Editing existing items using Batch CSV Editing

Instructions on how to use the Batch CSV Editing are found on the Batch Metadata Editing documentation page.
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. Administrator exports
| existing work metadata

- . - >
DSPRCE

Staff enhances contributor
string names with ORCID

>

-
Administrator finalizes by )
re-uploading edited file

DSPRACE
:

ORCID Integration is provided through the Batch CSV Editing feature with an extra available headers "ORCID:dc.contributor.author”. The usual CSV
headers only contain the metadata fields: e.g. "dc.contributor.author". In addition to the traditional header, another dc.contributor.author header can be
added with the "ORCID:" prefix. The values in this column are supposed to be ORCIDs.

J
4
-

id  collection de.tite QORCID: do.contributor.author dc.contributor.author

+ 123456785%/2 ORCID CSV import example  0000-0001-8932-6872||0000-0001-9152-845%  Smith, Benjamin

For each of the ORCID authors a lookup will be done and their names will be added to the metadata. All the non-ORCID authors will be added as well. The
authority keys and solr records are added when the reported changes are applied.
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Notice

Upload successful

Import Metadata
Pending changes are listed below for review

New item
Add to owning collection 123456789/2 (uiop)
Add: (dc.title) ORCID G5V import example
Add: (dc.contributor.author) Smith, Benjamin
Add: (dc.contributor.author) Hancock, Roeland

Add: (de.contributor.author) VWandekerckhove, Bram

| Apply changes |l Return

Storage of related metadata

ORCID authorities not only link a digital identifier to a name. It regroups a load of metadata going from alternative names and email addresses to keywords
about their works and much more. The metadata is obtained by querying the ORCID web services. In order to avoid querying the ORCID web services
every time, all these related metadata is gathered in a "metadata authority cache" that DSpace can access directly.

In practice the cache is provided by an apache solr server. When a look-up is made and an author is chosen that is not yet in the cache, a record is
created from an ORCID profile and added to the cache with the list of related metadata. The value of the Dublin Core metadata is based on the first and
last name as they are set in the ORCID profile. The authority key for this value links directly to the solr document's id. DSpace does not provide a way to
edit these records manually.

String representation of the e e Value Lingisge
name in standard Dublin Core Hasi Laurs
metadata enhanced with convitr
DSpace compliant authority id TR oo |
doc:

<date name="creation-date">2013-12-23T20:51:03.714Z </date>
<date name="last-modified-date">2013-12-23T20:51:03.714Z </date>
<bool name="deleted">false</bool>

“
SECOHd |EVE| mEtadata <str name="field">dc_contributor_author</str>
: iil <str name="first_name">Laurel </str>
aUthOI’Ity CaChe stores <str name="last_name">Haak < /str>
extended contributor <str name="orcid_id">0000-0001-5109-3700</str>
. . <str name="id">fb4a91cb-3383-4044-alba-bbbe57b6547d < /str> ot
metadata, including ORCID <arr name="name_variant"> ”
. <str>Laurel L Haak </str> P

ID and alternative names <str=L Haak, Laure Haak </str> Apache c
<str>L. L. Haak </str> Sol r r
<str>Laurela L Haka</str>

</arr>

The information in the authority cache can be updated by running the following command line operation:

Command used: [dspace]/bi n/dspace dsrun org.dspace. authority.
Updat eAut horities

Arguments description
-i update specific solr records with the given internal ids (comma-separated)

-h prints this help message
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This will iterate over every solr record currently in use (unless the -i argument is provided), query the ORCID web service for the latest data and update the
information in the cache. If configured, the script will also update the metadata of the items in the repository where applicable.

The configuration property can be set in conf i g/ modul es/ sol raut hori ty. cf g, or overridden in your | ocal . cf g (see Configuration Reference).

sol raut hority. auto-update-itens = false | true

When set to true and this is script is run, if an authority record's information is updated the whole repository will be scanned for this authority. Every
metadata field with this authority key will be updated with the value of the updated authority record.

Configuration

In the Enabling the ORCID authority control section, you have been told to add this block of configuration.
NOTE: you can use local.cfg for these

For=all of the configuration options described below, you can use either dspace.cfg or local.cfg. Either will work. It is possible that, when you compile your
code with Maven, and you have tests enabled, your build will fail. DSpace unit tests utilize parts of dspace.cfg, and the configuration options you will utilize
below are known to cause unit test errors. The easiest way to avoid this situation is to use the local.cfg file.

solr.authority.server=%{solr.server}/authority

choi ces. pl ugi n. dc. contributor. author = Sol r Aut hor Aut hority
choi ces. presentation.dc. contributor.author = authorLookup
authority.controlled.dc.contributor.author = true

aut hority. aut hor.indexer.field.1l=dc. contributor.author

# These ORCID settings are now required for ORCID Authority
orcid.domain-url = https://orcid.org

# You can use either the Public APl or Menber API
orcid.api-url = https://pub.orcid.org/v3.0

# You do NOT need to pay for a Member APl ID to use ORCID Authority.
# Instead, you just need a Public APl ID froma free ORCI D account.
# https://info.orcid.org/docunentation/features/public-api/
orcid.application-client-id = MYID

orcid. application-client-secret = MYSECRET

The ORCID Integration feature is an extension on the authority control in DSpace. Most of these properties are extensively explained on the Authority
Control of Metadata Values documentation page. These will be revisited but first we cover the properties that have been newly added.

® Thesolr.authority. server isthe url to the solr core. Usually this would be on the sol r. ser ver next to the oai, search and statistics cores.
® authority.author.indexer.field.1andthe subsequentincrements configure which fields will be indexed in the authority cache. However
before adding extra fields into the solr cache, please read the section about Adding additional fields under ORCID.

That's it for the novelties. Moving on to the generic authority control properties:

® With the aut hori ty. control | ed property every metadata field that needs to be authority controlled is configured. This involves every type of
authority control, not only the fields for ORCID integration.

® The choi ces. pl ugi n should be configured for each metadata field under authority control. Setting the value on SolrAuthorAuthority tells
DSpace to use the solr authority cache for this metadatafield, cfr. Storage of related metadata.

® The choi ces. presenti on should be configured for each metadata field as well. The traditional values for this property are sel ect | suggest |
| ookup. A new value, aut hor Lookup, has been added to be used in combination with the SolrAuthorAuthority choices plugin. While the other
values can still be used, the authorLookup provides a richer user interface in the form of a popup on the submission page.

® The browse indexes need to point to the new authority-controlled index: webui . br owse. i ndex. 2 = aut hor : net adat a: dc. contri butor.
* dc. creator:text should become webui.browse.index.2 = author:metadataAuthority:dc.contributor.author:authority

® More existing configuration properties are available but their values are independent of this feature and their default values are usually fine: choi ¢
es.closed,authority.required, authority.m nconfidence .

For the cache update script, one property can be setin conf i g/ nodul es/ sol raut hority. cfg:

aut o-update-itens = false | true

The default value for when the property is missing is false.

The final part of configuration is to add the authority consumer in front of the list of event consumers. Add "authority" in front of the list as displayed below.
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event. di spatcher. defaul t.consumers = authority, versioning, discovery, eperson, harvester

Without the consumer there is no automatic indexing of the authority cache and the metadata will not even have authority keys.

Changes to the configuration always require a server restart before they're in effect.

Adding additional fields under ORCID

Other metadata fields besides "dc.contributor.author" can benefit from the ORCID authority control at the same time. Here is an example of how to get the
same ORCID functionality for the "dc.contributor.editor" metadata field assuming that "dc.contributor.author” is already configured correctly. It can be
achieved by modifying configuration files only.

First add the same configuration fields that have been added for the "dc.contributor.author"

choi ces. pl ugi n.dc. contributor.editor = Sol rAuthorAuthority
choi ces. presentation. dc. contributor.editor = authorLookup
authority.controlled.dc.contributor.editor = true

aut hority. aut hor.indexer.field.1l=dc. contributor. author
authority. author.indexer.field.2=dc.contributor.editor

This is enough to get the look-up interface on the submission page and on the edit metadata page. The authority keys will be added and indexed with the
information from orcid just as it happens with the Authors.

But you're not completely done yet, There is one more configuration step. Because now when adding new editors in the metadata that are not retrieved
through the external look-up, their first and last name will not be displayed in the look-up interface next time you look for them.

To fix this, open the file at conf i g/ spri ng/ api / or ci d- aut hori ty-servi ces. xm and find this spring bean:

<bean nanme="Aut horityTypes" class="org. dspace.authority. AuthorityTypes">
<property name="types">
<list>
<bean cl ass="org. dspace. aut hority. orcid. Orcidv3Aut horityVal ue"/>
<bean cl ass="org. dspace. aut hority. Per sonAut hori tyVal ue"/ >
</list>
</ property>
<property nanme="fi el dDef aul t s">
<map>
<entry key="dc_contri butor_author">
<bean cl ass="org. dspace. aut hority. Per sonAut hori tyVal ue"/ >
</entry>
</ map>
</ property>
</ bean>

The map inside the "fieldDefaults" property needs an additional entry for the editor field:

<entry key="dc_contributor_editor">
<bean cl ass="org. dspace. aut hority. PersonAut horityVal ue"/>
</entry>

With this last change everything is set up to work correctly. The rest of this configuration file is meant for JAVA developers that wish to provide integration
with other systems beside ORCID. Developers that wish to display other fields than first and last name can also have a look in that section.

Note: Each metadata field has a separate set of authority records. Authority keys are not shared between different metadata fields. E. g. multiple dc.
contributor.author can have the same authority key and point to the same authority record in the cache. But when an ORCID is chosen for a dc.contributor.
editor field, a separate record is made in the cache. Both records are updated from the same source and will contain the same information. The difference

is that when performing a look-up of a person that has been introduced as an authority for an author field but not yet as an editor, it will show as record that
is not yet present in the repository cache.

Integration with other systems beside ORCID

The authority cache and look-up functionality can be extended to use other sources than ORCID or to show more information in the look-up interface.
However some JAVA development is necessary for this. Specific instructions can be found in the readme file of the org.dspace.authority package.
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FAQ

Which information from ORCID is currently indexed in the authority cache?
Here is a breakdown of the fields stored in the solr cache.
The system/dspace related fields are: id, field, value, deleted, creation_date, last_modified_date, authority_type.

The fields with data coming directly from ORCID are: first_name, last_name, name_variant, orcid_id, label_researcher_url, label_keyword,
label_external_identifier, label_biography, label_country. The field all_labels contains all the values from the other fields starting with "label_".

How can | index additional fields in the authority cache?
There is currently no configuration to control which fields are indexed. The only way to achieve this is to modify the source code.

List of the files at work for this job:

config/spring/api/orcid-authority-services.xnl: OrcidSource contains the URL for orcid's REST API.
org.dspace.authority.orcid.Orcid makes the REST call

+ org.dspace.authority.orcid.xml.XMLtoBio converts the received XML to a java object (Bio).

+ org.dspace.authority.orcid.model.Bio

+ org.dspace.authority.orcid.OrcidAuthorityValue#create(org.dspace.authority.orcid.model.Bio) inserts all the values from Bio into the AuthorityValue
subclass.

+ org.dspace.authority.orcid.OrcidAuthorityValue#getSolrinputDocument defines what's included in solr.

The files preceded with a '+' would be necessary to modify to add more info into the cache.

How can | use the information stored in the authority cache?
The look-up Ul is currently the only place this information is sent to. However just a limited number of fields are sent. The place in the source code to

modify to get more fields there is org.dspace.authority.orcid.OrcidAuthorityValue#choiceSelectMap. This is also documented in the readme of the org.
dspace.authority package.

How to add additional metadata fields in the authority cache that are not related to ORCID?

Make the same configuration step as for adding additional fields under ORCID. Currently the ORCID suggestions cannot be turned off for specific fields,
that would require custom code.

What happens to data if another authority control was already present?

As long as the metadata does not get indexed, there will be no changes. However every time any metadata of an item is modified, the metadata under
authority control for that item will be re-indexed. When that happens a record will be inserted in the solr cache. That record's ID will be the authority key of
the metadata. This can be done for all metadata at once with the index-authority script.

In short: authority keys that exist prior to enabling the solrauthority are kept. They just won't show in the look-up until they are indexed.

Where can | find the URL that is used to lookup ORCIDs?

Itis found in the confi g/ spri ng/ api / orci d-aut hority-servi ces. xnl configuration file. Look for the <bean nane=" O ci dSour ce" >, which is
initialized with a URL of http://pub.orcid.org
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Batch Metadata Editing

1 Batch Metadata Editing Tool
1.1 Export Function
1.1.1 Web Interface Export
1.1.2 Command Line Export
1.2 Import Function
1.2.1 Web Interface Import
1.2.2 Command Line Import
1.3 CSV Format
1.3.1 File Structure
1.4 Editing the CSV
1.4.1 Editing Collection Membership
1.4.2 Adding Metadata-Only Items
1.4.3 Deleting Metadata
1.4.4 Performing 'actions' on items
1.4.5 Migrating Data or Exchanging data
1.4.6 Common Issues
1.4.6.1 Metadata values in CSV export seem to have duplicate columns
1.4.6.2 DSpace responds with "No changes were detected" when CSV is uploaded
1.5 Batch Editing, Entities and Relationships
1.5.1 Background about entities and virtual metadata
1.5.2 Admin CSV export
1.5.3 Admin CSV import

Batch Metadata Editing Tool

DSpace provides a batch metadata editing tool. The batch editing tool is able to produce a comma delimited file in the CSV format. The batch editing tool
facilitates the user to perform the following:

Batch editing of metadata (e.g. perform an external spell check)

Batch additions of metadata (e.g. add an abstract to a set of items, add controlled vocabulary such as LCSH)
Batch find and replace of metadata values (e.g. correct misspelled surname across several records)

Mass move items between collections

Mass deletion, withdrawal, or re-instatement of items

Enable the batch addition of new items (without bitstreams) via a CSV file

Re-order the values in a list (e.g. authors)

For information about configuration options for the Batch Metadata Editing tool, see Batch Metadata Editing Configuration

Export Function

Web Interface Export
Batch metadata exports (to CSV) can be performed from the Administrative menu:

® Login as an Administrative user

® |n Sidebase, select "Export" "Metadata". Type in the Community/Collection name.

o Alternatively, browse to the Community or Collection you wish to export, and then go to "Export" "Metadata". That Community
/Collection will be preselected.

® Click "Export". A new Process will be created (in "Processes" menu). Once completed, download the resulting CSV.

Exporting search results to CSV was not added until DSpace 7.3
1

As of DSpace 7.3, it is possible to Export search results to a CSV (similar to 6.x). When logged in as an Administrator, after performing a search a new
"Export search results as CSV" button appears. Clicking it will export the metadata of all items in your search results to a CSV. This CSV can then be
used to perform batch metadata updates (based on the items in your search results). - Release Notes#7.3ReleaseNotes

Please see below documentation for more information on the CSV format and actions that can be performed by editing the CSV.

Command Line Export

The following table summarizes the basics.

Command used: [ dspace] / bi n/ dspace net adat a- export
Java class: org.dspace.app.bulkedit. MetadataExport

Arguments short and Description
(long) forms):

-for--file Required. The filename of the resulting CSV.

-ior--id The Item, Collection, or Community handle or Database ID to export. If not specified, all items will be exported.
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-aor--all Include all the metadata fields that are not normally changed (e.g. provenance) or those fields you configured in the [ dspace]
/ confi g/ nodul es/ bul kedi t . cf g to be ignored on export.

-hor--help Display the help page.
To run the batch editing exporter, at the command line:

[dspace] / bi n/ dspace netadat a-export -f name_of _file.csv -i 1023/ 24

Example:

[dspace]/ bi n/ dspace netadata-export -f /batch_export/col _14.csv -i /1989.1/24

In the above example we have requested that a collection, assigned handle '1989.1/24' export the entire collection to the file ‘col_14.csv' found in the '/batc
h_export' directory.

Please see below documentation for more information on the CSV format and actions that can be performed by editing the CSV .
Import Function
Importing large CSV files
1
It is not recommended to import CSV files of more than 1,000 lines (i.e. 1,000 items). When importing files larger than this, it may be difficult for an

Administrator to accurately verify the changes that the import tool states it will make. In addition, depending on the memory available to the DSpace site,
large files may cause 'Out Of Memory' errors part way through the import process.

Web Interface Import
Batch metadata imports (from CSV) can be performed from the Administrative menu:

® First, complete all editing of the CSV and save your changes

® Login as an Administrative User

® In sidebar, select "Import" "Metadata" and drag & drop the CSV file
Validate a Batch Metadata CSV was not added until DSpace 7.3

1

As of DSpace 7.3, it is now possible to validate a Batch Metadata CSV before applying changes (similar to 6.x). When uploading a CSV for batch updates
(using "Import" menu), a new "Validate Only" option is selected by default. When selected, the uploaded CSV will only be validated & you'll receive a report

of the detected changes in the CSV. This allows you to verify the changes are correct before applying them. (NOTE: applying the changes requires re-
submitting the CSV with the "Validate Only" option deselected) - Release Notes#7.3ReleaseNotes

Command Line Import

The following table summarizes the basics.

Command used: [ dspace]/ bi n/ dspace netadat a-i nmport
Java class: org.dspace.app.bulkedit.Metadatalmport

Arguments short and (long) forms: = Description

-for--file Required. The filename of the CSV file to load.

-sor--silent Silent mode. The import function does not prompt you to make sure you wish to make the changes.
-eor--enmuil The email address of the user. This is only required when adding new items.

-wor - - wor kf | ow When adding new items, the program will queue the items up to use the Collection Workflow processes.
-nor--notify when adding new items using a workflow, send notification emails.

-t or--tenplate When adding new items, use the Collection template, if it exists.

-hor--help Display the brief help page.

Silent Mode should be used carefully. It is possible (and probable) that you can overlay the wrong data and cause irreparable damage to the database.

To run the batch importer, at the command line:

[ dspace] / bi n/ dspace netadata-inport -f nane_of _file.csv
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Example

[dspace]/ bi n/ dspace netadata-inport -f /dlnport/col_14.csv

If you are wishing to upload new metadata without bitstreams, at the command line:

[dspace]/ bi n/ dspace netadata-inport -f /dinport/new file.csv -e joe@ser.com-w -n -t

In the above example we threw in all the arguments. This would add the metadata and engage the workflow, notification, and templates to all be applied to
the items that are being added.

CSV Format

The CSV (comma separated values) files that this tool can import and export abide by the RFC4180 CSV format. This means that new lines, and
embedded commas can be included by wrapping elements in double quotes. Double quotes can be included by using two double quotes. The code does
all this for you, and any good csv editor such as Excel or OpenOffice will comply with this convention.

All CSYV files are also in UTF-8 encoding in order to support all languages.

File Structure

The first row of the CSV must define the metadata values that the rest of the CSV represents. The first column must always be "id" which refers to the
item's internal database ID. All other columns are optional. The other columns contain the dublin core metadata fields that the data is to reside.

A typical heading row looks like:

id, collection,dc.title,dc.contributor, dc.date.issued, etc,etc, etc.

Subsequent rows in the csv file relate to items. A typical row might look like:

350, 2292, Itemtitle,"Smth, John", 2008

If you want to store multiple values for a given metadata element, they can be separated with the double-pipe '||' (or another character that you defined in
your nodul es/ bul kedi t . cf g file). For example:

Hor ses| | Dogs| | Cat s

Elements are stored in the database in the order that they appear in the CSV file. You can use this to order elements where order may matter, such as
authors, or controlled vocabulary such as Library of Congress Subject Headings.

Editing the CSV

246


http://www.ietf.org/rfc/rfc4180.txt

If you are editing with Microsoft Excel, be sure to open the CSV in Unicode/UTF-8 encoding

1
By default, Microsoft Excel may not correctly open the CSV in Unicode/UTF-8 encoding. This means that special characters may be improperly displayed
and also can be "corrupted" during re-import of the CSV.

You need to tell Excel this CSV is Unicode, by importing it as follows. (Please note these instructions are valid for MS Office 2007 and 2013. Other Office
versions may vary)

First, open Excel (with an empty sheet/workbook open)
Select "Data" tab
Click "From Text" button (in the "External Data" section)
Select your CSV file
Wizard Step 1
© Choose "Delimited" option
O Start import at row: 1
© In the "File origin" selectbox, select "65001 : Unicode (UTF-8)"
® NOTE: these encoding options are sorted alphabetically, so "Unicode (UTF-8)" appears near the bottom of the list.
O Click Next
® Wizard Step 2
© Select "Comma" as the only delimiter
o Click Next
® Wizard Step 3
O Select "Text" as the "Column data format" (Unfortunately, this must be done for each column individually in Excel)
= At a minimum, you MUST ensure all date columns (e.g. dc.date.issued) are treated as "Text" so that Excel doesn't autoconvert
DSpace's YYYY-MM-DD format into MM/DD/YYYY
® To avoid such autoconversion, it is safest to ensure each column is treated as "Text". Unfortunately, this means selecting each
column one-by-one and choosing "Text" as the "Column data format".
o Click Finish
® Choose whether to open CSV in the existing sheet or a new one

Tips to Simplify the Editing Process
n editing a CSV, here's a couple of basic tips to keep in mind:

1. The "id" column MUST remain intact. This column also must always have a value in it.

2. To simplify the CSV, you can simply remove any columns you do NOT wish to edit (except for "id" column, see #1). Don't worry, removing the
entire column won't delete metadata (see #3)

3. When importing a CSV file, the importer will overlay the metadata onto what is already in the repository to determine the differences. It only acts
on the contents of the CSV file, rather than on the complete item metadata. This means that the CSV file that is exported can be manipulated
quite substantially before being re-imported. Rows (items) or Columns (metadata elements) can be removed and will be ignored.

a. For example, if you only want to edit "dc.subject", you can remove ALL columns EXCEPT for "id" and "dc.subject" so that you can just
manipulate the "dc.subject” field. On import, DSpace will see that you've only included the "dc.subject" field in your CSV and therefore
will only update the "dc.subject" metadata field for any items listed in that CSV.

4. Because removing an entire column does NOT delete metadata value(s), if you actually wish to delete a metadata value you should leave the
column intact, and simply clear out the appropriate row's value (in that column).

Editing Collection Membership

Items can be moved between collections by editing the collection handles in the ‘collection' column. Multiple collections can be included. The first collection
is the 'owning collection'. The owning collection is the primary collection that the item appears in. Subsequent collections (separated by the field separator)
are treated as mapped collections. These are the same as using the map item functionality in the DSpace user interface. To move items between
collections, or to edit which other collections they are mapped to, change the data in the collection column.

Adding Metadata-Only Items
New metadata-only items can be added to DSpace using the batch metadata importer. To do this, enter a plus sign '+' in the first 'id' column. The importer

will then treat this as a new item. If you are using the command line importer, you will need to use the -e flag to specify the user email address or id of the
user that is registered as submitting the items.

Deleting Metadata

It is possible to perform metadata deletes across the board of certain metadata fields from an exported file. For example, let's say you have used keywords
(dc.subject) that need to be removed en masse. You would leave the column (dc.subject) intact, but remove the data in the corresponding rows.

Performing 'actions' on items

It is possible to perform certain 'actions' on items. This is achieved by adding an "action' column to the CSV file (after the id, and collection
columns). There are three possible actions:

1. 'expunge' This permanently deletes an item. Use with care! This action must be enabled by setting ‘allowexpunge = true' in nodul es
/bul kedit.cfg

2. 'withdraw' This withdraws an item from the archive, but does not delete it.

3. 'reinstate’ This reinstates an item that has previously been withdrawn.

If an action makes no change (for example, asking to withdraw an item that is already withdrawn) then, just like metadata that has not changed, this will be
ignored.
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Migrating Data or Exchanging data

It is possible that you have data in one Dublin Core (DC) element and you wish to really have it in another. An example would be that your staff have input
Library of Congress Subject Headings in the Subject field (dc.subject) instead of the LCSH field (dc.subject.Icsh). Follow these steps and your data is
migrated upon import:

. Insert a new column. The first row should be the new metadata element. (We will refer to it as the TARGET)
. Select the column/rows of the data you wish to change. (We will refer to it as the SOURCE)

. Cut and paste this data into the new column (TARGET) you created in Step 1.

. Leave the column (SOURCE) you just cut and pasted from empty. Do not delete it.

A WNBE

Common Issues

Metadata values in CSV export seem to have duplicate columns
DSpace responds with "No changes were detected" when CSV is uploaded
Unfortunately, this response may be caused in many ways

® |t's possible the CSV was not saved properly after editing. Check that the edits are in the CSV, and that there were no backend errors in the
DSpace logs (which would be an indication of an invalid or corrupted CSV file)

® Depending on the version of DSpace, you may be encountering this known bug with processing linebreaks in CSV files: https://github.com
/DSpace/DSpace/issues/6600

® [f you are setting a new embargo date in the CSV, ensure that the embargo lift date is a future date. It's been reported that past dates may cause
DSpace to ignore item changes.

Batch Editing, Entities and Relationships

Consider the following page for this topic: Configurable Entities

Background about entities and virtual metadata

® |n DSpace 7, we have entities. Entities are items with an entity type (there can still be items without an entity type).

® Two entities can be linked to each other. For this purpose relations are defined, which indicate the relationship between the entities. Relationships
between two entities are defined by the metadata schema relation. The relation reflects how two entities are related to each other, for example isP
ersonOfProject or isPublicationOfAuthor.

® Until the introduction of entities, we could only link items to each other by inserting DOIs or URLs of other items into metadata fields dc.relation.*.
What is new about the linking between entities in DSpace 7 is that UUIDs are entered into the fields, i.e. internal identifiers of other entities that
DSpace can easily resolve. DSpace "knows" which entities are linked to each other and how.

® On the item view of an entity (remember: an entity is an item with an entity type) metadata of other entities can be displayed. DSpace refers to
this as virtual metadata. Virtual metadata does not belong to the item in whose item view it is displayed, but to a linked entity. They can be
changed only in the linked entity. As an example: we have the entities journal and journal issue. All journal issues display the title of the journal in
their item view. This title is stored only in the journal and is only (dynamically) displayed in the issues.

Admin CSV export

® Virtual metadata is exported with the entities in which it is included. For example, when you export projects, you see a column for the project.
investigator field. Here, the names of two people have been included as virtual metadata. However, the names are not stored in the project, but
exported from the respective person entities at the time of export. The specification ::virtual:: marks this. The specifications ::8585:: and ::27946::
are examples for this documentation and represent IDs of the relations. The specification ::600 comes from the DSpace Authority, which is also
specified due to technical circumstances.

® The relation itself is also included in the CSV export, in the relation.isPersonOfProject field. Additionally, a relation.isPersonOfProject.
latestForDiscovery field is created. This field has internal reasons in DSpace and should help to make things faster discoverable. In the fields you
again see the ::virtual::8585::600 specification, which are already explained above. Instead of the values of individual metadata fields, you now
have the UUIDs of the items that are linked. You can always get these UUIDs from the URL of the item view of an item.

An example heading row of the CSV export file (project entity):

id,collection,dc.title,project.investigator,relation.isPersonCProject,etc,etc,etc.

Subsequent example row in the CSV export file (project entity):

350, 2292, Project title,"Smth, John::virtual::8585::600|| Doe, Jane::virtual::27946::600","d89clebl-2e7c-4912-
aleb-f27b17f d6848: : virtual :: 8585::600| | €3595b14- 6937- 47b9- b718-1972cb683943: : virtual : : 27946: : 600"

Admin CSV import
® As always, only the columns and rows that will be changed should be specified. You do not want to import the columns that contain virtual
metadata, because they are not stored in the imported items, but in the linked items. So in the above example you don't want to import the project.
investigator column, but delete it from the CSV.
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® To link one item to another you need to create a corresponding column of the relation metadata schema, so in our example above relation.
isPersonOfProject. All columns of the form relation.*.latestForDiscovery are created and updated automatically, so you don't want to import them.
If you want to create a new relation, of course you don't know the ID of the relation, you can replace it with a +, then DSpace will assign it on its
own. Of course, people can also be removed from the column or completely new relations can be created for new items, even if there are no old
ones to be taken over.

An example heading row for the CSV import file (project entity):

id,collection,dc.title,relation.isPersonOfProject,etc,etc,etc.

Subsequent example row for the CSV import file (project entity):

350, 2292, Project title,"d89clebl-2e7c-4912-aleb-f27b17fd6848: :virtual::8585::600|| e3595b14-6937-47b9-b718-
1972¢cb683943: : virtual : : +:: 600"

249



Batch Metadata Editing Configuration

The Batch Metadata Editing Tool allows the administrator to extract from the DSpace database a set of records for editing via a CSV file. It provides an
easier way of editing large collections.

A full list of all available Batch Metadata Editing Configurations:

Configuration
File:

Property:
Example Value:
Informational
note

Property:
Example Value:

Informational
note

Property:
Example Value:

Informational
note

Property:
Example Value:

Informational
note

Property:

Example Value:

Informational
note

Property:
Example Value:

Informational
note

Property
Example Value:

Informational
note

[dspace] / confi g/ nodul es/ bul kedi t.cfg

bul kedi t . val uesepar at or

bul kedi t . val ueseparator = ||

The delimiter used to separate values within a single field. For example, this will place the double pipe between multiple authors
appearing in one record (Smith, William || Johannsen, Susan). This applies to any metadata field that appears more than once in a
record. The user can change this to another character.

bul kedi t. fi el dseparat or

bul kedit.fiel dseparator =,

The delimiter used to separate fields (defaults to a comma for CSV). Again, the user could change it something like '$'. If you wish to
use a tab, semicolon, or hash (#) sign as the delimiter, set the value to be t ab, sem col on or hash.

bul kedit.fieldseparator = tab

bul kedi t . aut hori t ysepar at or
bul kedi t . aut horityseparator = ::

The delimiter used to separate authority data (defaults to a double colon ::)

bul kedit.gui-itemlimt
bul kedit.gui-itemlimt = 20

When using the WEBUI, this sets the limit of the number of items allowed to be edited in one processing. There is no limit when
using the CLI.

bul kedi t . i gnor e- on- export

bul kedi t.i gnore-on-export = dc.date.accessioned, \
dc. date. avai l abl e, \
dc. dat e. updat ed, dc. description. provenance

Metadata elements to exclude when exporting via the user interfaces, or when using the command line version and not using the -a
(all) option.

bul kedi t . al | owexpunge
bul kedi t . al | onexpunge = fal se

Should the "action' column allow the 'expunge' method. By default this is set to false

bul kedi t. al | ow bul k-del etion

bul kedi t. al | ow bul k-del eti on = dspace. agr eenent s. end- user

Comma separated list of metadata fields that can be deleted in bulk using the 'metadata-deletion script. By default only the 'dspace.
agreements.end-user" field can be deleted in bulk, as doing so allows an Administrator to force all users to re-review the End User

Agreement on their next login. However, you may choose to enable additional fields. Keep in mind, any fields listed here may be
batch deleted from the Processes Ul & such metadata deletions cannot be undone.
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DOI Digital Object Identifier

® Persistent Identifier
® DOI Registration Agencies
O Configure DSpace to use the DataCite API
" dspace.cfg
" Metadata conversion
Identifier Service
Sending metadata updates to DataCite
DOls using DataCite and Item Level Versioning
Command Line Interface
‘cron’ job for asynchronous reservation/registration
® Limitations of DataCite DOI support
© Configure DSpace to use EZID service for registration of DOIs
® Limitations of EZID DOI support
® Adding support for other Registration Agencies
® Configuring pre-registration of Identifiers
© Why mint in submission?
O Enable the Identifiers step
© Configure filters and behaviour
©  Administrator registration

Persistent Identifier

It is good practice to use Persistent Identifiers to address items in a digital repository. There are many different systems for Persistent Identifiers: Handle , D
Ol , urn:nbn, purl and many more. It is far out of the scope of this document to discuss the differences of all these systems. For several reasons the Handle
System is deeply integrated in DSpace, and DSpace makes intensive use of it. With DSpace 3.0 the Identifier Service was introduced that makes it
possible to also use external identifier services within DSpace.

DOls are Persistent Identifiers like Handles are, but as many big publishing companies use DOls they are quite well-known to scientists. Some journals
ask for DOIs to link supplemental material whenever an article is submitted. Beginning with DSpace 4.0 it is possible to use DOls in parallel to the Handle
System within DSpace. By "using DOIs" we mean automatic generation, reservation and registration of DOIs for every item that enters the repository.
These newly registered DOIs will not be used as a means to build URLs to DSpace items. Items will still rely on handle assignment for the item urls.

DOI Registration Agencies

To register a DOI one has to enter into a contract with a DOI registration agency which is a member of the International DOI Foundation. Several such
agencies exist. Different DOI registration agencies have different policies. Some of them offer DOI registration especially or only for academic institutions,
others only for publishing companies. Most of the registration agencies charge fees for registering DOIs, and all of them have different rules describing for
what kind of item a DOI can be registered. To make it quite clear: to register DOIs with DSpace you have to enter into a contract with a DOI registration
agency.

DataCite is an international initiative to promote science and research, and a member of the International DOI Foundation. The members of DataCite act
as registration agencies for DOIs. Some DataCite members provide their own APIs to reserve and register DOIs; others let their clients use the DataCite
API directly. Starting with version 4.0 DSpace supports the administration of DOIs by using the DataCite API directly or by using the API from EZID (which
is a service of the University of California Digital Library). This means you can administer DOIs with DSpace if your registration agency allows you to use
the DataCite API directly or if your registration agency is EZID.

Configure DSpace to use the DataCite API

If you use a DOI registration agency that lets you use the DataCite API directly, you can follow the instructions below to configure DSpace. In case EZID is
your registration agency the configuration of DSpace is documented here: Configure DSpace to use EZID service for registration of DOIs.

To use DOIs within DSpace you have to configure several parts of DSpace:

enter your DOI prefix and the credentials to use the API from DataCite in dspace.cfg,

configure the script which generates some metadata,

activate the DOI mechanism within DSpace,

configure a cron job which transmits the information about new and changed DOls to the registration agency.

dspace.cfg

After you enter into a contract with a DOI registration agency, they'll provide you with user credentials and a DOI prefix. You have to enter these in the
dspace cfg. Here is a list of DOI configuration options in dspace.cfg:

Configuration [dspace]/config/dspace.cfg
File:
Property: identifier.doi.user
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Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

Property:

Example Value:

Informational
Note:

identifier.doi.user = user123

Username to login into the API of the DOI registration agency. You'll get it from your DOI registration agency.

identifier.doi.password

identifier.doi.password = top-secret

Password to login into the API of the DOI registration agency. You'll get it from your DOI registration agency.

identifier.doi.prefix

identifier.doi.prefix = 10.5072

The prefix you got from the DOI registration agency. All your DOIs start with this prefix, followed by a slash and a suffix generated

from DSpace. The prefix can be compared with a namespace within the DOI system.

identifier.doi.nanespaceseparator

identifier.doi.nanespaceseparator = dspace-

This property is optional. If you want to use the same DOI prefix in several DSpace installations or with other tools that generate and
register DOIs it is necessary to use a namespace separator. All the DOIs that DSpace generates will start with the DOI prefix,
followed by a slash, the namespace separator and some number generated by DSpace. For example, if your prefix is 10.5072 and
you want all DOIs generated by DSpace to look like 10.5072/dspace-1023 you have to set this as in the example value above.
identifier.doi.resolver

identifier.doi.resolver = https://doi.org

URL for the DOI resolver. This will be the stem for generated DOIs. This property is optional, and defaults to the example value
above.

crosswalk.dissemination.DataCite.publisher
crosswalk.dissemination.DataCite.publisher = My University Press

The name of the publishing institution or publisher.

crosswalk.dissemination.DataCite.hostinglnstitution
crosswalk.dissemination.DataCite.hostinglnstitution = My University

The name of the organization/institution which hosts this instance of the object. If not configured, it will default to the value of
crosswalk.dissemination.DataCite.publisher.

crosswalk.dissemination.DataCite.dataManager
crosswalk.dissemination.DataCite.dataManager = My University Department of Geology

If not configured, it will default to the value of crosswalk.dissemination.DataCite.publisher.

Please don't use the test prefix 10.5072 with DSpace. The test prefix 10.5072 differs from other prefixes: It answers GET requests for all DOIs even for
D(@s}that are unregistered. DSpace checks that it mint only unused DOIs and will create an Error: "Register DOI ... failed: DOI_ALREADY_EXISTS". Your
registration agency can provide you an individual test prefix, that you can use for tests.

Metadata conversion

To reserve or register a DOI, DataCite requires that metadata be supplied which describe the object that the DOI addresses. The file [dspace]/config
/crosswalks/DIM2DataCite.xs| controls the conversion of metadata from the DSpace internal format into the DataCite format. If you are running a version of
DSpace earlier than 6.0, you have to add your DOI prefix, namespace separator and the name of your institution to this file:
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[dspace]/config/crosswalks/DIM2DataCite.xsl

<l--
Docunent . DI M2DataCite. xsl
Created on : January 23, 2013, 1:26 PM
Aut hor . pbecker, ffuerste
Description: Converts netadata from DSpace Internediat Format (DIM into
nmetadata follow ng the DataCite Schema for the Publication and
Citation of Research Data, Version 2.2
-->

<xsl :styl esheet xm ns:xsl="http://ww. w3. org/ 1999/ XSL/ Tr ansf or n{'
xm ns: dspace="http://ww. dspace. or g/ xm ns/ dspace/ di nt
xm ns="http://datacite. org/ schena/ kernel -2. 2"
versi on="1.0">

<I'-- CONFI GURATION -->

<!-- Please add your DO -Prefix and your nanespace separator here (e.g. 10.5072-dspace-). -->

<xsl :vari abl e nane="prefix">10. 5072- dspace- </ xsl : vari abl e>

<I-- The content of the following variable will be used as el ement publisher. -->

<xsl:variabl e name="publ i sher">M/ University</xsl:variabl e>

<l-- The content of the following variable will be used as el ement contributor with contributorType
dat ananager. -->

<xsl :vari abl e nane="dat amanager " ><xsl : val ue- of sel ect ="$publisher"” /></xsl:variabl e>

<l-- The content of the following variable will be used as el ement contributor with contributorType
hostinglnstitution. -->

<xsl :variabl e nane="hosti ngi nstitution"><xsl:val ue-of sel ect="$publisher" /></xsl:variable>

<I-- Please take a look into the DataC te schema docunentation if you want to know how to use these
el enents.

http://schenma. datacite.org -->

<!'-- DO NOT CHANGE ANYTHI NG BELOW THI S LI NE EXCEPT YOU REALLY KNOW WHAT YQU ARE DO NG -->

Just change the value in the variable named "publisher".

If you are running DSpace 6.0 or later, then these should instead be configured using the cr osswal k. di sseni nati on. Dat aCi t e. * propertiesin| oca
I. cf g. You should not need to edit DI M2Dat aCi t e. xsl .

If you want to know more about the DataCite Schema, have a look at the documentation. If you change this file in a way that is not compatible with the

DataCite schema, you won't be able to reserve and register DOIs anymore. Do not change anything if you're not sure what you're doing. To get the XML
on which the XSLT processor will start, use the following command:

[ dspace] / bi n/ dspace dsrun org. dspace. content. crosswal k. XSLTDi sseni nati onCrosswal k di m 123456789/ 3

To get the XML that will be send to DataCite replace 'dim’ with 'DataCite’. If the DOI is not stored in the metadata, DSpace will add it automatically as
identifier. So don't worry if the XML produced by this command does not contain the DOI. Once the DOI is stored in the metadata, it should also be
contained in the XML.

Identifier Service

The Identifier Service manages the generation, reservation and registration of identifiers within DSpace. You can configure it using the config file located in
[dspace]/config/spring/api/identifier-service.xml. In the file you should already find the code to configure DSpace to register DOIs. Just read the comments
and remove the comment signs around the two appropriate beans.

After removing the comment signs the file should look something like this (I removed the comments to make the listing shorter):
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[dspace]/config/spring/api/identifier-service.xml

<l--
Copyright (c) 2002-2010, DuraSpace. All rights reserved
Li censed under the DuraSpace License.

A copy of the DuraSpace License has been included in this
distribution and is available at: http://ww.dspace.org/license

<beans xm ns="http://ww. springframework. org/ schema/ beans"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://ww. spri ngfranewor k. or g/ schena/ beans
ht t p: // www. spri ngf ramewor k. or g/ schena/ beans/ spri ng- beans- 2. 5. xsd" >

<bean id="org. dspace.identifier.service.ldentifierService"
cl ass="org. dspace.identifier.ldentifierServicelnpl"
aut owi r e="byType"
scope="si ngl eton"/>

<bean i d="org. dspace.identifier.DOIdentifierProvider"
class="org. dspace.identifier. DO |dentifierProvider"
scope="si ngl et on" >
<property name="configurati onService"
ref="org. dspace. servi ces. Confi gurati onService" />
<property name="DO Connect or"
ref="org. dspace.identifier.doi.DJ Connector" />
</ bean>

<bean id="org. dspace. i dentifier.doi.DO Connector"
cl ass="org. dspace. i dentifier.doi.DataC teConnector"
scope="si ngl et on" >
<property name=' DATACI TE_SCHEME' val ue='https'/>
<property nanme=' DATACI TE_HOST' val ue='nds.test.datacite.org'/>
<property name=' DATACI TE_DO _PATH value='/doi/"' />
<property name=' DATACI TE_METADATA PATH val ue='/netadata/' />
<property nanme='di ssem nati onCrosswal kNane' val ue="DataCte" />
</ bean>
</ beans>

If you use other IdentifierProviders beside the DOIlIdentifierProvider there will be more beans in this file.

Please pay attention to configure the property DATACITE_HOST. Per default it is set to the DataCite test server. To reserve real DOIs you will have to
change it to mds.datacite.org. Ask your registration agency if you're not sure about the correct address.

Sending metadata updates to DataCite
DSpace should send updates to DataCite whenever the metadata of an item changes. To do so, you must enable the DOIConsumer in your dspace.cfg (or

local.cfg. You should remove the comments in front of the two following properties or add them to the local.cfg:

[dspace]/config/dspace.cfg

event . consuner. doi . cl ass = org.dspace.identifier.doi.DJ Consurer
event.consuner.doi.filters = ItemMdi fy_Met adat a

Then you should add 'doi' to the property event . di spat cher. def aul t. consuner s. After adding it, this property may look like this:

[dspace]/config/dspace.cfg

event . di spat cher. defaul t. consuners = versioning, discovery, eperson, harvester, doi

DOls using DataCite and Iltem Level Versioning
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If you enabled Item Level Versioning you should enable the Ver si onedDO | denti fi er Provi der instead of the DO | denti fi er Provi der. The Ver s
i onedDO I denti fierProvi der ensures that newer versions of the same Item gets a DOI looking as the DOI of the first version of and item, extended
by a dot and the version number. With DSpace 6 this also became the default for handles if Item Level Versioning is enabled. In the configuration file [ dsp
ace]/config/spring/api/identifier-service.xn you'l find the possiblity to enable the Ver si onedDO | denti fi er Provi der . If you want to
use versioned DOIS, please comment out the DOl | dent i fi er Provi der as only one of both DOIProviders should be enabled at the same time.

Command Line Interface

To make DSpace resistant to outages of DataCite we decided to separate the DOI support into two parts. When a DOI should be generated, reserved or
minted, DSpace does this in its own database. To perform registration and/or reservation against the DOI registration agency a job has to be started using
the command line. Obviously this should be done by a cron job periodically. In this section we describe the command line interface, in case you ever want
to use it manually. In the next section you'll see the cron job that transfers all DOIs designated for reservation and/or registration.

The command line interface in general is documented here: Command Line Operations.

The command used for DOlIs is ‘'doi - or gani ser'. You can use the following options:

Option Option Parameter Description
(short) (long)

-d --delete-all Transmit information to the DOI registration agency about all DOIs that were deleted.
--delete- DOI Transmit information to the DOI registration agency that the specified DOl was deleted. The DOI must already be marked for
doi deletion; you cannot use this command to delete a DOI for an exisiting item.

-h --help Print online help.

-l --list List all DOIs whose changes were not committed to the registration agency yet.

-q --quiet The doi-organiser sends error reports to the mail address configured in the property alert.recipient in dspace.cfg. If you use this

option no output should be given to stdout. If you do not use this option the doi-organiser writes information about successful
and unsuccessful operations to stdout and stderr. You can find information in dspace.log of course.

-r --register- Transmit information about all DOIs that should be registered.
all

--register- | DOI | ItemID | If a DOI is marked for registration, you can trigger the registration at the DOI registration agency by this command. Specify
doi | handle either the DOI, the ID of the item, or its handle.

-s --reserve- Transmit to the DOI registration agency information about all DOIs that should be reserved.
all

--reserve- | DOI | ItemID | If a DOI is marked for registration, you can trigger the registration at the DOI registration agency by this command. Specify

doi | handle either the DOI, the ID of the item, or its handle.
-u --update- If a DOI is reserved for an item, the metadata of the item will be sent to DataCite. This command transmits new metadata for
all items whose metadata were changed since the DOI was reserved.

--update- DOI | ItemID  If a DOI needs an update of the metadata of the item it belongs to, you can trigger this update with this command. Specify
doi | handle either the DOI, the ID of the item, or its handle.

Currently you cannot generate new DOIs with this tool. You can only send information about changes in your local DSpace database to the registration
agency.

‘cron’' job for asynchronous reservation/registration

When a DOI should be reserved, registered, deleted or its metadata updated, DSpace just writes this information into its local database. A command line
interface is supplied to send the necessary information to the registration agency. This behavior makes it easier to react to outages or errors while using
the API. This information should be sent regularly, so it is a good idea to set up a cron job instead of doing it manually.

There are four commands that should be run regularly:

Update the metadata of all items that have changed since their DOI was reserved.
Reserve all DOIs marked for reservation

Register all DOIs marked for registration

Delete all DOIs marked for deletion

In DSpace, a DOI can have different states (see the following table). After updating an item's metadata the state of its assigned DOI is set back to the last
state it had before. So, e.g., if a DOI has the state "to be registered" and the metadata of its item changes, it will be set to the state "needs update". After
the update is performed its state is set to "to be registered" again. Because of this behavior the order of the commands above matters: the update
command must be executed before all of the other commands above.

State State DSpace State Description DataCite
# Name State
Name
0 UNKNOWN ' ??2? N/A*
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1 TO_BE_R  The submission has been approved and the DOI has been registered in DSpace. The registration has not yet been published to Draft
EGISTER | DataCite.

ED
2 TO_BE_R | The minted DOI has been associated with an item. However, the reservation has not yet been published to DataCite. N/A*
ESERVED
3 IS_REGIS | The registration has been published to DataCite and a url back to DSpace has been associated with the DOI. Findable
TERED
4 IS_RESER ' The reservation has been published to DataCite. Draft
VED
5 UPDATE_ = A"Reserved" DOI's metadata has been modified in DSpace, but its modification has not yet been communicated to DataCite. Draft
RESERVED
6 UPDATE_ | A "Registered" DOI's metadata has been maodified in DSpace, but its modification has not yet been communicated to DataCite. Findable
REGISTE
RED
7 UPDATE_ = A'To be registered" DOI's metadata has been modified in DSpace, but its modification has not yet been communicated to N/A*
BEFORE_ | DataCite.
REGISTR
ATION
8 TO_BE_D  Anitem with a registered DOI has been deleted in DSpace. However, the DOI still exists in DataCite.
ELETED
9 DELETED ' The DOI has been deleted in both DSpace and DataCite. Tombstone?
or nothing
visible
anymore?
10 PENDING ' The DOI was minted during submission. It was shown to a user that the submitted item would get this DOI if it ever gets any. The
DOl is pending until it is archived and passes any filter by the DOIlldentifierProvider or is assigned to the item manually by an
admin.
11 MINTED A DOl was created during the submission and a user was informed that the submission will get this DOI if any. Then the user

changed the submission in a way that ceased to satisfy the DOI filter. In case the item passes the filter again, we want to re-apply
the same DOI again (without creating new database rows), so we store it as being minted. DataCite was not informed about this
DOl.

* An item in this state is not visible in DataCite

The cron job should perform the following commands with the rights of the user your DSpace installation runs as:

[dspace] / bi n/ dspace doi-organiser -u -q
[ dspace] / bi n/ dspace doi -organiser -s -q
[ dspace]/ bi n/ dspace doi -organiser -r -q
[ dspace] / bi n/ dspace doi-organiser -d -q

The doi-organiser sends error messages as email and logs some additional information. The option -q tells DSpace to be quiet. If you don't use this option
the doi-organiser will print messages to stdout about every DOI it successfully reserved, registered, updated or deleted. Using a cron job these messages
would be sent as email.

In case of an error, consult the log messages. If there is an outage of the API of your registration agency, DSpace will not change the state of the DOIs so
that it will do everything necessary when the cron job starts the next time and the API is reachable again.

The frequency the cron job runs depends on your needs and your hardware. The more often you run the cron job the faster your new DOlIs will be
available online. If you have a lot of submissions and want the DOIs to be available really quickly, you probably should run the cron job every fifteen
minutes. If there are just one or two submissions per day, it should be enough to run the cron job twice a day.

To set up the cron job, you just need to run the following command as the dspace UNIX user:

crontab -e

The following line tells cron to run the necessary commands twice a day, at 1am and 1pm. Please notice that the line starting with the numbers is one line,
even it it should be shown as multiple lines in your browser.

# Send infornmation about new and changed DO's to the DO registration agency:
0 1,13 * * * [dspace]/bin/dspace doi-organiser -u -q ; [dspace]/bin/dspace doi-organiser -s -q ; [dspace]/bin
/ dspace doi-organi ser -r -q ; [dspace]/bin/dspace doi-organiser -d -q

Limitations of DataCite DOI support
Every DSpace installation expects to be the only application that generates DOIs which start with the prefix and the namespace separator you
coﬂ‘iured. DSpace does not check whether a DOI it generates is reserved or registered already.
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That means if you want to use other applications or even more than one DSpace installation to register DOIs with the same prefix, you'll have to use a
unique namespace separator for each of them. Also you should not generate DOIs manually with the same prefix and namespace separator you
configured within DSpace. For example, if your prefix is 10.5072 you can configure one DSpace installation to generate DOIs starting with 10.5072/papers-
, a second installation to generate DOls starting with 10.5072/data- and another application to generate DOIs starting with 10.5072/results-.

DOls will be used in addition to Handles. This implementation does not replace Handles with DOIs in DSpace. That means that DSpace will still generate
Handles for every item, every collection and every community, and will use those Handles as part of the URL of items, collections and communities.

DSpace currently generates DOls for items only. There is no support to generate DOIs for Communities and collections yet.
When using DSpace's support for the DataCite API probably not all information would be restored when using the AIP Backup and Restore (see https://gith

ub.com/DSpace/DSpace/issues/5203). The DOIs included in metadata of Items will be restored, but DSpace won't update the metadata of those items at
DataCite anymore. You can even get problems when minting new DOls after you restored older once using AlP.

Configure DSpace to use EZID service for registration of DOIs

The EZID IdentifierProvider operates synchronously, so there is much less to configure. You will need to un-comment the or g. dspace. i dentifier.
EZI DI denti fierProvi der beaninconfi g/ spring/api/identifier-service.xnl toenable DOI registration through EZID.

In confi g/ dspace. cf g you will find a small block of settings whose names begin with i denti fi er. doi . ezi d. You should uncomment these
properties and give them appropriate values. Sample values for a test account are supplied.

name meaning

identifier.doi.ezid.shoulder The "shoulder" is the DOI prefix issued to you by the EZID service. DOIs minted by this instance of DSpace will be
the concatenation of the "shoulder" and a locally unique token.

identifier.doi.ezid.user The username and password by which you authenticate to EZID.

identifier.doi.ezid.password

identifier.doi.ezid.publisher You may specify a default value for the required dat aci t e. publ i sher metadatum, for use when the Item has no
publisher.
crosswalk.dissemination. Should match identifier.doi.ezid.publisher.

DataCite.publisher

crosswalk.dissemination. Name of the hosting institution. If not configured, it will be set to the value of crosswalk.dissemination.DataCite.
DataCite.hostinglInstitution publisher.

crosswalk.dissemination. Name of the data manager. If not configured, it will be set to the value of crosswalk.dissemination.DataCite.
DataCite.dataManager publisher.

Back in confi g/ spring/api/identifier-service.xm you will see some other configuration of the EZI DI dent i f er Provi der bean. In most
situations, the default settings should work well. But, here's an explanation of options available:

® EZID Provider / Registrar settings: By default, the EZIDIdentifierProvider is configured to use the CDLib provider (ezid.cdlib.org) in the EZI D_SCHE
ME, EZI D_HOST and EZI D_PATH settings. In most situations, the default values should work for you. However, you may need to modify these
values (especially the EZI D_HOST) if you are registered with a different EZID provider. In that situation, please check with your provider for valid
"host" and "path” settings. If your provider provides EZID service at a particular path on its host, you may set that in EZI D_PATH.
© NOTE: As of the writing of this documentation, the default CDLib provider settings should also work for institutions that use Purdue (ezid.
lib.purdue.edu) as a provider. Currently, Purdue and CDLib currently share the same infrastructure, and both ezi d. cdl i b. org and ez
id.l'ib.purdue. edu pointto the same location.
® Metadata mappings: You can alter the mapping between DSpace and EZID metadata, should you choose. The cr osswal k property is a map
from DSpace metadata fields to EZID fields, and can be extended or changed. The key of each ent ry is the name of an EZID metadata field;
the val ue is the name of the corresponding DSpace field, from which the EZID metadata will be populated.
® Crosswalking / Transforms: You can also supply transformations to be applied to field values using the cr osswal kTr ansf or mproperty. Each k
ey is the name of an EZID metadata field, and its val ue is the name of a Java class which will convert the value of the corresponding DSpace
field to its EZID form. The only transformation currently provided is one which converts a date to the year of that date, named or g. dspace.
identifier.ezid. DateToYear. Inthe configuration as delivered, it is used to convert the date of issue to the year of publication. You may
create new Java classes with which to supply other transformations, and map them to metadata fields here. If an EZID metadatum is not named
in this map, the default mapping is applied: the string value of the DSpace field is copied verbatim.

Limitations of EZID DOI support

DOls will be used in addition to Handles. This implementation does not replace Handles with DOIs in DSpace. That means that DSpace will continue to
generate Handles for every item, every collection and every community, and will use those Handles as part of the URL of items, collections and
communities.

Currently, the EZIDIdentifierProvider has a known issue where it stores its DOIs in the dc. i dent i fi er field, instead of using the dc. i denti fier.uri
field (which is the one used by DataCite DOIs and Handles). See https://github.com/DSpace/DSpace/pull/1006 for more details. This will be corrected in a
future version of DSpace.

DSpace currently generates DOls for items only. There is no support to generate DOIs for Communities and Collections yet.
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Adding support for other Registration Agencies

If you want DSpace to support other registration agencies, you just have to write a Java class that implements the interface DOIConnector ([dspace-source]
/dspace-api/src/main/java/org/dspace/identifier/doi/DOIConnector.java). You might use the DataCiteConnector ([dspace-source]/dspace-api/src/main/java
/org/dspace/identifier/doi/DataCiteConnector.java) as an example. After developing your own DOIConnector, you configure DSpace as if you were using
the DataCite API directly. Just use your DOIConnector when configuring the IdentifierService instead of the DataCiteConnector.

Configuring pre-registration of Identifiers

Why mint in submission?
Users often want to see what DOI they will get so they can alter their PDF, coverpage, other metadata, and so on.

This feature should ensure that users can see their future DOI, and if necessary, a warning that if certain conditions are not met, the DOI will not be
registered after approval.

Keeping a DOI in pending status does use up an integer from the total DOl namespace, but it also ensures that the submitter, reviewers, administrators etc
know what the DOI will be if it is ever registered in the future.

If this is really not desired, eg. there are many item types which should never get a DOI, then there is a way to configure a filter that avoids minting a new
PENDING DOl at all unless conditions are met in submission.

Enable the Identifiers step

See Submission User Interface#Configuringthe%?22ldentifiers%22step

Configure filters and behaviour

To enable this feature and configure the exact way it works, edit the ${ dspace. di r}/ dspace/ nodul es/i denti fi ers. cf g configuration file

Propert i dentifiers.subm ssion.register
y:

Exampl  true
e
Value:

Inform  Enable this feature. Default: false.
ational
Note: Handles will be registered at time of submission.

DOls (if item filters evaluate to true) will be minted in a "pending" state for items, to be registered or queued for registration at archival.
Propert identifiers.submission.filter.install
y:

Exampl doi-filter
e
Value:

Inform | Bean ID of a logical item filter (see confi g/ modul es/ spring/api/itemfilters.xnl ) thatwill be used to evaluate whether a DOI
ational | should be queued for registration when this item is installed (archived) in DSpace. This filter will be applied whether or not a "pending” DOI is
Note: already minted for the item.

(If a filter is absent or null, an item will always be evaluated as 'true’)

Propert identifiers.subm ssion.filter.workspace
y:

Exampl al ways_true_filter
e
Value:

Inform | Bean ID of a logical item filter (see conf i g/ nmodul es/ spring/api/itemfilters.xn ) thatwil be used to evaluate whether a DOI
ational | should be minted as "pending" for registration when this item is first submitted as a workspace item in DSpace.
note
Depending on the value of i denti fi ers. submi ssi on. stri p_pendi ng_duri ng_subni ssi on this filter will be checked whenever the
workspace item changes, to see if it now qualifies for a DOI.
Default: always_true_filter

(If a filter is absent or null, an item will always be evaluated as 'true’)
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Propert identifiers.subm ssion.strip_pendi ng_during_subm ssi on
y:

Exampl true
e
Value:

Inform  If, during workspace item changes, the workspace filter no longer evaluates to true, should any DOIs be stripped? (moved to MINTED or
ational = DELETED status)
Note:

This is useful in situations where the submitter needs real-time feedback as to whether their item qualifies for a DOI.

Propert identifiers.itemstatus.register-doi
y:

Exampl  fal se
e
Value:

Inform | Allow administrators to queue DOls for registration in the ltem Status page.
ational
Note: Default: false.

Important: This configuration property must be set, even if it matches the default, as it is exposed as a REST configuration property to the
frontend.

Administrator registration
If an item does not have a DOI at all, or if an item has a MINTED or PENDING DOI, a user with ADMIN rights over the item may queue the DOI

registration from the Item Status page. No filters will be applied to this action. This requiresi dentifiers.item status.regi ster-doi tobetrue in
identifiers configuration (see above)
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Item Level Versioning

1 What is Item Level Versioning?
2 Important warnings
3 Disabling Item Level Versioning
4 Initial Requirements
5 User Interface
5.1 General behaviour: Linear Versioning
5.2 Creating a new version of an item
5.3 View the history and older versions of an item
6 Architecture
6.1 Versioning model
7 Configuration
7.1 Versioning Service Override
7.2 ldentifier Service Override
7.3 Version History Visibility
7.3.1 Hide Editor/Submitter details in version table
7.4 Allowing submitters to version their items
8 Identified Challenges & Known Issues
8.1 Conceptual compatibility with Embargo
8.2 Conceptual compatibility with Item Level Statistics

What is Item Level Versioning?

Versioning is a new functionality to build the history of an item. Users will have the opportunity to create new version of an existing item any time the will
make a change.

Su(:’aﬁarted in 7.1 or above

ItenT level versioning was not fully supported in DSpace 7.0 (you were only able to view existing versions). It was restored in DSpace 7.1. See DSpace
Release 7.0 Status

Important warnings

Item Level Versioning on Entities configuration

Conffigurable Entities are supported in Item Level Versioning support starting from version 7.3. More details about the configuration specific to Configurable
Entities can be found on that page.
AIP _Backup & Restore functionality only works with the Latest Version of ltems

If y@are using the AIP Backup and Restore functionality to backup / restore / migrate DSpace Content, you must be aware that the "ltem Level
Versioning" feature is not yet compatible with AIP Backup & Restore. Using them together may result in accidental data loss. Currently the AIPs that
DSpace generates only store the latest version of an Item. Therefore, past versions of Items will always be lost when you perform a restore / replace using
AIP tools. See https://github.com/DSpace/DSpace/issues/4751.

DSésce 6+ changed the way Handles are created for versioned ltems

Stafting with 6.0, the way DSpace crates Handles for versioned Items was changed. If you want to keep the old behavior of DSpace 4 and 5 you have to

enable the Ver si onedHandl el denti fi er Provi der Wt hCanoni cal Handl es in the XML configuration files [ dspace] / confi g/ spri ng/ api
/identifier-service.xm . See IdentifierServiceOverride below for details and the comments in the configuration file.

Disabling Item Level Versioning

By default, Item Level Versioning is enabled in DSpace 7. You may choose to disable it by updating this configuration in your local.cfg:

ver si oni ng. enabl ed = fal se

Additionally, you will need to make the following changes to disable all versioning-related features:

® Switch to using the basic "HandleldentifierProvider" in your [ dspace] / confi g/ spring/ api/identifier-services.xnl . Make sure to
comment out the "VersionedHandleldentifierProvider" and replace it with this:

<l-- This Handl el dentiferProvider should be used when versioning is disabled -->
<bean id="org. dspace.identifier.Handl el dentifierProvider" class="org.dspace.identifier.
Handl el denti fi er Provi der" scope="singl eton">

<property name="configurationService" ref="org.dspace. services. ConfigurationService"/>
</ bean>

®* Remove the "versioning" consumer from the list of default Event Consumers in either your dspace.cfg or local.cfg. Look for this configuration:
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# Renpve the "versioning" entry in this |ist
# (NOTE: Your list of consuners may be different based on the features you' ve enabl ed)
#event . di spat cher. def aul t. consuners = versioni ng, discovery, eperson

# For exanpl e:
event . di spat cher. defaul t. consuners = di scovery, eperson

Once these changes are made, you will need to restart your servlet container (e.g. Tomcat) for the new settings to take effect.

Initial Requirements

The Item Level Versioning implementation builds on following requirements identified by the stakeholders who supported this contribution: Initial
Requirements Analysis

1. What should be Versionable
a. Versioning happens at the level of an Individual Item
b. Versioning should preserve the current state of metadata, bitstreams and resource policies attached to the item.
2. Access, Search and Discovery
a. Only the most recent version of an item is available via the search interface
b. Previous versions of Items should continue to be visible, citable and accessible
c. The Bitstreams for previous versions are retained. If something was once retrievable, it should always be retrievable.
3. Identifiers
a. Each version of an Item is represented by a separate "versioned" identifier
b. A base "versionhistory" Identifier points to the most recent version of the Item.
c. A revision identifier also exists that is unique to the specific version.
d. When a new version of an Item is deposited, a new revision identifier will be created.
4. Presentation
a. On the item page, there is a link to view previous/subsequent versions.
b. By examining the metadata or identifiers, it is possible to determine whether an item is the most recent version, the original version, or
an intermediate version.
5. Access Control and Rights
a. Certain roles should be able to generate a new version of the item via submission.
b. To submitters, collection manager, administrators will be given to option to create new version of an item.
c. Rights to access a specific Item should transmute as well to previous versions
d. Rights to access a specific Bitstream should also transmute to previous versions.
6. Data Integrity
a. The relationships between versions should not be brittle and breakable by manipulating Item metadata records.
b. The relationships between versions should be preserved and predictable in various Metadata Exports (OAl, Packagers, ItemExport)
c. The relationships between versions should be maintained in SWORD and AIP packaging and be maintained in updates and restorations.

User Interface

General behaviour: Linear Versioning
From the user interface, DSpace offers linear versioning. As opposed to hierarchical versioning, linear version has following properties:

* A new version can be created started from any available version but will be always be put at the end of the version history (it will be the latest)
® Only one in-progress version can exist at any time. When new version has been created and still needs to pass certain steps of the workflow, it is
temporarily impossible to create another new version until the workflow steps are finished and the new version has replaced the previous one.

Creating a new version of an item

Administrators, collection/community administrators and eventually the original submitter can create new versions of an item from the Iltem View page. By
default the original submitter is not allowed to create new version but the permission can be granted with the following property

modules/versioning.cfg

ver si oni ng. submi tter CanCr eat eNewMer si on=f al se

261


https://wiki.duraspace.org/display/DSPACE/Item+Versioning+Support
https://wiki.duraspace.org/display/DSPACE/Item+Versioning+Support

1. Click "Create a new version" from the buttons on the right side of the item page.

}D Communities & Collections  Statistics All of DSpace ¥ Q @ 9 v

DSPACE

Home e NGLP University o Test Department 1 e Classics Papers e Sample ltem Title

Sample Item Title
o Abstract
Abstract is here
Description
L ‘ H H What is a description?
URI

X https://demo7.dspace.org/handle/10673/2278
Files
Example Document 2.pdf (51.37 KB) Collections

Example Document.pdf (51.37 KB) Classics Papers

Date @ Full item page

2021-07-10

2. Provide the reason for creating a new version that will later on be stored and displayed in the version summary.

New version

Create a new version for this item

Summary:

An errata corrige is availabLel

3. Your new version is now creates as a new Item in your Workspace. It requires you to go through the submission and workflow steps like you
would do for a normal, new submission to the collection. The rationale behind this is that if you are adding new files or metadata, you will also
need to accept the license for them. In addition to this, the versioning functionality does not bypass any quality control embedded in the workflow
steps.

?)  Communities & Collections Allof DSpace ¥ Qe Oe-
DSPACE

Home « Edit Submission

&, Drop files to attach them to the item, or browse

Collection | Classics Papers ~ Add more +

Describe o A

Author

Enter the author's name (Family name, Given names).

+ Add more
Title *

Sample Item Title

Enter the main title of the item,

Other Titles

(and another title) ﬂ

If the item has any alternative titles, please enter them here,

+ Add more

After the submission steps and the execution of subsequent workflow steps, the new version becomes available in the repository.

Versions can be also managed via the edit item page, in the dedicated versions tab

262



Statistics  Communities & Collections ~ All of DSpace ¥ QA O-
space
+
Home o NGLP University » Test Department 1 o Classics Papers o Sample Item Title o Edit ltem
4
g Edit ltem
|
Status  Bitstreams  Metadata  Relationships  Version History  Collection Mapper
B
You are currently viewing version 1 of the item.
P d
Now showing 1 - 2 of 2
Q
Version Editor Date Summary
= 2 2021-10-31 21:04:15 An errata corrige is available @
Y
1+ viw) 2021-07-09 17:27:38
>

* Selected version

.
s

DSpace software copyright © 2002-2021 LYRASIS

Cookie settings | Privacy policy | End User Agreement

View the history and older versions of an item

An overview of the version history, including links to older versions of an item, is available at the bottom of an Item View page. The repository administrator
can decide whether the version history should be available to all users or restricted to administrators. By default, this information is available to all

users. Information displayed includes the version number, Submitter/Editor name (only if enabled), date, and summary/description. As necessary, you
may change the visibility of this table or the "Editor" column using the "Version History Visibility" configurations below.

Version History

You are currently viewing version 2 of the item.

Now showing 1 - 2 of 2

Version Editor Date Summary
2* 2021-10-31 21:04:15 An errata corrige is available
1 2021-07-09 17:27:38

* Selected version

Architecture

Versioning model

For every new Version a separate DSpace Item will be created that replicates the metadata, bundle and bitstream records. The bitstream records will point
to the same file on the disk.
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Item Item’

B — B

Bundle Bundle'

Bitstream 1 I Bitstream 2

L‘-ﬁlss/m—|

i
| Bitstream 2 i
I

The Cleanup method has been modified to retain the file if another Bitstream record point to it (the dotted lines in the diagram represent a bitstream
deleted in the new version), in other words the file will be deleted only if the Bitstream record processed is the only one to point to the file (count(INTERNAL

_ID)=1).

Configuration

Versioning Service Override

You can override the default behaviour of the Versioning Service using following XML configuration file, deployed under your dspace installation directory:

[dspace_installation_dir]/config/spring/api/versioning-service.xml

In this file, you can specify which metadata fields are automatically "reset" (i.e. cleared out) during the creation of a new item version. By default, all
metadata values (and bitstreams) are copied over to the newly created version, with the exception of dc.date.accessioned and dc.description.
provenance. You may specify additional metadata fields to reset by adding them to the "ignoredMetadataFields" property in the "versioning-service.xml"

file:

<l-- Default Item Versioning Provider, defines behavior for replicating
|tem Metadata, Budles and Bitstreans. Autowired at this tinme. -->
<bean cl ass="org. dspace. ver si oni ng. Def aul t | t enVer si onPr ovi der" >
<property name="ignoredMet adat aFi el ds" >
<set >
<val ue>dc. dat e. accessi oned</ val ue>
<val ue>dc. descri ption. provenance</val ue>
</ set>
</ property>
</ bean>

Identifier Service Override

Persistent Identifiers are used to address Items within DSpace. The handle system is deeply integrated within DSpace, but since version 4 DSpace can
also mint DOIs. DSpace 4 and 5 supported one type of versioned handle: The initial version of an Item got a handle, e.g. 10673/100. This handle was
called the canonical one. When a newer version was created, the canonical handle was moved to identify the newest version. The previously newest
version got a new handle build out of the canonical handle extended by a dot and the version number. In the image below you see a version history of an

item using this handle strategy.
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The canonical handle will always point to the newest version of an Item. This makes sense if you hide the version history. Normal users won't be able to
find older versions and will always see just the newest one. Please keep in mind, that older versions can be accessed by "guessing" the versioned Handle
if you do not remove the read policies manually. The downside of this identifier strategy is that there is no permanent handle to cite the currently newest
version, as it will get a new Handle when a newer version is created.

With DSpace 6 versioned DOIs (using DataCite as DOI registration agency) were added and the default versioned Handle strategy was changed. Starting
with DSpace 6 the Ver si onedHandl el denti fi er Provi der creates a handle for the first version of an item. Every newer version gets the same handle
extended by a dot and the version number. To stay by the example from above, the first version of an Item gets the Handle 10673/100, the second version
10673/100.2, the third version 10673.3 and so on. This strategy has the downside that there is no handle pointing always to the newest version. But each
version gets an identifier that can be use to cite exactly this version. If page numbers changes in newer editions the old citations stay valid.

In DSpace 4 and 5 only the strategy using canonical handles (one handle that always points to the newest version) were implemented. In DSpace 6 the
strategy of creating a new handle for each version was implemented. With DSpace 6 this new strategy become the default. The strategy using canonical
handle still exists in DSpace but you have to enable the Ver si onedHandl el denti fi er Wt hCanoni cal Handl es in the file [ dspace] / confi g
/spring/api/identifier-service.xm .With DSpace 6 versioned DOIs were introduced using the strategy that every new version gets a new DOI
(extended by a dot and the version numbers for versions >= 2). To use versioned Handle you have to enable DOIs, you have to use DataCite as
registration agency and you have to enable the Ver si onedDO | denti fi er Provi der in the named configuration file.

You can configure which persistent identifiers should be used by editing following XML configuration file, deployed under your dspace installation directory:
[dspace_installation_dir]/config/spring/api/identifier-service.xml

No changes to this file are required to enable Versioning. This file is currently only relevant if you want to keep the identifier strategy from DSpace 4 and 5
or if you want to enable DOlIs or even versioned DOls.

Version History Visibility

By default, all users will be able to see the version history. To ensure that only administrators can see the Version History, enable ver si oni ng. i t em

hi story. vi ew adni ninthe [ dspace]/ confi g/ nodul es/ ver si oni ng. cf g OR in your | ocal . cf g file.

# Setting this to "true" will hide the entire "Version History" table from
# all users *except* Administrators
versioning.item history.view adni n=fal se

Hide Editor/Submitter details in version table

In either the [ dspace] / confi g/ modul es/ ver si oni ng. cf g configuration file or your | ocal . cf g, you can customize the configuration option
versioning.item history.include. subnitter.Bydefault this is set to false, which means that information about the submitter is only viewable
by administrators. If you want to expose the submitters information to everyone (which be useful if all submitters uses generic institutional email addresses,
but may conflict with local privacy laws if personal details are included) you can set this configuration property to true.

# This property controls whether the name of the submtter/editor

# of a version should be included in the version history of an item

# Set to "true" to show the submitter to all users who have access to the table.

# Set to "false" to hide the submitter information fromeveryone except Administrators
versioning.itemhistory.include. subnitter=fal se

Allowing submitters to version their items
With DSpace 6.0 it became possible to allow submitters to create new versions of their own items. The new versions are going through the normal
workflow process if the collection is configured this way. To allow submitters to create new versions of Item they originally submitted, you have to change

the configuration property ver si oni ng. submi t t er CanCr eat eNewVer si on and setitto t r ue. It is part of the configuration file [ dspace]/ confi g
/ modul es/ ver si oni ng. cf g but can be overridden in your | ocal . cf g too.

Identified Challenges & Known Issues
Item Level Versioning has a substantial conceptual impact on many DSpace features. Therefore it has been accepted into DSpace as an optional feature.

Following challenges have been identified in the current implementation. As an early adopter of the Item Level Versioning feature, your input is greatly
appreciated on any of these.

Conceptual compatibility with Embargo

Lifting an embargo currently does not interact with Iltem Level Versioning. Additional implementation would be required to ensure that lifting an embargo
actually creates a new version of the item.

Conceptual compatibility with Iltem Level Statistics

Both on the level of pageviews and downloads, different versions of an item are treated as different items. As a result, an end user will have the impression
that the stats are being "reset" once a new version is installed, because the previous downloads and pageviews are allocated to the previous version.
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One possible solution would be to present an end user with aggregated statistics across all viewers, and give administrators the possibility to view
statistics per version.
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Mapping/Linking Items to multiple Collections

® Introduction
® Using the Item Mapper
® |mplications
© Mapping collection vs Owning collection
© Mapping an item does not modify access rights

Introduction

The Item Mapper is a tool in the DSpace web user interface allowing repository managers to display the same item in multiple collections at once. Thanks
to this feature, a repository manager is not forced to duplicate items to display them in different collections

Using the Item Mapper

In the User Interface, the item mapper can be accessed when editing an Item.

Login as someone with Edit permissions
Search/browse to the Item
Click the "Edit this Item" button
Click "Mapped" collections" button on the "Status" tab
© You'll be shown a list of currently mapped collections (if any)
© You can also map the item to a new collection by clicking on "Map new collections" tab, and searching for the Collection(s)

Implications

Mapping collection vs Owning collection

The relation between an item and the collection in which it is mapped is different from the relation that this item has with the collection to which it was
originally submitted. This second collection is referred to as the "owning" collection. When an item is deleted from the owning collection, it automatically
disappears from the mapping collection. From within the mapping collection, the only thing that can be deleted is the mapping relation. Removing this
mapping relation does not affect the presence of the item in the owning collection.

Mapping an item does not modify access rights

When an item gets mapped into a collection, it does not receive new access rights. It retains the authorizations that it inherited from the
collection that "owns" it. Collection admins who do not have read access to an item will not be able to map them to
other collections.
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Metadata Recommendations

1 Recommended Metadata Fields
2 Local Fields

Recommended Metadata Fields

DSpace provides a broad list of metadata fields out of the box (see: Metadata and Bitstream Format Registries), and a variety of options for adding content
to DSpace (both from the Ul and from other services). No matter which Ingest option you use, DSpace recommends ensuring that the following metadata

fields are specified:

® Title(dc.title)
© When submitting an Item via the DSpace web user interface, this field is required.
© If you add an Item to DSpace through another means (SWORD, etc), it is recommend to specify a title for an Item. Without a title, the

Item will show up in DSpace a "Untitled".

® Publication Date (dc. dat e. i ssued)
© When submitting an Item via the DSpace web user interface, this field is required (by default).

" However, your System Administrator can choose to enable the "Initial Questions" step within the Submission User Interface. En
abling this step will cause the following to occur: If the item is said to be "published", then the Publication Date will be required.
If the item is said to be "unpublished" then the Publication Date will be auto-set to today's date (date of submission). WARNING:
Google Scholar has recommended against automatically assigning this "dc.date.issued" field to the date of submission as it
often results in incorrect dates in Google Scholar results. See https://github.com/DSpace/DSpace/issues/4850 and https://githu

b.com/DSpace/DSpace/issues/5112 for more details.
© If you add and Item to DSpace through another means (SWORD, etc), it is recommended to specify the date in which an Item was
published, in ISO-8601 (e.g. 2007, 2008-01, or 2011-03-04). This ensures DSpace can accurately report the publication date to services
like Google Scholar. If an item is unpublished, you can either chose to leave this blank, or pass in the literal string "today" (which will tell

DSpace to automatically set it to the date of ingest)

DS@ajce will not auto-assign a "dc.date.issued"

As 6f DSpace 4.0, the system will not assign a "dc.date.issued" when unspecified. Previous versions of DSpace (3.0 or below) would set
"dc.date.issued" to the date of accession (dc.date.accessioned), if it was unspecified during ingest.

If you are adding content to DSpace without using the DSpace web user interface, there are two recommended options for assigning "dc.
date.issued"

= |f the item is previously published before, please set "dc.date.issued" to the date of publication in ISO-8601(e.g. 2007, 2008-01,

or 2011-03-04)
" |f the item has never been previously published, you may set "dc.date.issued="today" (the literal string "today"). This will cause

DSpace to automatically assign "dc.date.issued" to the date of accession (dc.date.accessioned), as it did previously
® You can also chose to leave "dc.date.issued" as unspecified, but then the new Item will have an empty date within

DSpace.

Obviously, we recommend specifying as much metadata as you can about a new Item. For a full list of supported metadata fields, please see: Metadata
and Bitstream Format Registries

Local Fields

You may encounter situations in which you will require an appropriate place to store information that does not immediately fit with the description of a field
in the default registry. The recommended practice in this situation is to create new fields in a separate schema. You can choose your own name and prefix

for this schema such as local. or myuni.

It is generally discouraged to use any of the fields from the default schema as a place to store information that doesn't correspond with the fields
description. This is especially true if you are ever considering the option to open up your repository metadata for external harvesting.
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Moving ltems

1 Moving Items via Web Ul
2 Moving Items via the Batch Metadata Editor

Moving Items via Web Ul

It is possible for Administrators to move items one at a time from the User Interface.

Login as an Administrator
Browse/search for the item.
Click "Edit this Item" on the item page
When editing an item, on the 'Edit item' screen, click the "Move..." button.
Search for the new Collection for the item to appear in. By default, when the item is moved, it will take its authorizations (who can READ / WRITE
it) with it.
o If you wish for the item to take on the default authorizations of the destination collection, tick the 'Inherit policies' checkbox. This is useful
if you are moving an item from a private collection to a public collection, or from a public collection to a private collection.
© Note: When selecting the 'Inherit policies' option, ensure that this will not override system-managed authorizations such as those
imposed by the embargo system.

Moving Items via the Batch Metadata Editor

Items may also be moved in bulk by using the CSV batch metadata editor (see Editing Collection Membership section under Batch Metadata Editing).
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PDF Citation Cover Page

Enabling PDF Cover Pages may affect your site's visibility in Google Scholar (and similar search engines)

Godgle Scholar specifically warns against automatically generating PDF Cover Pages, as they can break the metadata extraction techniques used by their
search engine. Be aware that enabling PDF Cover Pages may also cause those items to no longer be indexed by Google Scholar. For more information,
please see the "Indexing Repositories: Pitfalls and Best Practices" talk from Anurag Acharya (co-creator of Google Scholar) presented at the Open
Repositories 2015 conference.

A known issue with the current implementation of the PDF Citation Cover Page is that primarily only English/Roman characters are supported. This is due
toallimitation in the tool used to generate PDFs. See https://github.com/DSpace/DSpace/issues/5590 for more details on this issue

Adding a cover page to retrieved documents from DSpace that include additional citation information has been sought, as documents uploaded to the
repository might have had their context stripped from them, when they are just a PDF. Context that might have surrounded the document would be the
journal, publisher, edition, and more. Without that information, the document might just be a few pages of text, with no way to piece it together. Since
repository policy might be to include this information as metadata to the Item, this metadata can be added to the citation cover page, so that the derivative
PDF includes all of this information.

The citation cover page works by only storing the original PDF in DSpace, and then generating the citation-cover-page PDF on-the-fly. An alternative set
up would be to run the PDF Citation Coverpage Curation Task on the DSpace repository contents, and then disseminate the pre-generated citation-version
instead of generating it on the fly.

DSpace Institution

DSpace Repository http://dspace.org
Reports Community Annual Reports Collection
2015-01-12

2015 Annual Report

Dietz, Peter

Longsight Inc

http://hdl.handle.net/123456789/13470
Downloaded from DSpace Repository, DSpace Institution's institutional repository

Configuration settings for Citation Cover Page
Configuration file renamed to citation-page.cfg and configurations names have changed
1
As of DSpace 6.0, the configuration file for this feature was renamed from di ssemi nate-ci tation.cfgtocitation-page. cfg. The renaming was
to clarify the purpose of this configuration file, as its previous name was misleading / confusing to some users.

In addition, all configurations below have now been prefixed with "citation-page"” (e.g. the enabl e_gl obal | y configuration has been renamed to ci t at i
on- page. enabl e_gl obal | y)

In the { dspace. dir}/ confi g/ modul es/ ci t ati on- page. cf g file review the following fields to make sure they are uncommented:

Property: citation-page.enable_globally
Example citation-page.enable_globally = true
Values:

Informational = Boolean to determine is citation-functionality is enabled globally for entire site. This will enable the citation cover page generator for all
Note: PDFs.

Default: disabled

Property: citation-page.enabled_collections
Example citation-page.enabled_collections = 1811/123, 1811/234
Values:
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Informational
Note:

Property:

Example
Values:

Informational
Note:

Property:

Example
Values:

Informational
Note:

Property:

Example
Values:

Informational
Note:

Property:

Example
Values:

Informational
Note:

Property:

Example
Values:

Informational
Note:

Property:

Example
Values:

Informational
Note:

List of collection handles to enable the cover page generator for bitstreams within.
Default: blank
citation-page.enabled_communities

citation-page.enabled_communities = 1811/222, 1811/333

List of community handles to enable the cover page generator for bitstreams within.
Default: blank
citation-page.citation_as_first_page

citation-page.citation_as_first_page = true

Should the citation page be the first page cover (true), or the last page (false).
Default: true, (first page)
citation-page.headerl

citation-page.headerl = University of Higher Education

First row of header, perhaps for institution / university name. Commas separate multiple sections of the header (see screenshot above)
Default Value: DSpace Institution
citation-page.header2
citation-page.header2 = Scholar Archive\, http://archive.example.com
Second row of header, perhaps put your DSpace instance branded name, and url to your DSpace. A comma is used to separate
instance name, and the URL
Default Value: DSpace Repository, http://dspace.org
citation-page.fields
citation-page.fields = dc.date.issued, dc.title, dc.creator, dc.contributor.author, dc.publisher, _line_, dc.identifier.citation, dc.identifier.uri
Metadata fields to display on the citation PDF. Specify in schema.element.qualifier form, and separate fields by a comma. If you want to
have a horizontal line break, use _line_
Default Value: dc.date.issued,dc.title,dc.creator,dc.contributor.author,dc.publisher,_line_,dc.identifier.citation,dc.identifier.uri
citation-page.footer

citation-page.footer = Downloaded from Scholar Archive at University of Higher Education\, an open access institutional repository. All
Rights Reserved.

Footer text at the bottom of the citation page. It might be some type of license or copyright information, or just letting the recipient know
where they downloaded the file from.

Default Value: Downloaded from DSpace Repository\, DSpace Institution's institutional repository

NOTE: any commas appearing in this text should be escaped as "\,". See example above.
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Request Withdrawn and Reinstate of an item

® Qverview

© Enabling this Feature
® Withdrawal

© Submitter

© Admin
® Reinstate

© Submitter

© Admin

Overview

The implementation enables all the authenticated users to create WITHDRAWN and REINSTATE requests for a deposited item using the quality
assurance event mechanism, which is handled by administrators and specific groups.

Once a WITHDRAWN or REINSTATE request is submitted, it can also be cancelled.
To enable Request Withdrawn and Reinstate of an item, you MUST first enable the following:

® Quality Assurance

Enabling this Feature

This feature is only enabled to Administrators by default. However, if you wish to allow additional users to make these requests for withdrawal or
reinstatement of an Item, you can specify the Group of users who is allowed to make these requests.

If you want to allow all authenticated users to have this feature, you can configure this setting to use the "Anonymous" group:

# Setting this to "Anonynous" allows any authenticated user to submt a request.

# NOTE: It will NOT allow Anonynous users to subnit the request as all requests MJST be connected to an EPerson
account .

gaevents.w t hdraw-rei nstate. group = Anonynous

inthe | ocal . cf g file.

Once enabled, when you are logged in you will see a "Request Withdrawal" or "Request Reinstatement" button on Item pages (depending on their current
status). See example screenshots below.

Withdrawal

Submitter

The user can withdraw an item from the details page of the archived item. Any authenticated user has the permission to withdraw an item.

Click on the eye icon to start the withdrawal of the item.
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) Communities & Collections  Allof DSpace ~ _Statistics Q@ e-
ospace

Home o Publications e Publications 2 » The ionized gas in nearby ...

Publication: The ionized gas in nearby galaxies as traced by the
[N 1] 122 and 205 pm transitions
Research Projects

™ N: N ! RSA1427378
umbnai p
Available iffiy
Date Organizational Units
2016
@  Ecosystem Management (ECOBE)
Authors ‘-

Herrera-Camus, R

Bolatto, A

Smith, JD

Draine, B Description

Pellegrini, £ § . .

Wottire. bt The [N Il] 122 and 205 jim transitions are powerful tracers of the ionized gas in the in-
olfire,

Cromall K terstellar medium. By combining data from 21 galaxies selected from the Herschel
roxall,

e toose! KINGFISH and Beyond the Peak surveys, we have compiled 141 spatially resolved re-
e, Looze

gions with a typical size of ~1 kiloparsec, with observations of both [N I] far-infrared
Calzetti, D

lines. We measure [N Il] 122/205 line ratios in the ~ 0.6 - 6 range, which corresponds to
electron gas densities n$_e$ ~ 1 - 300 cm$A{-3}$ , with a median value of n$_e$ = 30

Show 10 more cm$A{-3}$ . Variations in the electron density within individual galaxies can be as a high
as a factor of ~ 50, frequently with strong radial gradients. We find that n$_e$ increases

Kennicutt, Robert

Following that, describe the reason for the withdrawal and subsequently confirm it.

Request withdrawal

You are requesting to withdrawn this item

Please enter the reason for the withdrawal

Enter the reason for the withdrawal

An automatic notification will appear in a notification box, indicating that a withdrawal has been requested for this particular item.

If the withdrawal request is approved, the user will be notified and will be given the opportunity to reinstate the request.

Clicking on View on the item page will lead to the "Quality Assurance" page, which lists the topics/requests. In case there is only one topic available, it will
automatically redirect to the item list.
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PJ Communities & Collections All of DSpace ¥ Statistics Q @ 9 T
DSPACE

Home & Publications « Publications 2 « The International Postal N...

b2

e There are 1 pending suggestions related to your account
DSPACE

Publication: The International Postal Network and Other Global
Flows as Proxies for National Wellbeing

Research Projects

N
° EP/KD19392

Thumbnail

Available

The action button displays the count of elements associated with a specific topic. Clicking on it will lead to a different view of the list of items, tailored
based on the user's role.

}J Communities & Collections All of DSpace ™ Q Q e T
DSPACE

Home e Quality Assurance « DSpaceUsers
Quality Assurance
Below you can see all the topics received from the subscriptions to DSpaceUsers.

Current Topics

MNow showing 1 - 1of 1 n

Topic Last Event Actions

REQUEST/WITHDRAWN 2024-01-24 10:22:46

Non-admin users, for example, a submitter, only have the authority to reject the withdrawal request.

>J Communities & Collections All of DSpace ™ Q @ e T

DSPACE

Home « Quality Assurance « DSpaceUsers « REQUEST/WITHDRAWN

Quality Assurance Suggestions
Below the list of all the suggestions for the selected topic.

Topic: DSpaceUsers:REQUEST/WITHDRAWN
Now showing 1 - 1 of 1 n
Trust Publication Reasons Requested by Actions
The International Postal Network

1.000 and Other Global Flows as Proxies dEpsceuc g Subnilag aiteam
for National Wellbeing
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Admin

Admin users have the possibility to access all the requests for all the items from MyDspace.

Q@ 6-

Demo Submitter
dspacedemo+submit@gmail.com

Profile

Subscriptions

-1 (= Log out

A message will warn the administrator about the requests to check. The View button redirects to the "Quality Assurance" page.

>J Communities & Collections All of DSpace ™ Q @ 9 v
DSPACE

Home « MyDSpace

- There are 2 pending suggestions related to your account

SPACE

m All of DSpace | Search the repository ...

The "Quality Assurance" page lists the topics/requests, with the action button displaying the number of elements associated with a specific topic.
The action button will lead to a view of the list of items, with actions based on the user's role.

?)  Communities & Collections ~All of DSpace ~ Q@ 6-
space

Home e Quality Assurance « DSpaceUsers « DSpaceUsers
Quality Assurance Suggestions
Below the list of all the suggestions for the selected topic.

Topic: DSpaceUsers:REQUEST/WITHDRAWN

Now showing 1 - 4 of 4 n

Trust Publication Reasons Requested by Actions

The cross-quantilogram: Measuring

uantile dependence and testins =
1.000 q P 9 dspaced ibmit@gmal. . nn\

directional predictability between al

time series

Computational models in the age of =
1.000 ° o dspacedemorsubmit@gmal. “[s]s)

large datasets

Correlations in ion channel

1000 xpresion merge fom .

homeostatic tuning rules
The International Postal Network

1.000 and Other Global Flows as Proxies [o]a]

for National Wellbeing
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An administrator can reject the withdrawal.
I|
Can ignore it, the request can be reconsidered later

©

Or can accept the request, and this item will not be discoverable and will not be archived. It can only be accessed through the direct link.

v

Reinstate

Submitter

After the withdrawal request is approved, the user can request to reinstate the item.
In particular, the submitter will see a “Reinstate” button available next to the “Take me to the home page” button on the withdrawn item page and will no

longer see the item's details.

:’) Communities & Collections All of DSpace ~
DSPACE

Home

This item has been withdrawn

To request the reinstatement, optionally provide a reason and confirm it.

Request reinstate

You are requesting to reinstate this item

Please enter the reason for the reinstatment

Enter the reason for the reinstate
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Clicking on View on the item page will lead to the "Quality Assurance" page, which lists the topics/requests. In case there is only one topic available, it will
automatically redirect to the item list.

In this case, the Reinstate topic will list all the reinstate requests.

Communities & Collections All of DSpace ™ Q @ 9 M
SPACE

Home o Quality Assurance « DSpaceUsers
Quality Assurance
Below you can see all the topics received from the subscriptions to DSpaceUsers.

Current Topics

Now showing 1 - 2 of 2 n

Topic Last Event Actions
REQUEST/REINSTATE ~———— 2024-01-24 10:36:46
REQUEST/WITHDRAWN 2024-01-24 10:36:46

The "Quality Assurance" page lists the topics/requests, with the action button displaying the number of elements associated with a specific topic. In case
there is only one topic available, it will automatically redirect to the item list ("accept/ignore/reject" page).

The action button will lead to a view of the list of items, with actions based on the user's role.

Admin

Like in the case of withdrawal, administrators can access all the requests for all the items from MyDspace.

Q@ 6-

= Demo Submitter
dspacedemo+submit@gmail.com

Profile
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A message will warn the administrator about the requests to check. The View button redirects to the "Quality Assurance" page.

:') Communities & Collections All of DSpace ™ Q @ 8 v
DSPACE

Home « MyDSpace

o) There are 2 pending suggestions related to your account

DSPACE

m All of DSpace | Search the repository ...

The "Quality Assurance" page also lists the Reinstate topic. The possible actions are:

® reject the reinstatement.
® ignore it, and the request can be reconsidered later.
® accept the reinstatement, and the item will be discoverable again.

MNow showing 1 - 4 of 4 n

Trust Publication Reasons Requested by Actions

The cross-quantilogram: Measuring

000 quantile dependence and testing | v EE

directional predictability between
time series

large datasets

Correlations in ion channel

1.000 expression emerge from dspacedemo+submit@gmail.com | o EE

homeostatic tuning rules

The International Postal Network

1.000 and Other Global Flows as Proxies | v EE

for Mational Wellbeing

1000 Computational models in the age of | » EE

Administrators can also start reinstatement requests for all the withdrawn items.

On the page of a withdrawn item, the administrator can use the eye icon on the top right to proceed with a request for reinstatement.

#)  Communities & Collections  All of DSpace *  Statistics QR O6-

DSPACE

Home « Publications e Publications 2 « An evaluation of compute...

This item has been withdrawn Take me to the ho!

Publication: An evaluation of computerized adaptive testing for EIEIE+—
general psychological distress: combining GHQ-12 and
Affectometer-2 in an item bank for public mental health research

Research Projects

N
° g3l MR/K006665/1

Thumbnail & ﬂh,_@

Available -
Date Organizational Units
20/05/16

*. Behavioural Ecology and Ecophysiolegy (BECO)
Authors
[ ]

Bohnke, Jan R

Stachl lan
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Updating Items via Simple Archive Format

1 Item Update Tool
1.1 DSpace Simple Archive Format
1.2 ltemUpdate Commands
1.2.1 CLI Examples

Item Update Tool

ltemUpdate is a batch-mode command-line tool for altering the metadata and bitstream content of existing items in a DSpace instance. It is a companion
tool to ItemIimport and uses the DSpace simple archive format to specify changes in metadata and bitstream contents. Those familiar with generating the
source trees for IltemImport will find a similar environment in the use of this batch processing tool.

For metadata, ltemUpdate can perform 'add’ and 'delete’ actions on specified metadata elements. For bitstreams, ‘add' and 'delete’ are similarly available.
All these actions can be combined in a single batch run.

IltemUpdate supports an undo feature for all actions except bitstream deletion. There is also a test mode, as with Itemlmport. However, unlike Itemimport,
there is no resume feature for incomplete processing. There is more extensive logging with a summary statement at the end with counts of successful and
unsuccessful items processed.

One probable scenario for using this tool is where there is an external primary data source for which the DSpace instance is a secondary or down-stream
system. Metadata and/or bitstream content changes in the primary system can be exported to the simple archive format to be used by ItemUpdate to
synchronize the changes.

A note on terminology: item refers to a DSpace item. metadata element refers generally to a qualified or unqualified element in a schema in the form [ sch
ema] . [el ement].[qualifier] or[schenmg].[el ement] and occasionally in a more specific way to the second part of that form. metadata field
refers to a specific instance pairing a metadata element to a value.

DSpace Simple Archive Format

As with ItemImporter, the idea behind the DSpace's simple archive format is to create an archive directory with a subdirectory per item. There are a few
additional features added to this format specifically for temUpdate. Note that in the simple archive format, the item directories are merely local references
and only used by IltemUpdate in the log output.

The user is referred to the previous section DSpace Simple Archive Format.

Additionally, the use of a delete_contents is now available. This file lists the bitstreams to be deleted, one bitstream ID per line. Currently, no other
identifiers for bitstreams are usable for this function. This file is an addition to the Archive format specifically for ltemUpdate.

The optional suppress_undo file is a flag to indicate that the 'undo archive' should not be written to disk. This file is usually written by the application in an
undo archive to prevent a recursive undo. This file is an addition to the Archive format specifically for temUpdate.

ltemUpdate Commands

Command [dspace] / bi n/ dspace itenupdate
used:

Java class: org.dspace.app.itemupdate.ltemUpdate

Arguments Description
short and
(long) forms:

-aor-- Repeatable for multiple elements. The metadata element should be in the form dc.x or dc.x.y. The mandatory argument indicates the
addnet ada = metadata fields in the dublin_core.xml file to be added unless already present (multiple fields should be separated by a semicolon ';).
ta However, duplicate fields will not be added to the item metadata without warning or error.

[ met adat a

el enent]

-dor-- Repeatable for multiple elements. All metadata fields matching the element will be deleted.
del et enet

adat a

[ et adat a

el ement ]

-Aor-- Adds bitstreams listed in the contents file with the bitstream metadata cited there.

addbi tstr
eans
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-Dor-- Not repeatable. With no argument, this operation deletes bitstreams listed in the del et es_cont ent s file. Only bitstream IDs are
del et ebi t recognized identifiers for this operation. The optional filter argument is the classname of an implementation of or g. dspace. app.

streans i temdupat e. Bi t streanfi | t er class to identify files for deletion or one of the aliases (e.g. ORIGINAL,

[filter ORIGINAL_AND_DERIVATIVES, TEXT, THUMBNAIL) which reference existing filters based on membership in a bundle of that name.
plug In this case, the del et e_cont ent s file is not required for any item. The filter properties file will contains properties pertinent to the
cl assnanme | particular filer used. Multiple filters are not allowed.

or alias]

-hor-- Displays brief command line help.

hel p

-eor-- Email address of the person or the user's database ID (Required)

eperson

-sor-- Directory archive to process (Required)

source

-ior-- Specifies the metadata field that contains the item's identifier; Default value is "dc.identifier.uri" (Optional)

itenfield

-t or-- Runs the process in test mode with logging. But no changes applied to the DSpace instance. (Optional)

test

-Por-- Prevents any changes to the provenance field to represent changes in the bitstream content resulting from an Add or Delete. In other

provenance words, when this flag is specified, no new provenance information is added to the DSpace Item when adding/deleting a bitstream. No
provenance statements are written for thumbnails or text derivative bitstreams, in keeping with the practice of MediaFilterManager.

(Optional)
-For-- The filter properties files to be used by the delete bitstreams action (Optional)
filter-
properties
-vor-- Turn on verbose logging.
ver bose
CLI Examples

Adding Metadata:

[dspace]/ bi n/dspace itenupdate -e joe@ser.com-s [path/to/archive] -a dc.description

This will update all DSpace Items listed in your archive directory, adding a new dc. descri pti on metadata field. Items will be located in DSpace based
on the handle found in 'dc.identifier.uri' (since the - i argument wasn't used, the default metadata field, dc.identifier.uri, from the dublin_core.xml file in the
archive folder, is used).
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Managing Community Hierarchy

1 Sub-Community Management

Sub-Community Management

Reindex content for new permissions to take effect

AfteT moving or changing an existing Community hierarchy, it is important to reindex your content. Moving a Community under a new parent may result in
the inheritance of new/different permissions from that new parent Community. These new permissions will not take effect until you reindex your

content. Keep in mind, you may not need to reindex all content, but may be able to simply reindex the content under the new parent Community.

./ dspace index-discovery -i [new parent-uuid]

DSpace provides an administrative tool, ‘CommunityFiliator', for managing community sub-structure. It has two operations, either establishing a community
to sub-community relationship, or dis-establishing an existing relationship.

The familiar parent/child metaphor can be used to explain how it works. Every community in DSpace can be either a 'parent’ community, meaning it has at
least one sub-community, or a ‘child' community, meaning it is a sub-community of another community, or both or neither. In these terms, an ‘orphan’is a
community that lacks a parent (although it can be a parent); 'orphans' are referred to as 'top-level' communities in the DSpace user-interface, since there is

no parent community ‘above' them. The first operation, establishing a parent/child relationship - can take place between any community and an orphan.
The second operation - removing a parent/child relationship, will make the child an orphan.

Command used: [ dspace] / bi n/ dspace comunity-filiator
Java class: org.dspace.administer.CommunityFiliator

Arguments short and (long) forms: = Description

-sor--set Set a parent/child relationship

-r or--renove Remove a parent/child relationship
-cor--child Child community (Handle or database ID)
-por--parent Parent community (Handle or database ID
-hor--help Online help.

Set a parent/child relationship, issue the following at the CLI:

[dspace]/ bi n/dspace comunity-filiator --set --parent=parentlD --child=childlD

(or using the short form)

[dspace] / bi n/ dspace community-filiator -s -p parentID -c childlD

where '-s' or -set' means establish a relationship whereby the community identified by the '-p' parameter becomes the parent of the community identified
by the '-c' parameter. Both the 'parentID’ and 'childID’ values may be handles or database IDs.

The reverse operation looks like this:

[ dspace] / bi n/ dspace comunity-filiator --renpove --parent=parentl|D --child=childlD

(or using the short form)

[dspace] / bi n/dspace comunity-filiator -r -p parentlD -c childlD

where '-r' or '-remove' means dis-establish the current relationship in which the community identified by 'parentID' is the parent of the community identified
by 'childID'. The outcome will be that the ‘childID' community will become an orphan, i.e. a top-level community.

If the required constraints of operation are violated, an error message will appear explaining the problem, and no change will be made. An example in a
removal operation, where the stated child community does not have the stated parent community as its parent: "Error, child community not a child of
parent community".

It is possible to effect arbitrary changes to the community hierarchy by chaining the basic operations together. For example, to move a child community
from one parent to another, simply perform a 'remove’ from its current parent (which will leave it an orphan), followed by a 'set' to its new parent.
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It is important to understand that when any operation is performed, all the sub-structure of the child community follows it. Thus, if a child has itself children
(sub-communities), or collections, they will all move with it to its new 'location’ in the community tree.
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ORCID Integration

Since DSpace 7.3 a bidirectional ORCID integration is available for DSpace. This feature allows for authentication via ORCID, as well as synchronizing
d@etween ORCID and DSpace, via the usage of Researcher Profiles.

Acknowledgments

The"ORCID integration was originally developed by 4Science in DSpace-CRIS. It is the result of years of collaboration with several institutions and the
ORCID team that has helped to correct, improve and broaden the scope of the integration. We want to thank the University of Hong Kong that was the first
institution to fund development activities in this regard back in 2015 and the TUHH Hamburg University of Technology that have funded the initial porting of
the ORCID integration to the new Angular/REST architecture introduced in DSpace 7. Last but not least, funds have been received by the DSpace
community to port this feature from DSpace-CRIS to DSpace.

® Overview
® User features
© Login via ORCID
© Connect/Disconnect the local profile to ORCID
© Import publications from ORCID
® Configuration
O Enable the integration
© Configure the push of information from DSpace to ORCID
® Mapping of the DSpace Person ltems to ORCID Works
= Mapping of DSpace Publication items to ORCID Works
® Mapping of DSpace Project items to ORCID Funding
© Configure the import features
o Configure the author lookup in submission
® Troubleshooting & common issues
© I'm having trouble testing the ORCID integration. What should | check?
© | cannot find the ORCID features described by this page in my installation
© I'm unable to authenticate via ORCID
o After logging in via ORCID, a new DSpace account was created instead of using my existing DSpace account
© I'm having trouble creating test accounts on ORCID to experiment with the features
© | have configured my Public ORCID API credentials in DSpace but | get an error attempting to login via ORCID
© I don't find my publications looking up for my ORCID iD
© | cannot push all my publications, only few or none of them are listed in the queue
© Push of publications to ORCID fails
© Push of projects to ORCID fails

Overview

DSpace provides a bidirectional integration with ORCID based on the ORCID API v3.0. Both the Public ORCID API and the Membership API are
supported.

The table below summarizes the supported features according to the type of ORCID API configured.

Feature No credentials” Public API Member API

Authentication
Connect local profile to ORCID (authenticated ID)
ORCID Registry Lookup - import Person records

ORCID Registry Lookup - as authority

(<< A<
Q00

Import publication from ORCID
Push biographic data to ORCID

Push publications to ORCID (works)

QA0

Push projects to ORCID (fundings)

* No credentials: please note that ORCID strongly recommends to apply at least for a free public API Key as this will help to trouble-shoot integration
problems and get support from ORCID. There is also a chance to get better performance/priority over "unknown" client.

User features

Login via ORCID

Once enabled, an option to login via ORCID is provided to the user among the other authentication methods configured in the system. The ORCID
authentication doesn't allow the user to reset his password from DSpace.
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https://www.4science.com
https://wiki.lyrasis.org/display/DSPACECRIS/DSpace-CRIS+Home
https://hku.hk/
https://www.tuhh.de/
https://orcid.org/

Q @ Legin~

dspacedemo+admin@gmail.com

L] Log in with Shibboleth

%) Log in with ORCID

Mew user? Click here to register.

Have you forgotten your password?

Connect/Disconnect the local profile to ORCID

The researcher can connect (or disconnect) their DSpace local Researcher Profile with ORCID from the Person item detail page.

:-j Communities & Collections Statistics  All of DSpace = Q @ 9 -

D3PACE

Home « Test community « People « Sample Researcher

ORCID Authorizations

Mo ORCID iDr associated yet. By clicking on the button below it is possible to link this profile with an ORCID account.
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Communities & Collections  Statistics Al of DSpace ~ Qd0O-
space

Home « Objetos relacionados « People 2 » Famous Researcher

ORCID Authorizations

Granted authorizations Missing authorizations

Get your ORCID iD

Read your information with visibility set to Trusted Parties
Addjupdate your research activities

Addjupdate other information about you

Great! This box is empty, so you have granted all access
rights to use all functions offers by your institution

ect from ORCID

ORCID Synchronization settings

Synchronization mode

Please select how you would like synchronization to ORCID to occur. The options include "Manual" (you must send your data to ORCID
manually), or "Batch” (the system will send your data to ORCID via a scheduled script).

Synchronization mode

Manual v
Publication preferences Funding preferences Profile preferences

Select whether to send your linked Select whether to send your linked Select whether to send your

Publication entities to your ORCID Project entities to your ORCID biographical data or personal

record’s list of works. record's List of funding information. identifiers to your ORCID record

Once a profile has been connected they can manage their synchronization preferences deciding what should be pushed to ORCID, including:
® biographic data
® Publication (entities) linked with their Researcher Profile. (Publication entities are synced to Works in ORCID.)
® Project (entities) linked with their Researcher Profile. (Project entities are synced to Fundings in ORCID.)

NOTE: The ORCID synchronization feature is disabled by default, even when ORCID Authentication is enabled. See Configuration section below for how
to enable it.
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ORCID Synchronization settings

Synchronization mode

Please selsct how you would like synchronization to ORCID to occur. The options include "Manual" you must send your data to ORCID
manually), or "Batch” (the system will send your data to ORCID via a scheduled script).

Synchronization mode

Manual ~
Publication preferences Funding preferences Profile preferences

Select whether to send your linked Select whether to send your linked Select whether to send your

Publication entities to your ORCID Project entities to your ORCID biographical data or personal

record'’s list of works. record's list of funding information. identifiers to your ORCID record.

C Disabled isabled Biegraphical data

® All publications O All fundings Identifiers

[ Update scttings

ORCID Registry Queue

Now showing 1- 1 of 1

Type Description

E Publication for ORCID webinar - updated

The synchronization can happen automatically over the night or manually. The list of information that should be pushed or updated from DSpace to ORCID
is presented in a queue and can be manually discarded or immediately pushed by the researcher.

Import publications from ORCID
It is possible to import a publication from ORCID using the "Import from external sources" button in the home page. Once you select the Publication entity

type you will be able to find ORCID as a Source and you can get the list of publications (ORCID works) that appear in an ORCID profile by searching for its
ORCID iD.

Communities & Collections  All of DSpace ~ QA 6-
space

Import a publication from an external source

0000-0002-1622-9796 ORCID~ Search

Search Results

Now showing 1-3of 3

@ Naturally enhanced neutralizing breadth against SARS-CoV-2 one year after infection.
@ Publication Metadata in CERIF: Inspiration by FRBR

@ The Impact of COVID-19 on the Optimal Management of Osteoporosis.

< Back to MyDSpace

Configuration

Enable the integration

All the ORCID features requires a minimal common set of properties to configure in the | ocal . cf g
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# These URLs are for testing against ORCID s Sandbox API

# These are only useful for testing, and you nust first request a Sandbox APl Key from ORCI D
orcid.domai n-url = https://sandbox. orcid.org

orcid.api-url = https://api.sandbox.orcid.org/v3.0

orcid.public-url = https://pub.sandbox. orcid.org/v3.0

# Keep in nmind, these APl keys MJST be for the Sandbox APl if you use "sandbox.orcid.org" URLs above!
orcid. application-client-id = <YOUR- SANDBOX- ORCI D- CLI ENT- | D>

orcid. application-client-secret = <YOUR SANDBOX- ORCI D- CLI ENT- SECRET>

Once you are ready to switch to Production, you need to update these settings to use ORCID s producti on API
See https://github. com ORClI D/ ORClI D- Sour ce/ t r ee/ mast er/ or ci d- api - web#endpoi nt s

orcid.domain-url= https://orcid.org

orcid.api-url = https://api.orcid.org/v3.0

orcid.public-url = https://pub.orcid.org/v3.0

DON T FORGET TO UPDATE YOUR APl KEY! It must be a valid Public or Menber APl Key
orcid.application-client-id = <YOUR- PRODUCTI ON- ORCI D- CLI ENT- | D>

orcid.application-client-secret = <YOUR- PRODUCTI ON- ORCl D- CLI ENT- SECRET>

HOH R H R

® Enable in Production: To enable the main integration (i.e. connect a local profile with ORCID and push data to the ORCID registry) you MUST to
be an ORCID Member, get a Member API Key and properly enable and configure the feature in DSpace. See also "How do | register for Member
API credentials?" from ORCID.
® Enablein Testing: To test ORCID integration, it's possible to use the ORCID Sandbox (without being an ORCID member). However, to do so,
you must request a Sandbox Member API Key. See also "How do | register a public api client?".
® Setting the "redirect URL" in ORCID: In the ORCID API Credentials request form you will be asked to enter one or more redirect URLs for your
application (DSpace). You will need to enter here the root URLs of your REST and user interfaces, which could be different. If the root URLs of
both are the same, then just enter the URL of your user interface.
© For example, for the DSpace 7 official demo, we use these redirect URLs:
= User Interface: https://demo7.dspace.org (please note the absence of a /lhome or any subpaths)
® REST API: https://api7.dspace.org (please note the absence of a /server or any subpaths)
© For more information on valid ORCID redirect URLSs, see "How do redirect URIs work?" from ORCID.
® Configure the Client ID and Client Secret in DSpace: Once ORCID has reviewed and approved your request, you will get from them the Client
ID and Client Secret that need to be set in the | ocal . cf g among other properties See the configuration examples above.

Please note that by default DSpace will request permissions to READ and WRITE all the information from the ORCID profile, as this will enable support for
all of the features. You can fine-tune that by overriding the following properties. Please note that if you are going to configure Public API Credentials you
MUST update this configuration keeping only the / aut hent i cat e scope as all the other scopes require Member API.

# The scopes to be granted by the user during the login on ORCID (see https://info.orcid.org/fag/what-is-an-
oaut h- scope- and- whi ch- scopes- does- or ci d- support/)

orcid.scope = /authenticate

# The bel ow scopes are ONLY valid if you have a Menber APl Key. They should be comrented out if you only have a
Public APl Key

orcid.scope = /read-limted

orcid.scope = /activities/update

orcid. scope = /person/update

To enable ORCID Authentication you need to uncomment the following line in the modul es/ aut henti cati on. cf g file or add it to your | ocal . cfg

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e. O ci dAut henti cati on

Please note that you are NOT required to enable the ORCID Authentication to use the other ORCID features, including the synchronisation ones. It is also
possible to use just the ORCID Authentication without enabling all the other features.

When a user loggs in via ORCID the system will attempt to reuse an existing account looking up by email. If none is found then a new account is created in
DSpace. It is possible to disable the creation of new accounts by setting the following property:

aut henti cation-orcid.can-sel f-register = fal se

To enable ORCID Synchronization, you need to uncomment the following or add it to your | ocal . cfg
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# the properties below are required only for the sync / linking part (not for authentication or inport)
orcid. synchronization-enabled = true

# you need to enabl e the orcidqueue consuner to keep track of what need to be sync between DSpace and ORClI D
event . di spat cher. defaul t.consuners = versioning, discovery, eperson, orcidqueue

The push of DSpace data (Person, Publication, Project) to ORCID is based on mappings defined in the conf i g/ nodul es/ or ci d. cf g file. You will find
details below in the dedicated paragraphs.

The ORCID Synchronization features depend on other features that must be enabled: DSpace User Profile, Configurable Entities at least Person,
P@ation, Project & OrgUnit.

The synchronization features are classified as experimental at the time of 7.3 and it MUST be enabled manually. Due to the strict validation rules applied
on the ORCID side and the absence of friendly edit Ul for the archived items in DSpace (see issues#2876), it is hard at this time to achieve an optimal UX.

A few special configurations exist for ORCID Disconnection settings:

# Configuration with which it is established which user can disconnect a profile fromorcid (none, only the
admin, only the owner or both).

# Al owed val ues are disabled, only_adnmn, only_owner or adm n_and_owner

orci d. di sconnection. al | owed- users = admi n_and_owner

# Configuration if the orcid sync settings should be remain on the profile when it is disconnected fromorcid
or not

# (true = retain sync settings, false = delete old sync settings)

orci d. di sconnection. remai n-sync = true

Configure the push of information from DSpace to ORCID

Please note that many fields on the ORCID side are subject to validation, i.e. only values from controlled-list can be used and some fields are mandatory.
The table below summarizes the validations that are defined at the time of DSpace 7.3. ORCID updates such rules periodically, usually modifying
(enlarging) the controlled-list, and changes to the mandatory fields can also happen.

ORCID Corresponding DSpace Mandatory fields Controlled fields
Entity Entity
Person Person Country (iso-3166 2 code letter)
Work Publication Title Type (https://info.orcid.org/documentation/integration-and-api-faq/#easy-fag-2682)
Type Identifier. Type (https://pub.orcid.org/v3.0/identifiers)

Publication Date (>= 1900)

External Identifier (at least
one)

Funding Project Title Amount.Currency (https://www.iso.org/iso-4217-currency-codes.html)

External Identifier (at least
one)

Funding Agency
(Organisation)

Currency if an Amount is

provided
Organisation OrgUnit External Identifier (at least See https://support.orcid.org/hc/en-us/articles/360006894674-Metadata-in-the-
one) Funding-section
Address Country (is0-3166 2 code letter)
City Identifier. Type (ROR, LEI, CrossRef Funder ID, RINGOLD, GRID)
Country

To provide more meaningful messages to the user DSpace implements a local validation before trying to push the record to ORCID. This validation verifies
the data using the rules above so that a specific message is displayed to the user. If for any reason another error is returned by ORCID a generic message
is shown to the user and the exact technical message received by ORCID is logged in the dspace. | og file and stored in the or ci dhi st ory table.
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The local validation can be turned off. This validation is mainly intended as a development/debug option and should be not enabled in production.

orcid.validation.work.enabled = true
orcid.validation.funding.enabled = true

Mapping of the DSpace Person Items to ORCID Works

Metadata in a DSpace "Person" item, once that the item has been linked to ORCID by the researcher owning the ORCID profile, can be pushed to ORCID
to fill the Profile Section of the ORCID Person using the or g. dspace. orci d. servi ce. O ci dProfi | eSecti onFact or ySer vi ce configured via this
mapping bean:

<l-- Configuration of ORCID profile sections factory.
Each entry of sectionFactories nust be an inplenentation of O cidProfil eSectionFactory.-->
<bean cl ass="org. dspace. orci d. service.inpl.OcidProfil eSecti onFactoryServicel npl ">
<constructor-arg nane="secti onFactories">
<list>

<bean cl ass="org. dspace. orci d. nodel . factory.inpl. O ci dSi npl eVal ueCbj ect Fact ory">
<constructor-arg nane="sectionType" val ue="OTHER NAMES" />
<constructor-arg nane="preference" val ue="BI OGRAPHI CAL" />
<property name="netadat aFi el ds" val ue="${orci d. mappi ng. ot her-nanmes}" />
</ bean>

<bean cl ass="org. dspace. orci d. nodel . factory.inpl. O cidSi npl eVal ueObj ect Factory">
<constructor-arg nane="secti onType" val ue="KEYWORDS" />
<constructor-arg nane="preference" val ue="BI OGRAPH CAL" />
<property name="netadat aFi el ds" val ue="${orci d. mappi ng. keywords}" />
</ bean>

<bean cl ass="org. dspace. orci d. nodel . factory.inpl. O ci dSi npl eVal uethj ect Fact ory" >
<constructor-arg nane="sectionType" val ue="COUNTRY" />
<constructor-arg nane="preference" val ue="Bl OGRAPHI CAL" />
<property name="netadat aFi el ds" val ue="${orci d. nappi ng. country}" />
</ bean>

<bean cl ass="org. dspace. orci d. nodel . factory.inpl.
O ci dPer sonExt ernal I denti fierFactory">
<constructor-arg nane="secti onType" val ue="EXTERNAL_I DS" />
<constructor-arg nane="preference" val ue="1DENTI FIl ERS" />
<property name="external | ds" val ue="${orci d. mappi ng. per son- external -

ids}" />
</ bean>
<bean cl ass="org. dspace. orci d. nodel . factory.inpl. O ci dSi npl eVal uetbj ect Fact ory" >
<constructor-arg nane="secti onType" val ue="RESEARCHER URLS" />
<constructor-arg nane="preference" val ue="|DENTI Fl ERS" />
<property name="rnmet adat aFi el ds" val ue="${or ci d. mappi ng. r esear cher -
urls}" />
</ bean>
</list>
</ constructor-arg>
</ bean>

The above configuration links each piece of information that can be synchronized from DSpace to ORCID with a preference that the user can manage on
the DSpace side (i.e. sync of the keywords is linked to the BIOGRAPHICAL preference) and defines which DSpace metadata will be used to fill the ORCID
field. The bean reads the metadata mapping from the confi g/ nodul es/ orci d. cfg
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### O her nanes nappi ng ###
orci d. mappi ng. ot her - names = per son. nane. vari ant
or ci d. mappi ng. ot her - names = person. nane. transl at ed

### Keywords mappi ng ###
orci d. mappi ng. keywords = dc. subj ect

### Country nappi ng ###
orci d. mappi ng. country = person.country
orci d. mappi ng. country. converter =

### Person External ids nmapping ###

##or ci d. mappi ng. person-external -ids syntax i s <netadatafiel d>: :<type>

orci d. mappi ng. person-external -ids = person.identifier.scopus-author-id::SCOPUS
orci d. mappi ng. person-external -ids = person.identifier.rid::R D

### Researcher urls napping ###
orci d. mappi ng.researcher-urls = dc.identifier.ur

Mapping of DSpace Publication items to ORCID Works

A DSpace "Publication” item is pushed to ORCID as a "Work" using the or g. dspace. or ci d. nodel . factory. i npl . Orci dWr kFact ory configured
via this mapping bean:

<bean i d="orci dWor kFact or yFi el dvappi ng" cl ass="or g. dspace. app. orci d. nodel . O ci dWor kFi el dMappi ng" >
<property name="contri butorFiel ds" val ue="${orcid. mappi ng. work. contributors}" />
<property name="external | dentifierFields" val ue="${orcid. mappi ng. work. external -ids}" />
<property name="publicati onDateFi el d" val ue="${orci d. mappi ng. wor k. publ i cati on-date}" />
<property name="titl eField" value="${orcid. mapping.work.title}" />
<property name="journal Titl eFi el d" val ue="${orcid. nappi ng. work. journal -title}" />
<property name="shortDescriptionField" val ue="${orcid. mappi ng. work. short-description}" />
<property name="subTitl eFi el d' val ue="${orcid. mappi ng. work. sub-title}" />
<property name="| anguageFi el d" val ue="${orci d. nappi ng. work. | anguage}" />
<property name="| anguageConverter" ref="${orcid. mappi ng. work. | anguage. converter}" />
<property name="typeFi el d" val ue="${orci d. mappi ng. work. type}" />
<property name="typeConverter" ref="${orcid. nappi ng. work. type. converter}" />
<property name="citationType" val ue="${orcid. mappi ng. work.citation.type}" />

</ bean>

that reads the mapping from the conf i g/ nodul es/ orci d. cf g file:

### Work (Publication) napping ###

orcid. mapping.work.title = dc.title

orcid. mappi ng. work. sub-title =

orci d. mappi ng. work. short-description = dc.description. abstract

orci d. mappi ng. wor k. publ i cation-date = dc. date.issued

orci d. mappi ng. wor k. | anguage = dc. | anguage. i so

or ci d. mappi ng. wor k. | anguage. converter = mapConverter DSpaceToOr ci dLanguageCode
orcid. mappi ng. work. journal -title = dc.relation.ispartof
orcid. mappi ng. work. type = dc.type

or ci d. mappi ng. wor k. t ype. converter = mapConverter DSpaceToOr ci dPubl i cati onType

##or ci d. mappi ng. wor k. contri butors syntax is <metadatafiel d>::<rol e>
orci d. mappi ng. work. contributors = dc. contributor. author::author
orci d. mappi ng. work. contributors = dc.contributor.editor::editor

##or ci d. mappi ng. wor k. external -ids syntax i s <metadatafiel d> :<type> or $sinple-handle::<type>

##The full list of available external identifiers is available here https://pub.orcid.org/v3.0/identifiers
orci d. mappi ng. wor k. external -ids = dc.identifier.doi::do

orci d. mappi ng. work. external -ids = dc.identifier.scopus::eid

orcid. mappi ng. work. external -ids = dc.identifier.pmd::pnid

or ci d. mappi ng. wor k. ext ernal -ids = $si npl e- handl e: : handl e

orci d. mappi ng. work. external -ids = dc.identifier.isi::wosuid

orci d. mappi ng. work. external -ids = dc.identifier.issn::issn
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In the above configuration the "simple" properties are mapped matching the ORCID field name on the left (i.e. short-description) with the DSpace metadata
that holds such information (i.e dc.description.abstract). For the ORCID Type field a special "converter" is configured so that the value of the DSpace
metadata (i.e. dc.type) is mapped to the controlled-list of types accepted by ORCID (https://info.orcid.org/fag/what-work-types-does-orcid-support/). The
value of the or ci d. mappi ng. wor k. t ype. convert er matches the name of a bean defined in the conf i g/ spri ng/ api / or ci d- servi ces. xnl

<bean nane="mapConverter DSpaceToOr ci dPubl i cati onType" class="org. dspace. util.Si npl eMapConverter" init-
net hod="init">
<property name="converterNaneFile" val ue="orci d/ mapConverter-dspace-to-orcid-publication-type.
properties" />
<property name="configurationService" ref="org. dspace. servi ces. Confi gurati onService" />
<property name="defaul t Val ue" val ue="other"/>
</ bean>

Finally a special treatment is needed for the external ids as this is a complex field on the ORCID side composed of two values: the identifier type (from a
controlled-list) and the identifier value. In this case the configuration maps a DSpace metadata field (i.e. dc.identifier.doi) to a specific identifier type (i.e.
the part after :: , doi).

Mapping of DSpace Project items to ORCID Funding

A DSpace "Project" item is pushed to ORCID as a "Funding" using the or g. dspace. orci d. nodel . factory. i npl . O ci dFundi ngFact ory
configured via this mapping bean:

<bean i d="or ci dFundi ngFact or yFi el dMappi ng" cl ass="org. dspace. or ci d. nodel . O ci dFundi ngFi el dMappi ng" >
<property name="contri butorFiel ds" val ue="${orcid. mappi ng. fundi ng. contri butors}" />
<property name="external | dentifierFields" value="${orcid. mapping. fundi ng. external -ids}" />
<property name="titleField" value="${orcid. mapping.funding.title}" />
<property name="typeFi el d* val ue="${orcid. mappi ng. f undi ng. type}" />
<property name="typeConverter" ref="${orcid. mapping.funding.type.converter}" />
<property name="anount Fi el d" val ue="${orci d. mappi ng. f undi ng. amount}" />
<property name="anount CurrencyFi el d" val ue="${orci d. mappi ng. f undi ng. anount . currency}" />
<property name="anmount CurrencyConverter" ref="${orcid. mappi ng. fundi ng. anount . currency.
converter}" />
<property name="descri ptionField" val ue="${orcid. mappi ng. fundi ng. description}" />
<property name="startDateFi el d" val ue="${orcid. mappi ng. fundi ng. start-date}" />
<property name="endDat eFi el d* val ue="${orci d. mappi ng. fundi ng. end-date}" />
<property name="organi zati onRel ati onshi pType" val ue="${orci d. mappi ng. f undi ng. or gani zat i on-
rel ati onshi p-type}" />
</ bean>

that reads the mapping from the conf i g/ nodul es/ orci d. cf g file

### Fundi ng mappi ng ###

orcid. mappi ng. funding.title = dc.title

orci d. mappi ng. fundi ng. type =

orci d. mappi ng. fundi ng. t ype. converter = nmapConverter DSpaceToO ci dFundi ngType

##or ci d. mappi ng. fundi ng. external -ids syntax is <netadatafield>::<type>

##The full list of available external identifiers is available here https://pub.orcid.org/v3.0/identifiers
orci d. mappi ng. fundi ng. external -ids = dc.identifier::grant_nunber

orci d. mappi ng. fundi ng. external -ids = dc.identifier.other::other-id

orci d. mappi ng. fundi ng. descri ption = dc.description

orci d. mappi ng. fundi ng. start-date = project.startDate

orci d. mappi ng. fundi ng. end-date = proj ect. endDate

##or ci d. mappi ng. fundi ng. contributors syntax i s <nmetadatafiel d>::<type>

orci d. mappi ng. fundi ng. contri butors = project.investigator::|ead

orci d. mappi ng. f undi ng. or gani zati on-rel ati onshi p-type = i sO gUni t Of Proj ect

orci d. mappi ng. fundi ng. anount = proj ect. amount

or ci d. mappi ng. f undi ng. anount . currency = proj ect.anmount. currency

orci d. mappi ng. f undi ng. anount . currency. converter = mapConverter DSpaceToOr ci dAmpunt Currency

in the above configuration the "simple" properties are mapped matching the ORCID field name on the left (i.e. description) with the DSpace metadatafield
that holds such information (i.e dc.description). For the ORCID Type field a special "converter" is configured so that the value of the DSpace metadata (i.e.
dc.type) is mapped to the controlled-list of types accepted by ORCID (https://support.orcid.org/hc/en-us/articles/360006894674-Metadata-in-the-Funding-
section). The value of the or ci d. mappi ng. f undi ng. t ype. converter matches the name of a bean defined in the confi g/ spri ng/ api / or ci d-
servi ces. xm The same apply for the currency or ci d. mappi ng. f undi ng. anmobunt . currency. converter =

mapConvert er DSpaceToOr ci dAnount Cur r ency

292


https://info.orcid.org/faq/what-work-types-does-orcid-support/
https://support.orcid.org/hc/en-us/articles/360006894674-Metadata-in-the-Funding-section
https://support.orcid.org/hc/en-us/articles/360006894674-Metadata-in-the-Funding-section

<bean nanme="mapConverter DSpaceToOr ci dFundi ngType" cl ass="org. dspace. util. Si npl eMapConverter" init-method="init">
<property nanme="converterNaneFile" val ue="orci d/ mapConverter-dspace-to-orcid-fundi ng-type. properties" />
<property name="configurationService" ref="org.dspace. services. ConfigurationService" />
<property nanme="defaul t Val ue" val ue=""/>

</ bean>

<bean nane="mapConvert er DSpaceToOr ci dAmount Currency” cl ass="org. dspace. util. Si npl eMapConverter" init-nmethod="
init">

<property name="converterNaneFi | e" val ue="orci d/ mapConverter-dspace-to-orcid-anount-currency.
properties" />

<property name="configurationService" ref="org.dspace. services. ConfigurationService" />

<property nanme="defaul t Val ue" val ue=""/>
</ bean>

Finally a special treatment is needed for Funder that is a mandatory field on the ORCID side. In this case the mapping defines which relation is used to link
the Project with the Funder (OrgUnit)

or ci d. mappi ng. f undi ng. or gani zati on-rel ati onshi p-type = i sOrguni t O Proj ect

Configure the import features
The Import features from ORCID have been implemented using the Live Import Framework

The following bean is used to configure the import of person records from ORCID. It is activated as an external source in conf i g/ spri ng/ api
/ ext ernal -servi ces. xm

<bean cl ass="org. dspace. ext ernal . provi der. i npl. O ci dV3Aut hor Dat aProvi der" init-nethod="init">
<property name="sourcel dentifier" value="orcid"/>
<property name="orcidUrl" val ue="${orcid.domain-url}" />
<property name="clientld" value="${orcid.application-client-id}" />
<property name="clientSecret" value="${orcid.application-client-secret}" />
<property name="QAUTHUr| " val ue="${orcid.token-url}" />
<property name="orci dRest Connector" ref="orci dRest Connector"/>
<property name="supportedEntityTypes">
<list>
<val ue>Per son</ val ue>
</list>
</ property>
</ bean>

the mapping between ORCID Person and the DSpace Person Item is the following, currently hard-coded:

ORCID DSpace
Name/FamilyName | person.firstName
Name/GivenName | person.givenName
Name/Path person.identifier.orcid

ORCID Profile URL ' dc.identifier.uri

The following bean is instead used to configure the import of publication records from ORCID (Work)
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<bean i d="orci dPublicationDataProvi der" class="org. dspace. external.provider.inpl.
O ci dPubl i cati onDat aProvi der" >
<property name="sourcel dentifier" value="orci dWrks"/>
<property name="fi el dMappi ng" ref="orci dPublicati onDat aProvi der Fi el dVappi ng"/ >
<property name="supportedEntityTypes">
<list>
<val ue>Publ i cati on</val ue>
</list>
</ property>
</ bean>

The mapping of the ORCID Work metadata to the DSpace metadata is performed by the following bean in conf i g/ spri ng/ api / or ci d- servi ces. xm

<bean i d="orci dPubli cati onDat aProvi der Fi el dvappi ng" cl ass="org. dspace. orci d. nodel

O ci dWor kFi el dMappi ng" >

<property name="contributorFiel ds" val ue="${orcid. external -dat a. mappi ng. publ i cati on
contributors}" />

<property name="external | dentifierFields" val ue="${orcid.external -data. mappi ng. publ i cation.
external -ids}" />

<property name="publicationDateFi el d* val ue="${orcid. external -data. nappi ng. publ i cati on. i ssued-
date}" />

<property name="titleField" value="${orcid.external -data. mappi ng. publication.title}" />

<property name="journal Titl eFi el d" val ue="${orci d. external -dat a. mappi ng. publication.is-part-
of}" />

<property name="shortDescriptionFiel d' val ue="${orcid. external -data. nappi ng. publication
description}" />

<property name="| anguageFi el d* val ue="${orci d. ext er nal - dat a. mappi ng. publ i cati on. | anguage}" />

<property name="| anguageConverter" ref="${orcid.external -data. mappi ng. publ i cati on. | anguage
converter}" />

<property name="typeFi el d" val ue="${orci d. ext ernal - dat a. mappi ng. publ i cation.type}" />

<property name="typeConverter" ref="${orcid.external -data. mappi ng. publication.type.converter}"

</ bean>

that reads the mapping from the conf i g/ nodul es/ or ci d. cf g file.

Please note that such mapping is separated from the mapping used to push information from DSpace to ORCID but usually, as provided in the default
coﬁiﬁuration, the mapping should be the same.

### Work (Publication) external-data. mappi ng ###
orci d. ext ernal -dat a. nappi ng. publication.title = dc.title

orci d. ext ernal - dat a. mappi ng. publ i cati on. description = dc.description. abstract

orci d. ext er nal - dat a. mappi ng. publ i cation.issued-date = dc.date.issued

orci d. ext er nal - dat a. mappi ng. publ i cati on. | anguage = dc. | anguage. i so

orci d. ext ernal - dat a. mappi ng. publ i cati on. | anguage. converter = mapConverter Or ci dToDSpacelLanguageCode
orcid. ext ernal -dat a. mappi ng. publication.is-part-of = dc.relation.ispartof

orci d. ext ernal - dat a. mappi ng. publ i cati on.type = dc.type

orci d. ext er nal - dat a. mappi ng. publ i cati on. type. converter = mapConverter O ci dToDSpacePubl i cati onType

##or ci d. ext er nal - dat a. mappi ng. publ i cation.contributors syntax is <metadatafield>::<role>
orci d. ext ernal - dat a. mappi ng. publ i cation.contributors = dc.contributor. author::author
orci d. ext ernal - dat a. mappi ng. publ i cation.contributors = dc.contributor.editor::editor

##or ci d. ext ernal - dat a. mappi ng. publ i cation. external -ids syntax is <metadatafield>: :<type> or $sinple-handle:
<type>

##The full list of available external identifiers is available here https://pub.orcid.org/v3.0/identifiers
orci d. ext ernal - dat a. mappi ng. publ i cati on.external -ids = dc.identifier.doi::do

orci d. ext ernal - dat a. mappi ng. publ i cation.external -ids = dc.identifier.scopus::eid

orci d. ext ernal - dat a. mappi ng. publ i cation.external -ids = dc.identifier.pmd::pmd

orci d. ext ernal - dat a. mappi ng. publ i cation.external-ids = dc.identifier.isi::wosuid

orci d. ext ernal - dat a. mappi ng. publ i cation.external -ids = dc.identifier.issn::issn
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Configure the author lookup in submission
Please note that there are two different possibilities:
® via an ORCID lookup authority available for a DSpace repository that is not using Configurable Entities

® via a relation among the research output item (Publication, etc.) and a Person Item bound to the ORCID Person External Source defined in the
previous paragraph

Troubleshooting & common issues

The troubleshooting guide from ORCID can help as well https://info.orcid.org/documentation/integration-guide/troubleshooting/

I'm having trouble testing the ORCID integration. What should | check?
Please double check the documentation and the other FAQs to be sure that you have followed all of the instructions to enable the integration correctly. If
you still have trouble, contact the DSpace tech community via email or slack providing as much detail as possible. If the issue is related to the

synchronization of DSpace local data with ORCID it would be useful to share information about the content of your or ci dhi st ory table and any relevant
message that you could have in the dspace. | og file.

I cannot find the ORCID features described by this page in my installation

The ORCID features must be enabled by changing some configuration files. Please refer to the Enable the integration section above.

I'm unable to authenticate via ORCID

If you have correctly enabled the ORCID authentication feature and you are able to start the OAuth flow with ORCID but get a failure when you are
redirected back to DSpace, it could be due to privacy settings on your ORCID record. The DSpace ORCID authentication requires that you release an
email address to match your ORCID account with a DSpace account or to create a new one at your first login. Make your ORCID account email
address public or visible to trusted parties. This is often not the case for a freshly created account on ORCID.

If you are encountering this issue, you'll see a message like this in your "dspace.log" file on the backend:

2022-08-04 11:43: 42,124 ERROR unknown unknown org. dspace. aut henti cate. Orci dAut henti cati onBean @An error occurs
regi stering a new EPerson from ORCI D
java.lang. |11 egal StateException: The email is configured private on orcid

After logging in via ORCID, a new DSpace account was created instead of using my existing DSpace
account

Currently, the ORCID integration with DSpace relies on a matching email address to find your existing account. If your ORCID account and DSpace
account have different email addresses associated with them, then it is possible that a new (duplicative) user account will be created.

I'm having trouble creating test accounts on ORCID to experiment with the features
Please refer to the ORCID trouble-shooting guide https://info.orcid.org/documentation/integration-guide/troubleshooting/ A frequent mistake working with

the ORCID sandbox environment is to forget that only email addresses @mailinator.com are allowed for account created on the sandbox. Remember to
validate your email address once the account as been created visiting the online inbox at mailinator.com

I have configured my Public ORCID API credentials in DSpace but | get an error attempting to login via
ORCID

When you use public ORCID API credentials you can only use a subset of the integration features (check). Moreover you need to limit the scopes
(permissions) requested to the user via the ORCID authentication to the / aut hent i cat e scope. Please check the Enable the integration section
above.

I don't find my publications looking up for my ORCID iD

Please check "conf i g/ nodul es/ or ci d. cf g" (or your | ocal . cf g) to see if the system has been properly configured to use the production ORCID API.
There is a chance that your installation is still configured to use the ORCID Sandbox that is appropriate for the testing and development phase of the
integration. The ORCID sandbox doesn't contain the same data as the Public environment.

| cannot push all my publications, only few or none of them are listed in the queue
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Please double check that the or ci dqueue consumer has been enabled (in dspace.cfg or local.cfg) and that the orcid settings of your profile have the "All
publications” checkbox flagged. ORCID features require the use of the new Configurable Entities. Only Publication item are synchronized with ORCID;
simple "untyped" Items will not be synchronized. Please consider to convert your legacy collection to "Publication” collection and set a dspace. enti ty.
type = Publication metadata on your legacy items.

Push of publications to ORCID fails

This is usually due to validation errors. ORCID could complain about missing mandatory fields or invalid values for fields that are linked to a controlled-list.
Please check the table in the Configure the push of information from DSpace to ORCID and the Mapping of DSpace Publication items to ORCID
Works paragraph to solve this. Your dspace.log file may also provide useful error messages.

Push of projects to ORCID fails

This is usually due to validation errors. Make sure that all required metadata fields exist on the Project Entity and any linked OrgUnit Entities. ORCID could
complain about missing mandatory fields or invalid values for fields that are linked to a controlled-list. Please check the table in the Configure the push of
information from DSpace to ORCID and the Mapping of DSpace Project items to ORCID Funding paragraph to solve this. Your dspace.log file may
also provide useful error messages.
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Researcher Profiles

The DSpace Researcher Profile feature has been introduced in DSpace 7.3 to support the ORCID Integration work but can be used alone. It is turned off
by{&aault and must be enabled manually

A DSpace Researcher Profile is a special Person Entity (item) that is linked with exactly one EPerson (DSpace account). This linked EPerson owns the
profile (Person Item), including having WRITE permission on it. The link between the Person Item and the EPerson is managed in the Person's dspace.
obj ect . owner metadata field. This field is configured to hold authority values and will contain the UUI D of the EPerson that owns the profile.

Here a summary of the key concepts & requirements of the feature:
® Profiles require Configurable Entities to be enabled, as every Researcher Profile is represented by a Person Entity.
® A profile can be linked to only one EPerson (user account). That EPerson has full rights to manage the profile, including whether the profile is
publicly visible or private.
® Optionally, Profiles can be synchronized (or initially created) via ORCID Integration.
When the feature is enabled, the user can create a researcher profile from his Profile (account page)

>3 Communities & Collections All of DSpace = Q Q 9 -
DSPACE

Home e Update Profile

Update Profile

Researcher Profile

Researcher profile not yet associated

+ Create new

If a Person Item already exists in the system, matching the account email address, this Person Item is offered to the user:

Profile tips

These are existing profiles that may be related to you. If
you recognize yourself in one of these profiles, select it and
on the detail page, among the options, choose to claim it.
Otherwise you can create a new profile from scratch using
the button below.

Luca Giamminonni

[J Mone of these are mine =+ Create a new one

Once a profile has been created or claimed, the user can make it public (Anonymous READ) or private:
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Update Profile

Researcher Profile

Researcher profile associated

Status: (

By default, deletion of the researcher profile does NOT delete the corresponding Person Item. Instead, it just unlinks the Person Item from the EPerson
account. This behavior can be changed as specified in the Advanced configuration section below.

Enable the feature

To enable the feature you need to set the following property (uncommenting it in the conf i g/ nodul es/ resear cher - profil e. cf g oraddingitto the c
onfig/local.cfg)

researcher-profile.entity-type = Person

You can specify a different Entity Type for the item that can be used as profile. This is an advanced setting -- change it only if you know what are you doing
and have implemented specific customisation.

You need to enable also the EPerson authority for the dspace. obj ect . owner . Uncomment the following lines in the conf i g/ nodul es/ aut hori ty.
cfg:

# Configuration settings required for Researcher Profiles

# These settings ensure "dspace. object.owner” field are indexed by Authority Control
choi ces. pl ugi n. dspace. obj ect. owner = EPer sonAut hority

choi ces. presentati on. dspace. obj ect. owner = suggest

authority.controll ed. dspace. obj ect. owner = true

Last, you need to ensure that at least one Collection is configured to accept Person entities. Only EPersons having the submission right in such a
Collection will be able to create profiles. There are many possibilities for using these settings to control who may or may not create a profile.

Advanced configuration

You can configure some aspects of the Profile feature in the conf i g/ nodul es/ researcher-profile.cfg

Pro researcher-profile.entity-type
per
ty:

Ex | Person
am
ple
Val
ue:

Inf | The type of Entity to use for Researcher Profile items. By default, the Person Entity is used, as this is provided out-of-the-box in DSpace. This
or | would only need to be modified if you have created a heavily customized Configurable Entities data model which does NOT include Person.
ma

tio

nal

Not

e:

Pro researcher-profile.collection.uuid

per
ty:
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Ex | [collection-uuid]
am
ple
Val
ue:

Inf | UUID of the Collection where all Researcher Profiles should be created by default. This Collection MUST be configured to accept Person Entities
or (or the entity type specified in "researcher-profile.entity-type").

ma

tio | By default this is UNSPECIFIED. The default behavior is that the person's Researcher Profile will be created in the Collection in DSpace which is
nal | configured to accept Person Entities and where the user has permissions to submit. If multiple Collections of this type are available, then the first
Not ' one found will be used.

Pro researcher-profile. hard-del ete. enabl ed
per
ty:

Ex false
am
ple
Val
ue:

Inf | Whether to enable "hard delete" when a Researcher Profile is deleted by an EPerson. When "hard delete" is enabled (set to true), then anytime
or an EPerson deletes their Researcher Profile, the underlying Person Entity will be deleted (i.e. this acts as a permanent deletion). When "hard
ma  delete" is disabled (set to false, the default value), then anytime an EPerson deletes their Researcher Profile, it will simply be "unlinked". In other
tio | words, the underlying Person Entity will be kept in the system.

nal

note

Pro researcher-profile.set-newprofile-visible
per
ty:

Ex  false

am

ple

Val

ue:

Inf | Whether to make a new Researcher Profile "visible" (i.e. allow anonymous access) on creation. When set to "false" (default value), a newly
or | created Researcher Profile will only be accessible to the EPerson who created it. That EPerson may chose to make to visible (i.e. allow

ma  anonymous access) at a later time. When set to "true”, a newly created Researcher Profile will be immediately accessible to anonymous
tio | users. But, the EPerson who created it may chose to hide it (i.e. disallow anonymous access) at a later time.

nal
note

Troubleshooting

| cannot find this feature

The feature needs to be enabled explicitly. Please follow the instruction in the Enable the feature section above.

The users sees an error when they try to create their profile
The feature requires that the Person entity be configured in the data model (see Configurable Entities) and the user must have permission to submit in at

least one collection configured to accept Person entities. Please double check that the EPersonAuthority is bound to the dspace. obj ect . owner metada
ta -- see the Enable the feature section above.
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Statistics and Metrics

® Exchange usage statistics with IRUS
® DSpace Google Analytics Statistics
® SOLR Statistics
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Exchange usage statistics with IRUS

1 Introduction
2 Prerequisite
3 Configuration

4 Re-trying failed attempts

Introduction

IRUS (Institutional Repository Usage Statistics) enables Institutional Repositories to share and expose statistics based on the COUNTER standard.
It offers opportunities for benchmarking and acts as an intermediary between repositories and other agencies.

IRUS is currently available in the following areas/countries:

® United Kingdom: https://irus.jisc.ac.uk/
® Australia and New-Zealand: https://irus.jisc.ac.uk/irus-anz/
® United States: https://www.lyrasis.org/programs/Pages/IRUS-US.aspx

Prerequisite

The DSpace server should be able to access the tracker’s base production and test URL's.
The tracker's base production URL will depend on the area/country where your repository is located:

® United Kingdom: http://irus.jisc.ac.uk/counter/
® Australia and New-Zealand: https://irus.jisc.ac.uk/counter/anz/
® United States: https://irus.jisc.ac.uk/counter/us/

The tracker's base test URL is common to all areas/countries:

https://irus.jisc.ac.uk/counter/test/

Access to the tracker's base URLs can easily be verified using a wget command with the applicable URL, e.g.:

wget https://irus.jisc.ac.uk/counter/test/

The above command should return a HTTP 200.

Configuration

The IRUS statistics tracker can be configured in the irus-statistics.cfg file which can be found [dspace-src]/dspace/config/modules.

Property

irus.statistics.
tracker. enabl ed

irus.statistics.
tracker.type-field

irus.statistics.
tracker.type-val ue

irus.statistics.
tracker.entity-
types

irus.statistics.
tracker.
envi ronnment

irus.statistics.
tracker.testurl

irus.statistics.
tracker. produrl

irus.statistics.
tracker. urlversion

Description Default

Configuration used to enable the IRUS statistics tracker. Set to true to enable. fal se

Metadata field to check if certain items should be excluded from tracking. If empty or commented out, all items
are tracked.

The values in the above metadata field that will be considered to be tracked.

The entity types to be included in the tracking. If left empty, only publication hits will be tracked. If entities are Publ i ca
disabled in DSpace (the default in DSpace 7.1), then all Items will be included in tracking. tion
The tracker environment determines to which url the statistics are exported (test or prod). test

The url to which the trackings are exported when testing. (In theory, this should be https://irus.jisc.ac.uk/counter
Itest/)

The url to which the trackings are exported in production. (this will depend on your area/country, refer to the
Prerequisite section)

Tracker version
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irus.statistics. External URL pointing to the COUNTER user agents file. The user agents file is downloaded from the provided
spi der. agentregex. = URL as part of the Apache ant build process.

url
Item views determined by DSpace to have been generated by bots/spiders are not sent to IRUS. Including this
additional (and optional) agents file can reduce unnecessary network traffic by reducing the need to transfer
view data that will be ignored by IRUS.
Example value: https://raw.githubusercontent.com/atmire/COUNTER-Robots/master/generated
/COUNTER_Robots_list.txt

irus.statistics. Location where the user agents file should be downloaded to. The Apache ant build process that retrieves the

spi der. agentregex. | user agents file from the URL specified above places it in the location specified here.

regexfile

Example value: ${dspace.dir}/config/spiders/agents/COUNTER_Robots_list.txt

Re-trying failed attempts
If the IRUS tracker is down or some other kind of error should occur preventing DSpace from committing to the tracker, the record is stored in the database

in a separate table (OpenUr | Tr acker) that is being created automatically during deployment. Committing these entries can be tried again using the
following command.

[ depl oyed- dspace]/ bi n/ dspace retry-tracker

This will iterate over all the logged entries and retry committing them. If they fail again, they remain in the table, if they succeed, they are removed.

It is strongly advised to schedule this script to be executed daily or weekly (preferable at low load-times during the night or weekend). If there are no failed
entries, the script will not perform any actions and exit immediately.
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DSpace Google Analytics Statistics

® Google Analytics Support
© Enabling Google Analytics
© Configuring Google Analytics
® Google Analytics Reports in DSpace Ul
© Configuration settings for Google Analytics Statistics

Google Analytics development and debugging
® |dentifying outgoing events in Chrome Dev Tools
® The GA4 Measurement protocol and event parameters
® Analytics Debug View and Debugger Chrome extension

Google Analytics Support

It is possible to record User Interface traffic by enabling the recording of Google Analytics data within DSpace. DSpace supports either Universal
Analytics or Google Analytics 4. Also, under GA4 it currently supports the Google Tag (gtag.js), but not Google Tag Manager (GTM).

Enabling Google Analytics

By default, Google Analytics is disabled in DSpace. To enable it, simply set the value of googl e. anal yti cs. key in either your local.cfg or dspace.cfg:

# For Universal Analytics (older style Google Analytics)
googl e. anal ytics. key = UA- XXXXXX- X

# O, for CGoogle Analytics 4
googl e. anal ytics. key = G XXXXX

When Google Analytics is disabled, you will see 404 responses returned from the REST API whenever the User Interface attempts to access ${ dspace.
S r.url}/api/config/properties/google.analytics.key . Thisis expected behavior, as that 404 response is the REST API telling the
User Interface that Google Analytics is not configured. When the Ul sees that 404 from the REST API, it disables Google Analytics tracking the Ul.

Configuring Google Analytics

Additional configuration are provided to allow for enhanced Google Analytics support.

Prope ' googl e. anal ytics.buffer.limt
rty:

Exam | googl e. anal ytics.buffer.limt = 256

ple
Value:

Inform | Maximum number of events held in the buffer to send to Google Analytics. Used in conjunction with "cron" settings below.
ationa
| Note:

Prope googl e. anal ytics. cron
rty:

Exam | googl e. anal ytics.cron =0 0/5 * * * ?
ple

Value:
Inform = REQUIRED if you want to send file download events to Google Analytics (where they will be tracked as Google "events"). This defines the
ationa | schedule for how frequently events tracked on the backend (like file downloads) will be sent to Google Analytics. Syntax is defined at https://ww
I Note: | w.quartz-scheduler.org/api/2.3.0/org/quartz/CronTrigger.html

The above example will run this task every 5 minutes (0 0/5 * * * ?)

For Google Analytics 4, you MUST also add the "api-secret" below to support sending download events.

Prope ' googl e. anal ytics. api - secret
rty:
Exam | googl e. anal ytics. api -secret = nysecret

ple
Value:
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Inform | (Only used for Google Analytics 4) Defines a Measurement Protocol API Secret to be used to track interactions which occur outside of the

ationa | user's browser.

I Note: ' This is REQUIRED to track downloads of bitstreams. For more details see https://developers.google.com/analytics/devguides/collection/protocol
/gad

Steps to create your API secret are also available from https://www.monsterinsights.com/docs/how-to-create-your-measurement-protocol-api-
secret-in-ga4/

Prope | googl e-anal ytics. bundl es
rty:

Exam | googl e-anal ytics. bundl es = ORI G NAL
ple
Value:

Inform | Which Bundles to include in Bitstream statistics. By default, set to ORIGINAL bundle only.
ationa
| Note:

Google Analytics Reports in DSpace Ul
Di@ce 7 does not yet support

Godgle Analytics Reporting is not available in DSpace 7.0. While DSpace 7 can capture statistics via Google Analytics (see above), it is not able to display
Google Analytics reports in the DSpace User Interface (like was supported in the XMLUI). It is under discussion as it's unclear how many sites used this
feature. See DSpace Release 7.0 Status

As of DSpace version 5.0 it has also become possible to expose that recorded Google Analytics data within DSpace. The data is retrieved from Google
using the Google Analytics Reporting API v3. This feature is disabled by default, to enable it please follow the instructions below.

Please read the documentation found at https://developers.google.com/analytics/devguides/reporting/core/v3/ and https://developers.google.com
Jaccounts/docs/OAuth2ServiceAccount. It is the definitive documentation, however, it is over detailed for our purposes so the critical steps are summarised
below. The theory is that as a developer you would create a Google project, write your application and store the code in the Google code repository, then
create a Google Service Account which your application could use to retrieve data from the Google Analytics API. In our case we already have our
application, DSpace, but we still have to go through the motions of creating a project in order to be able to be able to generate the Service Account which
we need to allow DSpace to talk to the Google Analytics API.

1. Logon to the Google Developers Console https://console.developers.google.com/project with whatever email address you use to access/manage
your existing Google Analytics account(s).

2. Create a new Google Project. The assumption is that you are developing some new software and will make use of the Google code repository.
This is not the case but you need to create the skeleton project before you can proceed to the next step.

3. Enable the Analytics API for the project. In the sidebar on the left, expand APIs & auth. Next, click APIs. In the list of APIs, make sure the status
is ON for the Analytics API.

4. In the sidebar on the left, select Credentials.

5. Select OAuth / Create new Client ID, then in the subsequent popup screen select Service account. This will automatically generate the
required Service Account email address and certificate.

6. Go to your Google Analytics dashboard http://www.google.com/analytics/. Create an account for the newly generated Service Account email
address and give it permission to 'Read and Analyze' at account level. See *Note below.

7. The generated certificate needs to be placed somewhere that your DSpace application can access and be referenced as described below in the
configuration section..

*Note:- The Google documentation specifies that the Service Account email address should only require 'Read and Analyze' permission. However, it would
appear this may not be the case and it may be necessary to grant greater permissions, at least initially.

Configuration settings for Google Analytics Statistics

In the [ dspace. dir]/ confi g/ modul es/ googl e- anal yti cs. cf g file review the following fields. These should be either edited directly or overridden
in your local.cfg config file (see Configuration Reference).

Prop = google-analytics.application.name
erty:

Valu | Dummy Project
e:

Infor | Not sure if this property is required but it was in the example code provided by Google. Please do not delete.
matio

nal

Note:

Prop = google-analytics.table.id
erty:

Exa ga:12345678
mple

Valu

e:
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Infor | Logon to the Google Analytics Dashboard and select the Property (or website in plain English) that you wish to target. Then select the Admin
matio = section for the property. You should then be able to select the 'view settings' for the view you are interested in. The View ID should replace
nal 12345678 below (note - confusingly the Reporting APl documentation refers to the View ID as Table ID).

Note:

Prop ' google-analytics.account.email
erty:

Exa XHXXXXXXXXXXXXXXHHXXXXXXXXXXXXXXXXXXXXXXXXXXX @developer.gserviceaccount.com
mple
Valu

Infor | The email address automatically generated when you created the Service Account.
matio

nal

Note:

Prop = google-analytics.certificate.location
erty:

Exa /home/example/dslweb--privatekey.p12

mple
Valu

Infor | The certificate file automatically generated when you created the Service Account.
matio

nal

Note:

Prop = google-analytics.authorization.admin.usage
erty:

Exa true
mple
Valu

Infor | Control if the statistics pages should be only shown to authorized users. If enabled, only the administrators for the DSpaceObject will be able to
matio = view the statistics. If disabled, anyone with READ permissions on the DSpaceObject will be able to view the statistics.

nal

Note:

Google Analytics development and debugging

Identifying outgoing events in Chrome Dev Tools

Through "Inspect Element" in Chrome dev tools, you can identify outgoing requests to Google Analytics filtering on requests starting with "collect?"

The GA4 Measurement protocol and event parameters

https://www.thyngster.com/ga4-measurement-protocol-cheatsheet/ provides a handy overview of the parameters that are sent along

Analytics Debug View and Debugger Chrome extension

DebugView documentation: https://support.google.com/analytics/answer/7201382?hl=en
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SOLR Statistics

DSpace uses the Apache SOLR application underlying the statistics. SOLR enables performant searching and adding to vast amounts of (usage) data.
Unlike previous versions, enabling statistics in DSpace does not require additional installation or customization. All the necessary software is included.

1 What is exactly being logged ?
1.1 Common stored fields for all usage events
1.2 Unique stored fields for bitstream downloads
1.3 Unique stored fields for search queries
1.4 Unique stored fields for workflow events
2 Web User Interface Elements
2.1 Pageview and Download statistics
2.1.1 Home page
2.1.2 Community home page
2.1.3 Collection home page
2.1.4 ltem home page
2.2 Search Query Statistics
2.3 Workflow Event Statistics
3 Architecture
4 Configuration settings for Statistics
4.1 Pre-1.6 Statistics settings
5 Statistics Administration
5.1 Converting older DSpace logs into SOLR usage data
5.2 Statistics Client Utility
5.3 Anonymizing Statistics
6 Custom Reporting - Querying SOLR Directly
6.1 Resources
6.2 Examples
6.2.1 Top downloaded items by a specific user
7 Managing the City Database File

What is exactly being logged ?
After the introduction of the SOLR Statistics logging, every pageview and file download is logged in a dedicated SOLR statistics core.

In addition to the already existing logging of pageviews and downloads, DSpace also logs search queries users enter in the DSpace search dialog and
workflow events.

DSéj)ce 7.0 does not yet support all features

In DSpace 7.0, only usage statistics (pageview, downloads) are logged. Search statistics and workflow reports (which were available in v6) are not yet
supported, but are both scheduled to be restored in a later 7.x release (currently 7.1 for workflow reports, and 7.2 for search statistics), see DSpace
Release 7.0 Status

Workflow Events logging

Only workflow events, initiated and executed by a physical user are being logged. Automated workflow steps or ingest procedures are currently not being
logged by the workflow events logger.

The logging happens at the server side, and doesn't require a javascript like Google Analytics does, to provide usage data. Definition of which fields are to
be stored happens in the file dspace/solr/statistics/conf/schema.xml.

Although they are stored in the same index, the stored fields for views, search queries and workflow events are different. A new field, statistics_type
determines which kind of a usage event you are dealing with. The three possible values for this field are view, search and workflow.

<field name="statistics_type" type="string" indexed="true" stored="true" required="true" />

Common stored fields for all usage events
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<field name="type" type="integer" indexed="true" stored="true" required="true" />

<field name="id" type="integer" indexed="true" stored="true" required="true" />

<field name="ip" type="string" indexed="true" stored="true" required="false" />

<field name="time" type="date" indexed="true" stored="true" required="true" />

<field name="epersoni d" type="integer" indexed="true" stored="true" required="fal se" />

<field name="continent" type="string" indexed="true" stored="true" required="fal se"/>

<field name="country" type="string" indexed="true" stored="true" required="fal se"/>

<field name="countryCode" type="string" indexed="true" stored="true" required="false"/>

<field name="city" type="string" indexed="true" stored="true" required="fal se"/>

<field name="1 ongi tude" type="float" indexed="true" stored="true" required="fal se"/>

<field name="l atitude" type="float" indexed="true" stored="true" required="fal se"/>

<field name="owni ngCormt type="integer" indexed="true" stored="true" required="fal se" nultiValued="true"/>
<field name="owni ngCol I " type="integer" indexed="true" stored="true" required="fal se" nultiValued="true"/>
<field name="owni ngltent type="integer" indexed="true" stored="true" required="fal se" nultiValued="true"/>
<field name="dns" type="string" indexed="true" stored="true" required="false"/>

<field name="user Agent" type="string" indexed="true" stored="true" required="fal se"/>

<field name="isBot" type="bool ean" indexed="true" stored="true" required="fal se"/>

<field name="referrer" type="string" indexed="true" stored="true" required="fal se"/>

<field name="ui d" type="uuid" indexed="true" stored="true" defaul t="NEW />

<field name="statistics_type" type="string" indexed="true" stored="true" required="true" default="view' />

The combination of type and id determines which resource (either community, collection, item page or file download) has been requested.

Unique stored fields for bitstream downloads

<field name="bundl eNane" type="string" indexed="true" stored="true" required="fal se" nultiValued="true" />

Unique stored fields for search queries

<field name="query" type="string" indexed="true" stored="true" required="fal se" nultiVal ued="true"/>
<field name="scopeType" type="integer" indexed="true" stored="true" required="false" />

<field name="scopel d" type="integer" indexed="true" stored="true" required="fal se" />

<field name="rpp" type="integer" indexed="true" stored="true" required="false" />

<field name="sortBy" type="string" indexed="true" stored="true" required="false" />

<field name="sortOrder" type="string" indexed="true" stored="true" required="fal se" />

<field name="page" type="integer" indexed="true" stored="true" required="false" />

Unique stored fields for workflow events

<field name="wor kfl owSt ep" type="string" indexed="true" stored="true" required="fal se" nultiValued="true"/>
<field name="previ ous\Wor kf | owSt ep" type="string" indexed="true" stored="true" required="fal se" nultiVal ued="
true"/>

<field name="owner" type="string" indexed="true" stored="true" required="fal se" nultiVal ued="true"/>

<field name="submitter" type="integer" indexed="true" stored="true" required="fal se" />

<field name="actor" type="integer" indexed="true" stored="true" required="fal se" />

<field name="wor kfl ow tem d" type="integer" indexed="true" stored="true" required="false" />

Web User Interface Elements

Pageview and Download statistics

In the UI, pageview and download statistics can be accessed from the "Statistics" navigation menu near the header. That statistics page is "context
aware", so it will show the usage statistics for whatever page (site, Community, Collection) you are currently on.

If you are not seeing the menu, it's likely that they are only enabled for administrators in your installation. Change the configuration parameter
"authorization.admin.usage" in usage-statistics.cfg to false in order to make statistics visible for all repository visitors.

Home page

Starting from the repository homepage, the statistics page displays the top 10 most popular items of the entire repository.
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Community home page
The following statistics are available for the community home pages:

® Total visits of the current community home page

® Visits of the community home page over a timespan of the last 7 months
® Top 10 country from where the visits originate

® Top 10 cities from where the visits originate

Collection home page
The following statistics are available for the collection home pages:

® Total visits of the current collection home page

® Visits of the collection home over a timespan of the last 7 months
® Top 10 country from where the visits originate

® Top 10 cities from where the visits originate

Item home page
The following statistics are available for the item home pages:

Total visits of the item

Total visits for the bitstreams attached to the item
Visits of the item over a timespan of the last 7 months
Top 10 country views from where the visits originate
Top 10 cities from where the visits originate

Search Query Statistics
DS@ice 7.0 does not yet support

Sedrch query statistics are not supported in 7.0, but are scheduled to be released in a later 7.x release (currently 7.2), see DSpace Release 7.0 Status.
The below screenshots and instructions are for 6.x and will need updating for 7.x once this feature is completed.
In the UI, search query statistics can be accessed from the lower end of the navigation menu.

If you are not seeing the link labelled "search statistics", it is likely that they are only enabled for administrators in your installation. Change the
configuration parameter "authorization.admin.search” in usage-statistics.cfg to false in order to make statistics visible for all repository visitors.

The dropdown on top of the page allows you to modify the time frame for the displayed statistics.

The Pageviews/Search column tracks the amount of pages visited after a particular search term. Therefor a zero in this column means that after executing
a search for a specific keyword, not a single user has clicked a single result in the list.

If you are using Discovery, note that clicking the facets also counts as a search, because clicking a facet sends a search query to the Discovery index.

(Pl Aimirn: W | Lo
STATISTICS - SEARCH QUERY HISTORY
Dicacw “orw St Dafalcy
Search Statistics R —
Top Search Terms =

T i1 Tawe Separphit Y of Totsd  Puspirebiers / Sadeth

by Aot

Admiriatrative

Total
Sesarches "% ol Todsl Pegeviews ! Ssarch

Workflow Event Statistics
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DSpace 7.0 does not yet support

W@IOW event statistics are not supported in 7.0, but are scheduled to be released in a later 7.x release (currently 7.1), see DSpace Release 7.0 Status.
The below screenshots and instructions are for 6.x and will need updating for 7.x once this feature is completed.

In the UI, search query statistics can be accessed from the lower end of the navigation menu.

If you are not seeing the link labelled "Workflow statistics", it is likely that they are only enabled for administrators in your installation. Change the
configuration parameter "authorization.admin.workflow" in usage-statistics.cfg to false in order to make statistics visible for all repository visitors.

The dropdown on top of the page allows you to modify the time frame for the displayed statistics.
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Rdmebratovn

Architecture

The DSpace Statistics Implementation is a Client/Server architecture based on Solr for collecting usage events in the User Interface or REST API
applications of DSpace. Solr must be installed separately from DSpace.

Configuration settings for Statistics

In the { dspace. dir}/confi g/ nodul es/ sol r-statistics. cf g file review the following fields. These fields can be edited in place, or overridden in
your own local.cfg config file (see Configuration Reference).

Property: = solr-statistics.server

Example | solr-statistics.server = http://127.0.0.1/solr/statistics
Values: solr-statistics.server = ${solr.server}/statistics

Informati = Is used by the SolrLogger Client class to connect to the Solr server over http and perform updates and queries. In most cases, this can (and
onal should) be set to localhost (or 127.0.0.1).
Note:

To determine the correct path, you can use a tool like wget to see where Solr is responding on your server. For example, you'd want to
send a query to Solr like the following:

wget http://127.0.0.1/solr/statistics/select?q=*:*

Assuming you get an HTTP 200 OK response, then you should set sol r. | 0g. ser ver to the ‘/statistics' URL of 'http://127.0.0.1/solr
/statistics' (essentially removing the "/select?q=:" query off the end of the responding URL.)

Property: = solr-statistics.query.filter.bundles

Example | solr-statistics.query.filter.bundles=ORIGINAL
Value:
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Informati
onal
Note:

Property:

Example
Value:

Informati
onal
Note:

Property:

Example
Value:

Informati
onal
Note:

Property:

Example
Value:

Informati
onal
Note:

A comma seperated list that contains the bundles for which the file statistics will be displayed.

solr-statistics.query.filter.isBot

solr-statistics.query.filter.isBot = true

If true, statistics queries will filter out events flagged with the "isBot" field. This is the recommended method of filtering spiders from statistics.

solr-statistics.autoCommit

solr-statistics.autoCommit = true

If true (default), then all view statistics will be committed to Solr whenever the next autoCommit is triggered. This is recommended behavior.
If false, then view statistics will be committed to Solr immediately (i.e. via an explicit commit call). This setting is untested in Production
scenarios, and is primarily used by automated integration tests (to verify that the statistics engine is working properly).

solr-statistics.spiderips.urls

solr-statistics.spiderips.urls =

http://iplists.conf google.txt, \
http://iplists.confinktom .txt, \
http://iplists.conm|lycos.txt, \
http://iplists.coninfoseek.txt, \
http://iplists.confaltavista.txt, \
http://iplists.comexcite.txt, \
http://iplists.con msc.txt

List of URLs to download spiders files into [dspace]/config/spiders. These files contain lists of known spider IPs and are utilized by the
SolrLogger to flag usage events with an "isBot" field, or ignore them entirely.

The "stats-util" command can be used to force an update of spider files, regenerate "isBot" fields on indexed events, and delete spiders from
the index. For usage, run:

dspace stats-util -h

from your [dspace]/bin directory

Inthe {dspace. di r}/ confi g/ nodul es/ usage-stati stics. cf g file review the following fields. These fields can be edited in place, or overridden in

your own

Prope
rty:

Exam

ple
Value:

Infor
matio
nal
Note:

Prope
rty:

local.cfg config file (see Configuration Reference).

usage-statistics.dbfile

usage-statistics.dbfile = ${dspace.dir}/config/GeoLite2-City.mmdb

References the location of the installed GeoLite or DB-IP City "mmdb" database file. This file is utilized by the LocationUtils to calculate the
location of client requests based on IP address.

NOTE: This database file MUST be downloaded, installed and updated using third-party tools. See the "Managing the City Database File"
section below.

usage-statistics.resolver.timeout
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Exam
ple

Value:

Infor
matio
nal
Note:

Prope
rty:

Exam
ple

Value:

Infor
matio
nal
Note:

Prope
rty:

Exam
ple

Value:

Infor
matio
nal
Note:

Prope
rty:

Exam
ple

Value:

Infor
matio
nal
Note:

Prope
rty:

Exam
ple

Value:

Infor
matio
nal
Note:

Prope
rty:

Exam
ple

Value:

Infor
matio
nal
Note:

usage-statistics.resolver.timeout = 200

Timeout in milliseconds for DNS resolution of origin hosts/IPs. Setting this value too high may result in solr exhausting your connection pool.

useProxies (Set in dspace.cfg)

useProxies = true

Will cause Statistics logging to look for X-Forward URI to detect clients IP that have accessed it through a Proxy service (e.g. the Apache
mod_proxy). Allows detection of client IP when accessing DSpace. [Note: This setting is found in the DSpace Logging section of dspace.cfg]

usage-statistics.authorization.admin.usage

usage-statistics.authorization.admin.usage = true

When set to true, only general administrators, collection and community administrators are able to access the pageview and download statistics
from the web user interface. As a result, the links to access statistics are hidden for non logged-in admin users. Setting this property to "false"
will display the links to access statistics to anyone, making them publicly available.

usage-statistics.authorization.admin.search

usage-statistics.authorization.admin.search = true

When set to true, only system, collection or community administrators are able to access statistics on search queries.

usage-statistics.authorization.admin.workflow

usage-statistics.authorization.admin.workflow = true

When set to true, only system, collection or community administrators are able to access statistics on workflow events.

usage-statistics.logBots

usage-statistics.logBots = true

When this property is set to false, and IP is detected as a spider, the event is not logged.
When this property is set to true, the event will be logged with the "isBot" field set to true.
(see solr-statistics.query.filter.* for query filter options)
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Prope usage-statistics.shardedByYear
rty:

Exam  usage-statistics.shardedByYear = false

ple
Value:

Infor ~ When set to "true", the DSpace statistics engine will look for additional Solr Shards (per year) when compiling all usage statistics. Therefore, if
matio | you are regularly running "stats-utils -s" (as documented in the "Solr Sharding By Year" section of the "SOLR Statistics Maintenance" page),
nal then you should set this to "true".

Note: | By default, it is "false", which tells the statistics engine to only compile usage statistics based on what is found in the current Solr core.

Pre-1.6 Statistics settings
DS§§ce 7.0 does not yet support

Log=based statistics not supported in 7.0. They are under discussion as this feature is not widely used. Tentatively they are scheduled for a possible
release/replacement in 7.1, see DSpace Release 7.0 Status.

Older versions of DSpace featured static reports generated from the log files. They still persist in DSpace today but are completely independent from the

SOLR based statistics.
The following configuration parameters applicable to these reports can be found in dspace.cfg.

#H#### Statistical Report Configuration Settings ######

# should the stats be publicly available? should be set to false if you only
# want administrators to access the stats, or you do not intend to generate
# any

report.public = fal se

# directory where live reports are stored
report.dir = ${dspace.dir}/reports/

These fields are not used by the new 1.6 Statistics, but are only related to the Statistics from previous DSpace releases

Statistics Administration

Converting older DSpace logs into SOLR usage data

If you have upgraded from a previous version of DSpace, converting older log files ensures that you carry over older usage stats from before the upgrade.

Statistics Client Utility

The command line interface (CLI) scripts can be used to clean the usage database from additional spider traffic and other maintenance tasks. As of
DSpace 3.0, a script has been added to split up the monolithic SOLR core into individual cores each containing a year of statistics.

Anonymizing Statistics

DSpace provides a commandline script (./dspace anonymize-statistics) which allows you to anonymize your statistics to better comply with GDPR and
similar privacy regulations.

The script will anonymise the IP values by rewriting (‘masking’) the last part. This mask is configurable, both for ipv4 and ipv6 addresses.

® For IPv4 addresses, the last number will be replaced by the mask, defined by the configuration key ‘anonymise_statistics.ip_v4_mask’ which
defaults to ‘254".
For example, 109.74.16.171 is rewritten as 109.74.16.254

® For IPv6 address, the last two numbers will be replaced by the mask, defined by the configuration key ‘anonymise_statistics.ip_v6_mask’ which
defaults to ‘FFFF:FFFF’. For example, 2001:0db8:85a3:0000:0000:8a2e:0370:7334 is rewritten as 2001:0db8:85a3:0000:0000:8a2e:FFFF:FFFF

For each anonymised record, the DNS field is also replaced by “anonymised”.
Script options available:

® The program only processes records older than 90 days. This period can be altered with the config ‘anonymise_statistics.time_limit’ (expressed in
days) in usage-statistics.cfg.

® "-s[sleep]": The script takes an optional parameter ‘-s [sleep]’ (expressed in ms), which will make the Java thread sleep between the calls to Solr
to reduce the load impact.

® "t [threads]" : The Solr service commit mechanism is also optimised by adding multi-threading support. The script takes an optional parameter ‘-t
[threads]’ to indicate how many threads the Solr service can use for this, if not given the thread count defaults to 2.

Statistical records can also be anonymised the moment they are created. Enabling this feature can be done by setting the configuration parameter
"anonymise_statistics.anonymise_on_log" to true in "usage-statististics.cfg" When this configuration property is not set, the feature is disabled by default.
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Custom Reporting - Querying SOLR Directly

When the web user interface does not offer you the statistics you need, you can greatly expand the reports by querying the SOLR index directly.

Resources

® https://www.safaribooksonline.com/library/view/apache-solr-enterprise/9781782161363/
® https://lucidworks.com/blog/faceted-search-with-solr/

Examples

Top downloaded items by a specific user
Query:

http://1 ocal host: 8983/ sol r/statistics/sel ect?i ndent=on&versi on=2. 2&st art =0& ows=10&f | =* %
2Cscor e&qt =st andar d&wt =st andar d&expl ai nQt her =&hl . f| =&f acet =t r ue&f acet . f i el d=eper soni d&g=t ype: 0

Explained:

facet.field=epersonid — You want to group by epersonid, which is the user id.
type:0 — Interested in bitstreams only

<l st nane="facet_counts">
<l st nane="facet_fields">
<l st nane="epersoni d">
<int nane="66">1167</int>

<int nane="117">251</int>
<int nane="52">42</int>
<int nane="19">36</int >
<i nt nane="88">20</int>
<int nane="112">18</int>
<int nane="110">9</int>
<int nane="96">0</int>

</lst>
</lst>
</lst>

Managing the City Database File

If you wish to record the geographic locations of clients in your DSpace statistics records (e.g. the City or Country where they are accessing your DSpace),
you must install (and regularly update) one of the following IP to City Database Files (in MMDB format). We recommend installing a City-level database,
as it provides more granular location information than a Country-level database (which can only provide the country where the access originated).

® Either install a copy of MaxMind's Geolite City database (in MMDB format)
© Installing MaxMind Geolite2 is free. However, you must sign up for a (free) MaxMind account in order to obtain a license key to use the
Geolite2 database.
© You will need to arrange regular downloads of the GeoLite2 database. MaxMind offers an updater tool (geoipupdate) to do the
downloading/updating, and a number of Linux distributions package it (as geoi pupdat e). You will still need to configure your license
key prior to usage. Use it before restarting DSpace, to get an up-to-date database.
© Once the "GeoLite2-City.mmdb" database file is installed on your system, you will need to configure its location as the value of usage-
statistics.dbfileinyourlocal.cfg configuration file.
© NOTE: This file is frequently updated by MaxMind.com, so you will need to refresh it regularly (ideally by scheduling the updater tool via
a cron job or similar). As this is written, the database is updated monthly, and to be allowed to obtain it you need to agree to keep your
copy updated.
® Or, you can alternatively use/install DB-IP's City Lite database (in MMDB format)
© This database is also free to use, but does not require an account to download.
© You will need to arrange regular downloads of the City Lite database. DB-IP offers an updater tool (dbip-update) to do the downloading
/updating, but it requires PHP to run.
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© Once the "dbip-city-lite.mmdb" database file is installed on your system, you will need to configure its location as the value of usage-
statistics.dbfileinyourlocal.cfg configuration file.
© NOTE: This file is frequently updated by DB-IP.com, so you will need to refresh it regularly (ideally by scheduling the updater tool via a

cron job or similar). As this is written, the database is updated monthly with the latest available at https://db-ip.com/db/download/ip-to-city-
lite
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SOLR Statistics Maintenance